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Audience

The ClearTrigger Administration Guide is intended as a reference for those responsible for
configuring ClearTrigger, ClearTrigger Lite or ClearQuery or for help writing triggers or
policy. These individuals are often different than those responsible for installing ClearTrigger.
It is expected that this document is not made highly available and that copies might reside
primarily with CM personnel responsible for creating and maintaining policy/triggers for
ClearCase users.

For installation information, refer to the ClearTrigger Installation Guide.

Product Demarcation

This document covers both ClearTrigger and ClearTrigger Lite. As of Version 12.0 both
products are combined in the same executable. ClearTrigger contains significantly more
features the ClearTrigger Lite and they use a similar clearbits file; the license key in that
clearbits file determines if the executable provides all of the ClearTrigger functionality or
only the ClearTrigger Lite functionality. Within this document ClearTrigger may
sometimes be used to mean both ClearTrigger and ClearTrigger Lite. When a feature
applies only to ClearTrigger or ClearTrigger Lite it will be so noted.

This document refers to iApprovelt and ClearTrigger’s Integration to iApprovelt.

iApprovelt (https://abs-consulting.com/_products/products_iapproveit.php) is a separate
product whose functionality is fully included in and integrated with ClearTrigger. The
iApprovelt integration allows for the real-time approval and notification of desired
watched or controlled ClearCase/ClearTrigger events.
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Introduction

ClearTrigger Overview

ClearTrigger is a custom add-on to IBM/Rational Software’s ClearCase product. It serves to simplify
the task of maintaining triggers and policy for your ClearCase installation. It is flexible in that it
allows the user to enforce separate sets of triggers across different projects, teams or operating
systems. ClearTrigger enables organizations to add triggers for specialized processing requests. It
conveniently integrates with your current ClearCase installation and does not require moving VOBs to
new machines or reorganizing your network. Upon installation and configuration of ClearTrigger, it is
ready to use. ClearTrigger is an efficient way to manage current and existing triggers for the
enterprise. Though, it does not stop there! ClearTrigger also provides policy, so you do not have to
create it. Functionality bits are provided to ensure that the most used and requested policy by
ClearCase administrators around the world are already coded into ClearTrigger; simply turn the bit on.

ClearTrigger makes use of basic, straightforward instructions to apply triggers. The dilemma of
creating triggers using cleartool mktrtype is circumvented. Additional features were also added and
some restrictions that existed with native ClearCase trigger definitions were either removed or relaxed.

ClearTrigger’s simple method of implementation is accomplished through the use of configuration
files called clearbits_file. The clearbits_file does not have to be named such, but for the sake of
continuity within the document, all configuration files shall be referred as “clearbits_file.” The
clearbits_file file allows you to define up to two different policy depots. The policy depot contains all
the trigger code to be managed by ClearTrigger. You may set up policy depots for UNIX and
Windows if your site requires. There is no limit to the number of clearbits_files that your organization
can have. You may create multiple configuration files to divide your policy depot among multiple
teams or departments, thereby creating ClearTrigger regions. Suppose you wanted specific VOB
groups to have a specialized high security policy versus the entire organization. This, too, can be
easily done with ClearTrigger.

ClearTrigger has a built-in integration with iApprovelt functionality so that all triggers can provide
and receive real-time email and mobile-phone-enabled input to create real-time user interactive
policy. No longer do you have to wait hours/days for approval when managers and approvers can
directly interact with trigger policy in real time.

Using ClearTrigger is faster and simpler than going to each of your organizations VOBs to redefine
triggers to restrict certain users or groups (as done when using the -nusers option on the mktrtype
command). It also eliminates the need to update multiple script files to prohibit individual users
belonging to UNIX or Windows groups from accessing the VOBs or VOB commands. VOBs do
not have to be moved to new machines or networks reorganized. Simply install and configure
ClearTrigger and get started!

ClearTrigger Lite is a custom add-on to the IBM Rational ClearCase product. It provides about 1
half of the Functionality of ClearTrigger including the highly popular functionality bits, region-
wide inhibit features as well as simple CPDs which allow a region wide command/user availability
matrix.
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ClearQuery Overview

ClearQuery is a ClearTrigger add-on providing methods to test the usefulness of ClearTrigger
policy by providing a query mechanism allowing you track successes and failures (something
ClearCase does not do). You can query by commands, users, functionality bits, command keys or
all of the above. The queries return easy to read graphs that allow you to quickly decide if a

iTrigger

policy is working for your organization or if someone may need extra help/training.

ClearCase

ClearCase

Clearbitz wiew/change Action for [ACME Ihc.]

Select

Cluemn or Action for [ACME ., [nc.]

oo -
ooz -
(03 -
(04 -
Qo5 -

- Commands/Uzers [success/denied] over Time by padn

- Modify Current Clearbitz file. .. [S03-423]
-YERIFY:Run cleartrigger {clearbits} -check

- Switch to another Clearbits file
- Create Mew Clearhitz file
- Copy Existing Clearbitz file

Caommands/Uzers [successddenied] over Time
Bitz/Uzerz uzed over Time
Keps/Users/Commands denied over Time

Bit ws. Bit [per uzer] usage over Time

Key vz, Key [per uzer/command] uzage over Time

! Abort |

You can view some sample reports below:

A03
A04
405
406
A07
408
409
A10
A1
4712
413
A14
A15
416
417

-Wiew/Change License K.ey for region

- Wiew/Change Windows Depot

- Wiew/Change UM< Depot

- Yiew/Change Windows Clearhits Parent
-Wiew/Change LM Clearbits Parent

- View/Change Region Logaing Personality

- Wiew/Change Region indows Motify/Scrpt
-Wiew/Change Region UM Mohfy/Script
-Wiew/Change Region Inhibited Access
-View/Change Region Special Access List
-Yiew/Change Region MOTD String
-Yiew/Change Region MOTD Restriction List
-Wiew/Change Per¥0B Functionality Bitz Checkinc
- View/Change Functionality Bits for region

- Add Alias Definition to Region

518 -
519 -
520 -
-Wiew/Change/Delete a Command Key in Region
- Add a Comand Key

-YERIFY:Run cleartrigger {clearbits} -check

Delete Aliaz Defintion from Region
Delete References to Alias Defintion from Region
Ipdate Aliaz Definition in Region

Abhart |

T Qo1
o 001 (all commands/all users)
o Q01 (for single command/all users)
o QO1 (for single command/single user)
T Q02
o Q02 (all bits/all users)
o Q02 (for single bit/all users)
o Q02 (for single bit/single user)
T Q03
T Qo4
T Q05
T Qo6
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New or Changed in ClearTrigger 14.1 Bundl e

ClearTrigger 14.1 is a point release that includes a few minor defect fixes in addition to internal changes that
allow for increased ClearTrigger performance.

ClearTrigger was enhanced to add functionality, increase speed and simplify its use. The ClearTrigger 14.1
Bundle consists of the following: ClearTrigger 14.1, ClearQuery 14.1and ClearApply 14.1. Further,
ClearTrigger is fully integrated with iApprovelt 1.0 and higher and ClearReplica 2.0 and higher.

New Hostname List Processing Added to All List Processing

Now all triggers and list can have the execution expanded or limited base on ClearCase client hostname. Nowy
policy can be customized based on the matching of the client hostname to one or more defined hostname patters

with our having to write code. Hostname list processing was added to all:

Region Inhibited List

Region Special Access List
MOTD Restriction List
Command Key Allow List
Command Key Disallow List
Command Key Ignore List
Command Key Trigger Not List
Command Key Trigger Only List

=A =4 -4 -4 -4 -4 -4 -1

ClearTrigger was enhanced to add functionality, increase speed and simplify its use. The ClearTrigger 14.1
Bundle consists of the following: ClearTrigger 14.1, ClearQuery 14.1and ClearApply 14.1. Further,
ClearTrigger is fully integrated with iApprovelt 1.0 and higher and ClearReplica 2.0 and higher.

New “iApprovelt” functionality and Feature Processing

iApprovelt (https://abs-consulting.com/_products/products_iapproveit.php) is a separate
product whose functionality is fully included in and integrated with ClearTrigger 14.0 and
higher installations.

ClearTrigger’s built-in integration with iApprovelt functionality allows all triggers to provide
and receive real-time email and mobile-phone-enabled input to create real-time user interactive
policy. No longer do you have to wait hours/days for approval when managers and approvers can
directly interact with trigger policy in real-time.

The insertion of such control was previously cumbersome because it was performed via email
which required the email receiver to respond before the process could continue which resulted
in delays if the receiver was not currently at their desk to read and respond to the email.
Furthermore, the receiver (or approver) could not guarantee that their approval or disapproval
of the action was adhered to as emails can be lost, misinterpreted or even ignored. Though
text messages provide usually faster responses, again the approver has no guarantee that their
wishes are adhered to by the requesting user. With the iApprovelt integration’s functionality,
a “real-time approval process” can be imbedded in your ClearCase processes.
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Additional ClearTrigger Environmental Variables defined

ClearTrigger was modified so that three (3) additional ClearTrigger Environmental Variables were added for
use in your own trigger scripts. The most often requested variables are available for your use in your triggers
without you having to do anything to calculate them yourself.

There are now 33 ClearTrigger Environmental Variables with the three (3) new ones added in ClearTrigger
14.0 below:

- CLEARTRIGGER IS UCM_SUB_CHILD
- CLEARTRIGGER_IS_USM_SUB_CHILD OF
- CLEARTRIGGER_PARENT CBITS FILE

Functionality Bit #24 — Limit File Version Size to 1Gig (or some other size)

ClearTrigger was modified to add Functionality Bit #24 (Limit File Version Size). This bit automatically
prevents the making of new file element versions that exceed 1 GIG. in size (or some other size).

When new file versions are attempted to be checked in will fail if the file version exceeds 1
GIG in size or the size indicated by the value of the special purpose ClearTrigger Override
Alias ABS_bit_24 size_override in the clearbits file.

Improved Messaging

ClearTrigger messages were examined and rewritten for clarity. Many messaged the previously referred
restriction list listed all components that could match causing the denial. These denial dialogs are now more
specific so they list the matching component only.

CTS [US] standards prohibit the [checkout] command when it matches the
listed [users] below.

[cclarke]

Improved ClearQuery Reporting and Webpages

ClearQuery was enhanced so that the generated webpages it produces have an equivalent look as before, but the
pages no longer rely on images within the images directory, this makes all of its report web pages completely re-
locatable. The ClearQuery defined alias (#!clearquery_pathing) has been depreciated.

Additionally, all pages are smaller, load faster and have been rewritten to work for HTMLS.

Improved ClearQuery Error Checking and Data Input

ClearQuery was enhanced so that additionally error checking is performed during data input to prevent errors in the
clearbits file. The clearbits file is checked between the input of data items to always ensure valid relationships.

Any Up -to-date Patches

ClearTrigger 14.0 was a major release consisting of ClearTrigger Performance enhancements for ClearTrigger
Users. All previously created patches for ClearTrigger are incorporated into ClearTrigger 14.0. The most up-to-
date defect/enhancement lists for ClearTrigger may be viewed at the following link:
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https://www.abs-consulting.com/_products/products_cleartrigger.shtml?patches

Upgrading from ClearTrigger 12.x versions ( or earlier) to 14.1
Upgrading from ClearTrigger 12.x (or earlier) to 14.1 is painless and should only take 1-2 minutes.

Read about how to migrate from previous 12.x versions to 14.1 in the section entitled
Migrating from ClearTrigger 12.x (or earlier) to 14.1.

Upgrading from ClearTrigger Version 13. xto 14.1

Upgrading from ClearTrigger 13.x to 14.1 is also painless and should only take a few seconds.

Read about how to migrate from previous 13.x versions to 14.1 in the section entitled
Migration from 13.x versions to 14.1.

Upgrading from ClearTrigger Version 14.0.xto 14. 1
Upgrading from ClearTrigger 14.0.x to 14.1 is also painless and should only take a few seconds.

Read about how to migrate from previous 14.0.x versions to 14.1 in the section entitled
Migration from 14.0.x versions to 14.1.

Customer Support

To obtain additional information on ClearTrigger or other services offered by A Better
Solution, Inc., visit our web site at www.abs-consulting.com. To report problems with the
ClearTrigger software or documentation, please send an e-mail to

cleartrigger team(@abs-consulting.com.

Supported Platforms

ClearTrigger integrates with ClearCase installations of 3.2 and higher. A single installation of
ClearTrigger can typically serve an entire organization. The system requirements for
ClearTrigger are consistent with those used to run ClearCase versions 3.2 and higher.
ClearTrigger will operate in a mixed version environment as well as a mixed OS environment.
The following operating systems are supported for ClearTrigger:

x  WINDOWS: x UNIX:
A Windows 9x A Sun/Solaris
A Windows NT A Solaris x86
A Windows 2000 and A HP-UX
higher A RedHat Linux
A AIX
A CentOS
A SUSE Linux
A Ubuntu Linux
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Installing ClearTrigger

For most installation issues refer to the ClearTrigger Installation Guide. In that document you can
read about how to install ClearTrigger and ClearQuery. Some minor client considerations are outlined
in the following section.

Client setup
ClearTrigger requires the following components for setup:

UNIX & Windows:

% That ClearCase is properly installed on the client machine. Without ClearCase, there is no need for
ClearTrigger as ClearTrigger relies on ClearCase to function.

x A well-known temp directory must be found or set. ClearTrigger will use the value of either the TMP or
TEMP variable if set. If neither of those variables is set, it tries writing to the default temp directories for
the operating system (/tmp or /temp if running on UNIX or c:\tmp or c:\temp for Windows). If neither
the TMP nor TEMP environmental variable is set and writable AND the default temp directories for the
operating system are not writable, ClearTrigger displays the following dialog. Because this is also a
requirement of ClearCase, a proper ClearCase installation would not yield this error.

@ ERROR: cleartriggerfClearCase require either TMP or TEMP warible must be set.

Windows Only:

The following changes are not required to run ClearTrigger unless the policy maker uses <group names> in any of
the access lists in the clearbits file (e.g. Region Inhibited List, Region Special Access List etc.). If you don’t use
this functionality, skip this section.

1 The CLEARCASE_PRIMARY_GROUP variable must be set (a requirement of ClearCase checked for by
ClearTrigger). Because ClearTrigger may be used to create enterprise group policy, this variable is checked
against the creds information. If this function is not set and ClearTrigger reads a command_key definition
requiring group checking, the user will get the error message below:

ClearCase

lﬁ@ ERROR: Could not get user's group name - CLEARCASE_PRIMARY_GROUP is not set

9 Place a copy of the creds.exe distributed by Rational Software in the cleartrigger windows
policy depot.
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License Registration

A Better Solution, Inc. distributes user licenses for ClearTrigger on a per architecture basis. For
example, to implement ClearTrigger in a UNIX and Windows InterOp environment, two licenses are
required. Before contacting A Better Solution, Inc. to request a license, consider how many licenses
you will need. You will receive a license request form when you purchase ClearTrigger from A Better
Solution, Inc. Return the completed form to A Better Solution, Inc. via e-mail or fax. Sites may
proceed with installation and configuration of ClearTrigger in the interim while a license is being
obtained (actually, ABS encourages this “try it first” method). ClearTrigger is distributed as fully
functional software with an evaluation license key.

If necessary, sites may also operate using an evaluation license. Once the license key is obtained, place
it in the ClearTrigger clearbits file. Use of an evaluation license will cause random Splash Messages
from the vendor like the one below. Splash Messages will not change the functionality of ClearTrigger.

ClearCase

@ A Better Solution, Inc. Warning: “You are unlicensed to have this WINDOWS policy area.
Please license this fully-functional software at [http:{jwww.abs-consulting.com).

Purchasing a license will inhibit this warning.
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Configuring ClearTrigger (clearbits_file)

The clearbits_file is the configuration file used by ClearTrigger. It holds ClearTrigger licensing and
ClearTrigger region configuration information used to find, enforce and execute ClearTrigger policy for
the region. The License String itself will determine if the ClearTrigger uses “ClearTrigger Feature Set”
or the “ClearTrigger Lite Feature Set”. This file must be properly populated prior to running
ClearTrigger. You can populate this file manually or by using ClearQuery. The following information
is used to configure the clearbits_file. Refer to the individual sections of this document for descriptions
and proper formatting of this information in the configuration file. A sample clearbits_file file is shown
in the section entitled A sample Clearbits_file and would contain the following ClearTrigger items for
a ClearTrigger or ClearTrigger Lite Region:

Clearbits Feature ClearTrigger Feature Set | ClearTrigger Lite Feature Set

License String(s)

ClearTrigger Policy Depot(s)

Parent Clearbits File(s)

Region Logging Personality

NNNN

Mail Notification Programs N/A

Region Inhibited List

Region Special Access List

MOTD Definition : MOTD Restriction List

Functionality Bits

SN

Command Key Definitions

Command Permission Definitions

N/

>

NSNS

iApprovelt Integration

* Where /denotes the feature is in the feature set.

To view a sample Clearbits file for a ClearTrigger Region refer to the section entitled:
A sample Clearbits file (ClearTrigger Feature Set).

To view a sample Clearbits file for a ClearTrigger Lite Region refer to the section entitled:
A sample Clearbits file (ClearTrigger Lite Feature Set).
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ClearTrigger Regions

Before examining the contents of the clearbits_file it is prudent to spend time defining
ClearTrigger Regions in more detail.

A ClearTrigger Region is the combination of a region name and a path to the policy depot,
both defined in the clearbits_file. Any number of ClearTrigger Regions can be defined to
subdivide the VOBs in your organization. ClearTrigger Regions are completely unrelated to
ClearCase Regions. VOBs in different ClearCase regions can be part of a single ClearTrigger
Region and vice versa.

ClearTrigger adds flexibility within the clearbits_file by allowing you to define up to two
different policy depot paths (where scripts or executables you want called when certain
ClearCase actions fire reside). You may choose to establish individual paths for UNIX and
Windows. This is required in a ClearCase InterOp configuration (where a VOB may be
accessed from both UNIX and Windows operating Systems) because there are two path-
naming conventions across the different OS partitions (UNIX/Windows). It is acceptable that
these paths might point to the same physical location if you are using some NFS or Samba
like software. It is also possible to create multiple clearbits.txt files that utilize the same
policy depot. There is no limit to the number of clearbits.txt files that you can have in your
organization. Create any number of clearbits.txt files to divide your policy across projects,
teams, departments, or organizations.

Consider the ClearTrigger Region a region name:policy depot pair. Keep in mind that it is
possible to have multiple clearbits_files (free of charge) and multiple policy depots (at a
nominal cost). Given this, it is easy for an organization to create many ClearTrigger Regions
that utilize the same policy depot.

Regardless of whether your policy depot is empty, it must be defined. ClearTrigger provides
some policies that can be implemented for a ClearTrigger Region that does not require code
in the depot to be called. ClearTrigger allows you to create Command Commenting
Standards, create a User/Command Disallow Matrix, and set up ClearTrigger Region
Inhibited Lists without having to call scripts or executables (Further information on this topic
will be provided later).

Some examples of ClearTrigger Regions, associated policy depots and clearbits.txt files
follow:
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One Region — One Operating System

All of your VOBs use a single clearbits_file (which points to a policy depot) creating one
ClearTrigger Region. All VOBs in this ClearTrigger Region can now have the same policy
implemented. This would require only one license.

/V clearhits

ClearTrigger

G G configuration
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Two Regions — One Operating System

It is possible to split your VOBs between two clearbits_files (which point to a single policy
depot), thereby creating two ClearTrigger Regions. All VOBs in both ClearTrigger Regions
rely on the same policy depot for corporate label naming standards or code requiring a defect
tracking number. This configuration is ideal when you need to enforce separate policies in the
organization. For example, when different users are allowed access to only one region and
must still enforce the global policy created for the entire organization.

G G / clearhits

ClearTrigger

G G configuration

— | clearhits

G G ClearTrigger

configuration

This configuration requires either one or two licenses. Remember, a license key is based
on a unique path to the depot and the region name (e.g. the name you want to appear in the
dialog windows). You can have two regions with the same name in ClearTrigger. Therefore, if
you name these regions "Acme, Inc - (Financial Division)" and "Acme, Inc - (Commerce
Division)" two licenses would be required, but if both regions were named "Acme Company,
Inc.," only one license is needed.

If both regions should see dialogs like the one below, then one license would suffice.

| ? ) ACME Inc. standards prohibit you from performing the [checkout] command.
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Defining the regions such that both were to see different dialogs like the dialogs below would
require two licenses.

'@ ACME Inc. - [Commercial Division) - standards prohibit you from pe rforming the [checkout]) command.

ClearCase

@ ACME Inc. - [Security Division] - standards prohibit you from performing the [checkowt] command.

InterOp Configuration — Scenario 1
When in an InterOp configuration, it is possible that all VOBs use a single clearbits_file

(through NFS or Samba), which points to a single policy depot, and you have in essence
created two ClearTrigger Regions. All VOBs in the ClearTrigger Regions can have the same

policy implemented.

clearhits
ClearTrigger
UNIX configuration
Users

Windows

Users

This configuration requires two licenses. Remember, a license key is based on a unique
path to the depot and the region name (e.g. the name you want to appear in the dialog
windows). Though, the depot for both regions point to the same physical location the
windows path and UNIX path to that location will differ (e.g. the windows path might be
\\earth\policy\depot while the UNIX path might be /net/earth/policy/depot).
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InterOp Configuration — Scenario 2

When in an InterOp configuration, it is possible to have all VOBs simultaneously using two
clearbits_files, (one for each OS). Each clearbits_file points to the same policy depot
(through NFS or Samba) creating two ClearTrigger Regions. All VOBs in the ClearTrigger
Regions can have the same policy depot created for the organization, while simultaneously
enforcing slightly different policies for the Operating Systems (e.g. Documentation people can
only work from the Windows side).

—— clearhits

ClearTrigger
configuration

UNIX

Users

clearhits

ClearTrigger
configuration

Windows
Users

This configuration requires either one or two licenses. Remember, a license key is based
on a unique path to the depot and region name (e.g. the name you want to appear in the dialog
windows). You can have two regions with the same name in ClearTrigger. Therefore, if you
name these regions "Acme, Inc - (UNIX development)" and "Acme, Inc - (Windows
development)" you would need two licenses. If you decided to name both regions "Acme
Company, Inc." two licenses would still be required because there are two paths to the single
depot. If you have software that allows you to access the depot from both the UNIX side and
Windows side using the same path name, only one license is required.

If you wanted both regions to see dialogs like the one below and had appropriate software,
one license would suffice...

ClearCase

@ ACME Inc. standards prohibit wou from performing the [che ckouf] command.

If you wanted to define regions such that they see different dialogs as shown below, two
licenses are required.
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'@ ACME Inc. - [Commercial Division] - standards prohibit you from pe riorming the [checkout) command.

@ ACME Inc. - [Security Divigion] - standards prohibit you from performing the [checkout] command.

InterOp Configuration — Scenario 3

When in an InterOp configuration, it is possible to have VOBs using two clearbits_files, (one
for each OS), with each one pointing to a different policy depot thus, creating two
ClearTrigger Regions. This will allow the VOBs to have different trigger code executed for
different OS partitions (UNIX/Windows). This would require only two licenses.

clearhits

ClearTrigger
configuration

clearhits

ClearTrigger
configuration
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Multiple Regions & Operating Systems

There are not many configurations that would ever require more than 2 licenses of
ClearTrigger. Generally, one for UNIX and one for NT is all an organization would need.
However, if there are policy ownership lines in your organization (political/contractual in
nature) more licenses can be purchased to fit the need.

Perhaps there is a group or individual that “handles” the “east campus” VOBs and another
group or individual that handles the “west campus” VOBs, but they share a policy depot.
There is also another group that must create policy for “COTS” VOBs (third-party vendor
code) with totally different code branching, labeling and code promotion strategies. Perhaps it
is decided that “John” (or a group of “Johns”) is allowed to do anything in the “east campus”
VOBs but is very limited in the “west campus” VOBs and is completely restricted on the
“COTS” VOBs. Implementing many ClearTrigger Regions, clearbits_files and policy depots
might create the solution. The configuration below requires two or three licenses
(depending on how regions are named).

ClearTrigger

G G G G configuration

G G o clearhits

ClearTrigger

é G configuration

| G G clearflits
Vo] ] configuration
908 {01 8 (o
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ClearTrigger Regions vs. ClearCase Regions

There is no association between ClearTrigger Regions and ClearCase Regions. 1t is
acceptable for VOBs in different ClearCase regions to be part of the same ClearTrigger
Region and vice-versa. VOBs in another ClearCase region (none of which are seen by default
because of the cleartool Isvob listing) might have the same company-wide policy
implemented. In the example below, VOBs in different ClearCase Regions (Green, Yellow,
and Grey) exist in different ClearTrigger Regions (blue, brown, black).

clearhits

\ ClearTrigger

configuration

clearhits

ClearTrigger
configuration

clearhits

ClearTrigger
configuration
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A sample Clearbits_file (For ClearTrigger)

R R
# ClearTrigger License File
R R

HHHHHH ClearQuery Defaults #HHHHHHHHHHHHHAHHH

#!clearquery unix cleartrigger check=/net/ccserv/policy/cleartrigger.exe
#!clearquery windows cleartrigger check=\\ccserv\policy\cleartrigger.exe
#!clearquery unix browser=/net/machine/dir/netscape

N
CleaiTrigger

#!clearquery windows browser=C:\Program Files\Internet Explorer\IEXPLORE.EXE

#!clearquery_relocated_logging dir_unix=
#!clearquery_relocated_logging dir_windows=
#!clearquery_relocated_results_dir_unix=
#!clearquery_relocated_results_dir_windows=

HHA R R A R R

HitHHHHHH ClearTrigger Aliases - if any #HEHHHHHHEHHHHHH
#!cleartrigger_alias interns (userl) (user2) (user14)
#!cleartrigger_alias windows_vobs [\*]

#!cleartrigger_alias special_types brtype<main> Ibtype<REL#.#*>
#!cleartrigger_alias qa_vobs [*qa] [test®] [*tutor*]
#!cleartrigger_alias dev_regions ‘development’ ‘US_*’
#!cleartrigger_alias during_builds “release_build* *QA_build*

B34 iApprovelt Key definitions - if any #H#H Y
#liapproveit_key def 00 65b59d93ab977024b1eb063=SOME_PASSPHRASE
#liapproveit_key def 01 663¢d790ab9717024b1¢b946=A_PASSPHRASE

R R HE R R
# ClearTrigger License String

#

# The license string contains a:

# Preamble, Windows License Key, UNIX License Key and Company Name
# generated by the vendor.
R
cleartrigger ABS licman;123456789;123456789;ACME Inc. - Regionl;

R R R
# The ClearTrigger Policy Depots;Region Logging Personality

#

# The Depot definition is of the form:

# {windows_depot_path};{UNIX depot_path};{region_logging personality};
R R R
\WWin2k 01\Policy\regionl_depot;/net/earth/policy/regionl_depot;O;

R
# Parent Clearbits File

#

# The Parent Clearbits File definition is of the form:

# {windows_clearbits_parent};{UNIX_clearbits_parent};
R
\WWin2k 01\Policy\ACME _bits.txt;/net/earth/policy/ACME _bits.txt;
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R R R
# Enterprise logging/mail notification programs. Provide paths

# for both Unix and Windows operating systems. The directory where

# the program is expected is the policy depot(s) defined above.

# The last optional field is the regions logging flag.

#

# The Notify Program definition is of the form:

# {windows_notify_program};{UNIX notify_program};
R
NOTIFY.bat;NOTIFY.pl;

AR R R R A

# Region Inhibited List

# These users or <groups> are quickly prohibited from performing VOB

# modifying actions in all enterprise VOBs within a ClearTrigger

# region. Instead, they are shown a consistent dialog that clearly

# states that enterprise standards prohibit them from performing

# the action. Additionally, [vobs], [vob:replicas] can be listed to prevent any data modification
# in those VOBs for anyone; {elements} can be listed to prevent any data modification

# for those elements; %views% can be listed to prevent any data modification

# from within those views; and &times& can be listed to prevent any data modification

# during those times; ‘clearccase_regions’ can be listed to exempt policy for those regions;

# and “stages” can be used to exempt policy during certain development stages.
R

5 (user3) (user4) <mgt> <iterns> [ /vobs/a_vob] [ \another_vob] ‘backup_region’ *code freeze”";

AR R AR R R R R

# Region Special Access List

# These users or <groups> are quickly exempt from complying to ClearTrigger

# policy in all enterprise VOBs within a ClearTrigger region (essentially, turning
# off ClearTrigger for those users or groups).

# Additionally, [vobs], [vob:replicas] can be listed to exempt policy for anyone

# in those VOBs; {elements} can be listed to exempt policy for those elements;

# Y%views% can be listed to exempt policy from within those views;

# &times& can be listed to exempt policy during those times; ‘clearccase_regions’
# can be listed to exempt policy for those regions; and “stages” can be used to

# exempt policy during certain development stages.
R R A

; (vobadm) <cmgrp> [ /vobs/b_vob] [ \cm_vob] ‘free_range region’ “emergency_fixing”;

R R R
# MOTD : MOTD Restriction List

# This portion of the license file contains Message-of-the-day

# functionality. You can place a message between the ';' and that

# message will appear on many dialogs while using ClearCase.

# The MOTD Restriction list will limit when the message is displayed.
R R R R R B R R R R R
;Final build for 14.0 tonight... Please check in all code.; (qa*) [ /vobs/qa*];

A R R

# Per-VOB Functionality Bits Checking ; Functionality Bits

# This portion of the license file contains the functionality bits for commonly requested
# policy; ClearTrigger already has that functionality compiled in it for speed.

# Simply turn it on for the region or on a per-VOB basis.
R R R
D;0011000000000000100011100;
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T T R R T R T
# Enterprise Command Key Definitions:

#

cmd_id;RIN type;RIN list;inhibit flag;comment req;notify flag;

access list type:access list;trigger list type;trigger list;

Series begin end:;Windows script;Windows script params;

UNIX script;UNIX script params;inhibit cleartrigger GUI bit;

dialog type;dialog prompt;dialog mask|default string|dialog selection;

NOTE: Keys are evaluated in order of appearance; cleartrigger

will process all matching keys or until the command

is prohibited.
AR A R
pre_rmver;R;;X;
pre_chevent;R;;X;
pre_mkproject;R;S;
pre_mkelem;R;;0;5;
pre_rmelem;R;;050;5x;
pre_checkout;R;;0;0;0;D; (fred) <usr> [/vobs/cm_vob] ;
pre_mv;R;;0;0;0;A; (charles) [/vobs/documentation] <dev> ;
pre_checkin;R; brtype<main> brtype<* int *>;0;20;
pre_checkin;R; Ibtype<REL#.#*> brtype<rel#.#*> ;0;10;
pre_mkattr;I; attype<QA State> ;0;20;
pre_mktype;N; brtype<test> ;x;
pre_mkbl;R;;0;0;0;D; ;O;<intern_*>;0;Inform.pl;;Inform.pl;
post_checkin;R;;050;0;D; ;0;*QA_build” ;0; METRIX.pl;; METRIX.pl;
pre_checkin;R;;050;0;D; ;N; ;0;BUILD.pl;-D386 debug;BUILD.pl;-Dhp10;

#
#
#
#
#
#
#
#
#
#

)

iTrigger

pre_checkin;R;;0;0;0;D; ;0; {*.c} ~dev_regions ;0;DEV_STANDARDS.pl;;DEV_STANDARDS.pl;

pre_checkin;R;;0;0;0;D; ;N; ;1;GET_BUG.pl;;GET_BUG.pl;

pre_chtype;R;;0;0;0;D; ~special types ;N; ~interns ;0;APPROVE.pl;;APPROVE.pl;;1;

pre_lock;R;;0;050;D; ;N5 505555505 Q3Are you sure?;YQ;
pre_mktype pre rmtype;R;;0;0;0;D; (inter*) <usr> [\p#] ;
post MODIFY _TYPE;R;;0;10;0;D; (inter*) <usr> [\p#] ;
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A sample Clearbits_file (For ClearTrigger Lite)

R R
# ClearTrigger Lite License File
R R

A ClearTrigger Aliases #HH#HHH#HHHHHHAHTH
#!cleartrigger_alias interns (userl) (user2) (user14)
#!cleartrigger_alias windows_vobs [\*]

#!cleartrigger_alias special_types brtype<main> lbtype<REL#.#*>
#!cleartrigger_alias qa_vobs [*qa] [test*] [*tutor¥]

R R R

R ClearQuery Defaults #HHHHHHHHHHHHHAHHH

#!clearquery unix_cleartrigger check=/net/ccserv/policy/cleartrigger.exe

#!clearquery windows_cleartrigger check=\\ccserv\policy\cleartrigger.exe
#!clearquery unix browser=/net/machine/dir/netscape

#!clearquery windows browser=C:\Program Files\Internet Explorer\IEXPLORE.EXE
G

R
# ClearTrigger Lite License String

#

# The license string contains a:

# Preamble, Windows License Key, UNIX License Key and Company Name
# when generated by the vendor.
R
cleartrigger_lite ABS licman;123456789;123456789;ACME Inc. - Regionl;

R HE R R
# The ClearTrigger Policy Depots;Region Logging Personality

#

# The Depot definition is of the form:

# {windows_depot_path};{UNIX depot_path};{region_logging personality};
R
\WWin2k 01\Policy\regionl_depot;/net/earth/policy/regionl_depot;O;

R R HE R R
# Parent Clearbits File

#

# The Parent Clearbits File definition is of the form:

# {windows_clearbits_parent};{UNIX clearbits_parent};
R
\WWin2k 01\Policy\ACME _bits.txt;/net/earth/policy/ACME _bits.txt;

& |

N
“ifrigger

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 29 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1) . Ryigger

AR R R R A
# Enterprise logging/mail notification programs. Provide paths

# for both Unix and Windows operating systems. The directory where

# the program is expected is the policy depot(s) defined above.

# The last optional field is the regions logging flag.

#

# The Notify Program definition is of the form:

# {windows_notify_program};{UNIX notify_program};

# NOTE: This field is ignored by ClearTrigger Lite

R R R R

29

R

# Region Inhibited List

# These users or <groups> are quickly prohibited from performing VOB

# modifying actions in all enterprise VOBs within a ClearTrigger

# region. Instead, they are shown a consistent dialog that clearly

# states that enterprise standards prohibit them from performing

# the action. Additionally, [vobs], [vob:replicas] can be listed to prevent any data modification
# in those VOBs for anyone; {elements} can be listed to prevent any data modification
# for those elements; %views% can be listed to prevent any data modification

# from within those views; and &times& can be listed to prevent any data modification
# during those times.
R

5 (user3) (user4) <mgt> <iterns> [ /vobs/a_vob] [ \another_vob] ;

R L T G e S T e

# Region Special Access List

# These users or <groups> are quickly exempt from complying to ClearTrigger
# policy in all enterprise VOBs within a ClearTrigger region (essentially, turning
# off ClearTrigger for those users or groups).

# Additionally, [vobs], [vob:replicas] can be listed to exempt policy for anyone
# in those VOBs; {elements} can be listed to exempt policy for those elements;
# Y%views% can be listed to exempt policy from within those views; and

# &times& can be listed to exempt policy during those times.
R R

;5 (vobadm) <cmgrp> [ /vobs/b_vob] [ \cm_vob] ;

R R
# MOTD : MOTD Restriction List

# This portion of the license file contains Message-of-the-day

# functionality. You can place a message between the ';' and that

# message will appear on many dialogs while using ClearCase.

# The MOTD Restriction list will limit when the message is displayed.
R R R R R B R R R R R
;Final build for 14.0 tonight... Please check in all code.; (qa*) [ /vobs/qa*];

R R R R R B R R R R R

# Per-VOB Functionality Bits Checking ; Functionality Bits

# This portion of the license file contains the functionality bits for commonly requested
# policy; ClearTrigger already has that functionality compiled in it for speed.

# Simply turn it on for the region or on a per-VOB basis.

R R R R R B R R R R R
D;0011000000000000100011100;
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AR R R R A
# Enterprise Command Permission Definitions (CPDs):

#

# Definition Type Command list User list

#

# NOTE: Keys are evaluated in order of appearance. Cleartrigger Lite

# will process all matching keys until prohibited.

#

AR R R R A

D: .* ramesh fred jaun # Prevents Fred and Juan from doing anything in the region

D: .checkout sally tom # Prevents Sally and Tom from performing checkout in the region
D: .checkout .checkin tom bob # tom and bob can’t do checkouts or checkins in the region

D: .chevent * # No one can perform a chevent in the region

A: .rmelem charles scott # Only Charles and Scott can perform rmelem in the region

A: .mktype .rmtype robert david # Only Robert and David can make/remove types in the region
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Checking your clearbits file

While it is always possible to use ClearQuery to create or modify a clearbits_file, when users
create or changed the clearbits files by hand, this increases the number of errors in the file.
ClearTrigger allows users to check the file at any time by using the —check option on
ClearTrigger. The checking option was added in to make it easier for the policy maker to find
incorrect keys, bits or fields before users do. It is also possible to modify an existing clearbits
file using the new ClearQuery application.

Invoking cleartrigger.exe {path_to_clearbits_file} -check will perform the sanity checking
on the clearbits file and display the checking output in a clearprompt file display dialog. The
return code returned is 0 if the file has no “syntax” and non-zero if the file has any “syntax”
errors.

Invoking cleartrigger.exe {path_to_ clearbits_file} -dump will perform the sanity checking
on the clearbits file and display the checking output to stdout. The return code returned is 0 if
the file has no “syntax” and non-zero if the file has any “syntax” errors.

Invoking cleartrigger.exe {path_to_clearbits_file} —status_only will perform the sanity
checking on the clearbits file and return a calculated return code. The return code returned is 0
if the file has no “syntax” and non-zero if the file has any “syntax” errors.

Invoking cleartrigger.exe {path_to_ clearbits_file} -error_only will perform the sanity
checking on the clearbits file and display an error dialog for the first syntax error it encounters
(if any) and also calculated return code. The return code returned is O if the file has no
“syntax” and non-zero if the file has any “syntax” errors.

For example, if the clearbits file had an error with its functionality bits definition, invoking the
command with the —error_only switch will result in a dialog like the one below:

L:%CD>cleartrigger clearbits . txt —error_only

L:~CD>
ClearCase

ERROR: Invalid Functionality Bits: value=3000000000000000000000 not 1 or more char from [01] for
Funtionality Bits;Per-¥OB Functionality Bits Checking: D;3000000000000000000000;
clearbits file: clearbits.t<t.
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When using the “-check” or “~-dump” switches the output displayed would look like the
output that follows:

Read and assigned alias: contractors=(fred) (remesh) (bill)

Read and assigned alias: QA_vobs=[*_qa] [/pra_mock]

Read and assigned alias: protected_types=brtype<main> brtype<*_int_*> brtype<rel#.#*>

Read and assigned alias: ABS_bit_19 protection_override=a -r - chown administrator
Read and assigned alias: ABS_bit_01_owner_override=cclarke3

HiHt

INFORMATION: ### No Alias definitions after this point - only references to them
INFORMATION: ### No clearquery variables defined after this point

iz

Read license key: cleartrigger ABS licman;000000000;000000000;ACME, Inc.;
Read policy_dirs (windows;unix;): I: \ ClearTrigger \ depot;;A,;
Read Logging Value: A

Read any parent Clearbits files (windows;unix;): ;;

Calc license: License is invalid

VERIFIED: (I:  \ ClearTrigger \ depot) Windows depot is accessible and is a directory
WARNING:UNVERIFIED Any defined depot on the Unix OS is UNVERIFIED...

OK!l: EMPTY Windows parent clearbits file . This is normal and (PERFECTLY OK)
WARNING:UNVERIFIED Any defined parent on the Unix OS is UNVERIFIED...

VERIFIED: (I:  \ ClearTrigger \ depot \ log) Windows logging directory is an accessible DIRECTORY as needed with
LOGGING = (A)
WARNING:UNVERIFIED Any logging on the Unix OS is UNVERIFIED...

Read Notify_programs (windows;unix;): ;;
Read Region Limited Users/Groups/VOBs/Elements: ; ;
Read Region Special Users/Groups/VOBs/Elements: ; ;

Message Of The Day - MOTD: Final build for 10.5 tonight... Please check in all code.

Message Of The Day - MOTD Restriction List: (cclarke) (administrator)

Read Per - VOB Functionality Bits Checking: A; 010000000000000001111110 0;
Per - VOB Functionality Bit Checking read A : Enabled
Functionality Bit(00) read BIT__AUTO_BRANCH_REMOVAL : Disabled
Functionality Bit(01) read BIT__CHOWN_VOB_OWNER : Enabled
Functionality Bit(02) read BIT__EVIL_TWIN : Disabled
Functionality Bit(03) read BIT__ONE_CO_PER_| BRANCH : Disabled
Functionality Bit(04) read BIT__CHECK_BRANCH_LABEL NAMES : Disabled
Functionality Bit(05) read BIT__VOB_OWNER_CI_MAIN : Disabled
Functionality Bit(06) read BIT__RECURSIVE_CI_CO_UNCO : Disabled
Functionality Bit(07) read BIT__CHECK_MAGIC_| “PATH : Disabled
Functionality Bit(08) read BIT__NO_SPACES_IN_ELEMENT_NAMES : Disabled
Functionality Bit(09) read BIT__NO_MULTIPLE_MERGES : Disabled
Functionality Bit(10) read BIT__. SMART CHECKIN : Disabled
Functionality Bit(11) read BIT__CASE_CHECKING : Disabled
Functionality Bit(12) read BIT__ATOMIC_CHANGE : Disabled
Functionality Bit(13) read BIT__REQUIRE_EXTENSION : Disabled

Functionality Bit(14) read BIT__NOTIFY_PARENT_CHANGE_ON_CO : Disabled
Functionality Bit(15) read BIT__NOTIFY_PARENT_CHANGE_ON_CI : Disabled
Functionality Bit(16) read BIT__PREVENT_DATA_LOSS : Disabled

Functionality Bit(17) read BIT__AUTO_EXEC_BIT : Enabled

Functionality Bit(18) read BIT__PREVENT_CORE_ELEMENTS : Enabled

Functionality Bit(19) read BIT__ AUTO_DIRECTORY_PROTECT : Enabled

Functionality Bit(20) read BIT__ AUTO_REMOVE_CONTRIB : Enabled
Functionality Bit(21) read BIT__WARN_LOST_AND_FOUND : Enabled
Functionality Bit(22) read BIT__OWN_ LIKE PARENT_DIR : Enabled
Functionality Bit(23) read BIT__| FORCE CHECKOUTS_UNRESERVED : Disabled
Functionality Bit(2 4) read BIT_ LIMIT_SIZE : Disabled

Calc Functionality Bits: 010000000000000001111110 0
——————————————— keys follow — ----------

*x Eile (I: \ ClearTrigger \ depot \ clearbits.txt) looks good.

*xxx All fields and keys have valid syntax.

**k hut some keys might serve no purpose.

% WARNING: Paths for keys for fields for the Unix side are UNVERIFIED.
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License Strings

The first section of clearbits.txt is the license section. It contains the Product Name, Vendor
Name, License Key Generator ID, Windows License Key, UNIX License Key, and your
Organization Name. Here, this section will replace the default license entry with your license
key for each architecture license purchased from A Better Solution, Inc. or a licensed reseller.
If an evaluation license key was acquired, place it here. It should look like the three (3)
examples below:

cleartrigger ABS licman;123456789;000000000;ACME Inc — East Campus;
cleartrigger ABS licman;000000000;123456789; ACME Inc.;
cleartrigger lite ABS licman;123456789;123456789; ACME Inc. — West Campus;

Note: The product word (first word in the license string) determines if the regions uses
“ClearTrigger Features Set” or the “ClearTrigger Lite Feature Set”.

Note: Only a vendor-generated license will allow ClearTrigger to operate without
randomly displaying the ABS Splash Message.

@ A Better Solution, Inc. Warning: “You are unlicensed to have this WINDOWYS policy area.
Please license this fully-functional software at [http:ffwww.abs-consulting.com)].
Purchasing a license or requesting a 30-day Evaluation Key from the vendor will inhibit this warning.

Good luck with your trial...

Carefully choose the Organization Name, as it will appear in error dialogs for the policy you
create. For example, for the license key:

cleartrigger ABS licman;123456789;000000000;ACME Inc.;

Error dialogs like this may appear when users violate the regions policy:

ClearCase

@ ACME Inc. standards prohibit you from performing the [checkout] command.
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Policy Depots

The policy depot is the storage directory for the enterprise trigger code that will be managed
by ClearTrigger. The section of the clearbits_file entitled ‘ClearTrigger Region Information’
contains the network path to the policy depot for Windows, UNIX, or both. It is also used to
calculate the vendor generated license string. The policy depot(s) can be an enterprise-wide
area or project specific. When defining policy depots, use the semicolon (;) as a separator
between the Windows Policy Depot and the UNIX Policy Depot and end the line with a
semicolon. If you choose not to define a policy depot, leave that portion blank (ClearTrigger
policy can be created without a defined depot). ClearTrigger will assume that no policy depot
exists and any action causing the policy depot to be examined will generate an error message.
Additionally and optionally, you can define the Region’s Logging personality (discussed in
the next section). The following are examples of formatting the policy depot:

Examples:

Windows Only:
\\win2k_01\Policy\region1_depot;;

UNIX Only:
;/net/earth/policy/regionl_depot;

InterOp Configuration:
\\win2k_01\Policy\region1_depot;/net/earth/policy/regionl_depot;

Undefined:

29

The policy depot should be in a valid architecture specific structure that terminates to a well-
known location from your ClearCase clients. The following tables show acceptable
conventions for path naming:

Windows Allowed path naming

UNC Naming \\SERVER_NAME\SHARE_NAME\{PATH_TO_POLICY_DEPOT}

Drive Resident D:\{PATH_TO_POLICY_DEPOT}

UNIX Allowed path naming

Network Naming /NET/SERVER_NAME/{PATH_TO_POLICY_DEPOT}

Mounted or

PATH_TO_POLICY_DEPOT
Absolute local " - - - I

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 35 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1) , C Trigger

Parent Clearbits files

Any clearbits file can refer to or point to a “parent” clearbits file. For VOBs within the
ClearTrigger region, policy defined in its parent clearbits file must be satisfied before policy
in the region’s clearbits file. This allows one to build or take advantage of a clearbits file
hierarchy. Policy can be defined at a company level that applies to all VOBs within the
company while a department might have additional policy that applies to a subset of the
company VOBs. Each region/clearbits file could have different personnel that are responsible
for its modification; each region/clearbits file has its own depot and logging. The section of
the clearbits_file entitled “Parent Clearbits file” contains the network path to the parent
clearbits file (if any) for Windows, UNIX, or both. It is also used to calculate the vendor
generated license string. When defining parent clearbits files, use the semicolon (;) as a
separator between the Windows Parent Clearbits File and the UNIX Parent Clearbits File
and end the key with a semicolon. If you choose not to define a clearbits parent, leave that
portion blank (e.g. ";;"). ClearTrigger will assume that no parent clearbits file is requested.
The following are examples of formatting the parent clearbits file:

Examples:
Windows Only:
\\win2k_01\Policy\ACME _ clearbits.txt;;
UNIX Only:
;/met/earth/policy/ ACME_ clearbits.txt;
InterOp Configuration:
\\win2k_01\Policy\ ACME_clearbits.txt;/net/earth/policy/ ACME_clearbits.txt;

Undefined (empty):

29

When in an InterOp configuration, you could have all of your VOBs using two parent
clearbits_files, (one for each OS), with each one pointing to a different parent clearbits file.
This will allow the VOBs to have different trigger code executed for the different OS
partitions (UNIX/Windows).

Configurations are flexible. Several examples are illustrated below:
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As depicted above:

1 Policy defined in the “ACME” clearbits file applies to all VOBs except those in the
“Outsource” ClearTrigger region.

1 Policy defined in the “East” clearbits file applies only to the VOBs in the “East”
ClearTrigger region

1 Policy defined in the “West” clearbits file applies to the VOBs in the “West”
ClearTrigger region and the VOBs in the “Web” and “COTS” ClearTrigger regions.

1 Policy defined in the “Web”, “COTS” and “Outsource” clearbits files applies only to
the VOBs in those respective ClearTrigger regions.
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Region Logging Personality

Each ClearTrigger region can define a logging personality for that region. This allows the policy
maker the ability to log all triggerable ClearCase commands. Both successful commands as well as
attempts that were “denied” by defined ClearTrigger policy can be logged. All logging data is
stored in files within the “log” directory in the depot(s). That information can be queried upon and
maintained using the ClearQuery application, delivered with ClearTrigger.

Denied attempts are logged if requested because such information is vital when ascertaining
whether defined policy is being properly used or of value. To see the value of generated reports,
read the section entitled ClearQuery Reports.

To avoid resource blocking, the logging information is spread over multiple files such that 20 or
more may be seen at any time in the “log” directory. The Region Logging personality value is
optionally located directly after the Policy Depots definitions in the clearbits file.

e.g.

\\win2k 01\Policy\regionl depot;/net/earth/policy/regionl_depot;O;

Note: The web interface pull-down choices for Region Logging Personality are limited
to only valid values. They are defined as follows:

Region .
Loggingg Value Meaning

‘O Logging is ‘O’ff for the cleartrigger region.

‘E’ Logging of ‘E’rrors (denied commands) is turned on — Inhibited commands are written
to the logs.

‘S’ Logging of ‘S’uccessful command is turned on — Successfully completed commands are
written to the logs .

‘A’ Logging of ‘A’ll command attempts is turned on — Denied and successfully completed

commands are written to the logs.

*Note: If Logging is turned on, the appropriate logging directory (“log”) must be created in
the depot with appropriate write permissions (Write permission for everyone).

*Hint: To avoid possible permission errors, make sure that the directory if fully writable for
everyone. It is also helpful to pre-create the files that logging activities would create
(“logging_0.txt” — “logging 19.txt”) and ensure the files are writable for everyone.
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Mail Notification Programs

This portion of the clearbits_file contains the ClearTrigger region defined mail notification
programs for Windows, UNIX or both. This program could be a general mail or logging
program that your organization wrote or purchased. A mail program is readily available to
use with ClearTrigger (placed in the depot directory) at
www.abs-consulting.com/abs_consulting_triggers.html by A Better Solution, Inc. The script
or program can be of any executable type (e.g. *.bat, *.pl, *.exe, *.etc). The script is expected
by default to reside in the Depot for the Operating System (UNIX or Windows), but can also
be described with an absolute path or a path relative to the Depot.

When defining a region notification program, use the semicolon (;) as a separator between the
Windows Notification Program and the UNIX Notification Program and end the line with a
semicolon. If you choose not to define a Notification Program, leave that portion blank.
ClearTrigger will assume that no Notification Program exists and any action causing a
Notification Program to be called for that OS will generate an error message. For information
on when this program is executed, read the section entitled ‘Formatted Command Keys’. Any
defined Notification Program is expected to reside by default in the depot for the OS in
which it will be executed but can also be described with an absolute path or a path
relative to the Depot. The following are examples of formatting the Notification Program:

List Description Notification Program Example
Undefined 5
Windows Only Notify.pl;;
Unix Only ;Notify.pl;
InterOp Configuration Notify.pl;Notify.pl;
Calling program not in depot by \\machine\share\program.exe;/net/machine/policy/program;
absolute path
Calling program not in depot by .\directory\script.pl;.../directory/program;
relative path to depot
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Pattern Matching (updated in 14.1)

Many portions of the license file can contain patterns. These patterns are useful when matching one
or more items. An item might consist of a (user), <group>, [VOB], [VOB:replica], {element},
%view%, @time@, |host|, ‘ClearCase_region’ or ABS TRIGGER POLICY environmental
variable “value” as found in:

Region Inhibited List

Region Special Access List
MOTD Restriction List
Command Key Allow List
Command Key Disallow List
Command Key Ignore List
Command Key Trigger Not List
Command Key Trigger Only List

=A =4 -4 -4 -4 -4 -4 -4

or they may be a type item as found in RIN List:

M Restriction List
9 Inclusion List

1 Negation List

There are three (3) recognized pattern characters that are described below:

Pattern Character Description
* matches any string
? matches any single character
# matches any single digit

These pattern characters can be used to match characters within an item's pattern area. The pattern
area consists of the characters between an item's initial and terminating characters as described below:

Item Examples

(User) (bob) (intern_*) (sec # *) (temp ?? service)
<Group> <dev> <dev_#> <pra##> <dev? service>

{Element} {/vobs/pra/bar.c} {*/src/*} {*.c} {#.777}

[VOB] [\vob_a] [/vob/pra*] [*tut*] [*] [/vob_?]

[VOB:Replica] [\vob_a:origional] [/vob/pra*:atl*] [*core:site#] [*:*]

Yoview% %some view% %* build views%

@time@ @hl#@ @D###H###15@ @d*@
|hostname| " |[web_dev| |build ##|

‘ClearCase Region’ ‘development’ ‘US *’

“development stages” “code freeze™ "* test”

* hostname patterns added in 14.1

NOTES:
1 Adjacent '*' characters are treated as a single "*' character
1  A'# or'? that directly follows a '*' characters are ignored

HINT: voB replica names can be changed even if ClearCase Multisite is not being used. This serves as an easy way to make VOB groupings for
VOBs that don’t have a naming pattern that one can easily group with. For example, you could change the replica name of some VOBs to “cm_vobs”
and other to “dev_vobs” then select policy on [*:em_vobs] to distinguish between the two types of VOBs.
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ClearTrigger Aliases

Many portions of the license file can contain aliases. These aliases are useful when grouping
several objects together by a single name, which represents that grouping throughout the
clearbits file. This is useful for creating fictitious "groupings" (the term "grouping" instead of
"group" is used because ClearTrigger aliases can be used to group both users into groups as
well as to "group" numbers of <groups>, [VOBs], [VOB:replica], {elements} or any
combination of each of the types. Additionally, aliases can be used to "group" types as in
brtype<integration> Ibtype<main>. An alias "grouping" might consist of (users), <groups>,
[VOBs|, [VOB:Replica], {elements}, %o views%, @times@), |hosts|, ‘ClearCase Region’ or
~Development Stage” as found in:

Region Inhibited List

Region Special Access List
Command Key Allow List
Command Key Disallow List
Command Key Trigger Not List
Command Key Trigger Only List

=A =4 =4 =4 -4 -4

or they may be in a type item as found in RIN List:

1 Restriction List
9 Inclusion List

f Negation List

You may define up to 80 aliases in the ClearTrigger Region such that:

Alias names may contain up to 50 characters from [a..z,A..Z,0..9, ]
Alias values may contain up to 256 characters not to include ',' or ;'

Alias values may contain other aliases (so a hierarchy can be built) up to 5 levels deep
Aliases must fit under 2048 characters when fully expanded

Alias definitions are only valid before the license key in the clearbits file. All other

alias definitions after the license key are treated as comments.

=A =4 =4 =4 A

Alias definitions are "hidden" in the upper portion (above the license) of the clearbits file and
are of this form:

#!cleartrigger alias {alias name} {alias value}

Dynamic Variables and Patterns may also be used in the alias value and are evaluated at
run-time.
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#!cleartrigger alias good users (cclarke) (slewand) (rcarter)

#!cleartrigger alias dev_vobs [*cell] [*proj ## ?] [*planet:atl] [*hr:site#] [*:original]

#lcleartrigger_alias mgt_access [*mgt*] {*/corp/*} <mgt>

#lcleartrigger alias limit_types brtype<main> Ibtype<REL#.#*>

#!cleartrigger alias corp ~good users ~dev_vobs ~mgt access

#lcleartrigger alias downtime @h23@ @D6@

#!cleartrigger alias runtime views %web view% %release # view%

#!cleartrigger alias dev_regions ‘development’ ‘US *’

#!cleartrigger alias frozen_stages “code freeze ** demo”

Once defined in the clearbits file, that alias can be used instead of the "grouping" in Region
Lists and Command Keys. Refer to an alias as ~alias when you want ClearTrigger to expand

the alias at runtime. There are examples below:

; (vobadm) ~good users <*adm> ;

; (jgardner) ~bad_users ~interns ;

; (jgardner) ~frozen_stages ;

pre MODIFY ELEM;R; ;0;0;0;D;~students ;N; ~admins ;0;tag.pl;
pre MODIFY ELEM;R; ~limit_types ;x;10;

NOTES:

1 The ~alias must have a trailing '' (space) character after it when referenced
f  Alias references are expanded before error messages are built so "real" users, groups,

VOBs etc. are displayed (not the ~alias name)
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(updated in 14.0)

Some reserved aliases are used by ClearTrigger to override at the region level the default
behavior of some core ClearTrigger functionality or of some ClearTrigger functionality bits.
For example, when ClearTrigger Functionality bit #01 is enabled in the region the ownership
of newly created elements is changed to the current VOB owner; however, the alias
ABS_bit 01 _owner_override may be used to modify this behavior such that the ownership
is instead changed to another user when new elements are created.

*Override Aliases added or modified in version 14.0 are so indicated by highlight.

Override Alias

Purpose

#!cleartrigger alias ABS_bit_01_owner_override

Sets owner to a user other than the current VOB owner when new
elements are created. Set to user to change the user or set to user:group
to change user and group. Dynamic Variables (i.e. (&):<&>) can also
be used. (Refer to functionality bit# 01)

#!cleartrigger alias ABS_bit_05_main_override

Sets some other user (other than the current VOB owner) to be allowed to
checkin element on the /main branch (Refer to functionality bit# 05)

#!cleartrigger alias ABS_bit_07_personality unix

Require a Unix Magic Path other than the default magic path (path to
region depot) before new elements can be created.
(Refer to functionality bit# 07)

#!cleartrigger alias ABS_bit_07_personality windows

Require a Windows Magic Path other than the default magic path (path
to region depot) before new elements can be created.
(Refer to functionality bit# 07)

#!cleartrigger alias ABS_bit_12_personalilty

Set to “choice” or “force” and determines if atomic checkouts are
“suggested” or “forced”. (Refer to functionality bit# 12)

#!cleartrigger alias ABS_bit_17 exec_override

Set to additional element extension types for new elements that should
automatically have their execution bit set when new elements of this
patter are created. Multiple patterns should be separated by a space (e.g.
“.mod .cmd .rpy”). (Refer to functionality bit# 17)

#!cleartrigger alias ABS_bit_19 protection_override

Override default behavior of bit 19 — Set owner and protections of newly
created directory elements.
(Refer to functionality bit# 19)

#!cleartrigger alias ABS_bit_21_auto_answer_allow

Defines the Users, Groups, VOBs, Elements, Views, Times or even
ClearCase Regions that can take advantage of auto answer for
functionality bit #21 by setting their user environmental
CLEARTRIGGER BIT 21 AUTO_INTERACTIVE ANSWER to
“yes” or ’no”.

(Refer to functionality bit# 21)

#!cleartrigger alias ABS_bit 24 size override

If defined in the clearbits file it is used to change the file size limit to a
value other than the default of 1 GIG. The alias can be set to any value
that matches one or more digits followed by a character from [B,K,M,G]
for 'B'ytes, 'K'ilobytes, 'M'egabytes or 'G'igabytes. (e.g. “512B, 40K,
100M, 2G,). (Refer to functionality bit# 24)

#!cleartrigger alias ABS_perl_security override

If defined in the clearbits file it allows Perl Debug variables
(PERLDB_OPTS or PERL5DB) to be set when triggers fire.

#lcleartrigger alias ABS_allow_use_of local_ratl_bins

If defined in the clearbits file it allows the use of local ccperl.exe,
cqerl.exe and cleartool.exe executables instead of ones defined in the
depot for windows _script or UNIX_script definitions with policy
key definitions.
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ClearTrigger Functionality Bit Application Aliases

Some reserved aliases are used by ClearTrigger to limit what a ClearTrigger functionality bit applies
to. The special aliases are referred to as Functionality Bit Application Aliases. These special aliases
are of form:

ABS _exclude for bit nn or ABS only for bit nn
as well as
ABS _exclude for bit ALL or ABS only for bit ALL

Where “nn’ is from “007...”23” (the lowest numbered bit to the highest numbered bit). If the
associated Functionality bit is on in the clearbits file then these aliases can be used limit under what
condition the bit will fire. Only use Functionality Bit Application Aliases when you wish to limit
when a Functionality Bit fires.

Where “ALL” designates that this would apply to all bits “00”... “24”.

Functionality Bit Application Aliases Purpose

#!cleartrigger alias ABS_exclude for_bit_nn exclusion) under what conditions this bit will fire. Excludes

If the associated functionality bit is on, this serves to limit (by

processing for the matching conditions.

#!cleartrigger alias ABS_only_for_bit_nn inclusion) under what conditions this bit will fire. The bit will

If the associated functionality bit is on, this serves to limit (by

fire only for the matching conditions.

#!cleartrigger_alias ABS_exclude_for_bit ALL to limit (by exclusion) under what conditions those bits will fire.

For all of the associated functionality bitS that are on, this serves

Excludes processing for the matching conditions.

#lcleartrigger alias ABS_only_for_bit ALL to limit (by inclusion) under what conditions those bits will fire.

For all of the associated functionality bitS that are on, this serves

The bits will fire only for the matching conditions.

At run-time ABS_exclude_for_bit_nn aliases are evaluated first so if possible conflicting
associated aliases (e.g. ABS_exclude_for_bit_05 and ABS_only_for_bit_05) are both placed in the
clearbits file, then the “’exclude” alias will take precedence.

For example, if in the clearbits file Functionality bit S is enabled and that file also contains
the definitions below:

#!cleartrigger alias CM_users (cclarke3) (rcarter) (slewand) (syang)
#lcleartrigger alias ABS_only_for_bit_05 ~CM_users
#!cleartrigger alias ABS _exclude for bit 05 (rcarter)

The Functionality bit 5 (checkin on /man limited to VOB owner) would fire for all of the
CM _users except the user rcarter who is excluded.

At run-time, if both a specific ABS_exclude_for_bit_nn and ABS_exclude_for_bit_ALL aliases
are defined then they are combined.
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For example, if in the clearbits file Functionality bit 5 is enabled and that file also contains
the definitions below:

#\cleartrigger alias ABS_exclude_for_bit_ ALL (rcarter) (cclarke3)
#!cleartrigger alias ABS exclude for bit 05 (slewand)

Any enabled Functionality bit will NOT fire for the users recarter and cclarke3. Additionally,
Functionality bit 5 will NOT fire for the user slewand as well as rcarter and cclarke3.

At run-time, if both a specific ABS_only_for_bit_nn alias and the specific ABS_only_for_bit_ ALL
alias are defined then they are combined.

For example, if in the clearbits file Functionality bit 5 is enabled and that file also contains the
definitions below:

#!cleartrigger alias ABS only for_ bit ALL (rcarter) (cclarke3)
#!cleartrigger alias ABS_only_for_bit_05 (slewand)

Any enabled Functionality bits will ONLY fire for the users rearter and cclarke3.
Additionally, Functionality bit 5 will ONLY fire for the user slewand as well as rcarter and
cclarke3.

IApprovelt Key Alias Definition s (New to 14.0)

ClearTrigger iApprovelt Key Definitions allow you to use real-time mobile phone enabled
policy in your triggers. First you define iApprovelt Key Definitions in your clearbits file then
you refer to those definitions in the Windows _iApprovelt call and/or UNIX iApprovelt call
portions of Command Key Definitions.

For example, if in the clearbits file iApprovelt Key Definitions can be defined with a
reference key_number (00-99) followed by an iApprovelt project_identifier and
project_passphrase of the form:

#liapproveit_key def {key number} {project_identifier}={project_passphrase}
Where examples of an iApprovelt Key Definition would resemble those definitions below:

#liapproveit_key def 00 65b59d93ab9717024b1eb063=iai_passphrase
#liapproveit_key_def 01 663cd790ab97f7024b1eb946=another passphrase

Once defined in the clearbits file iApprovelt Key Definitions can be used in the
Windows _iApprovelt call and/or UNIX iApprovelt call portions of Command Key Definitions.

To view examples of the use of these aliases refer to the section entitled - iApprovelt Key Alias
Use and examples.
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ClearTrigger Performance Alias Enhancers

In order to improve ClearTrigger performance on commands that have no policy defined region-
wide you can tell ClearTrigger to ignore those commands. ClearTrigger will not perform its
preprocessing of those commands; an exception for this rule is to check for parent clearbits files so
that any parent clearbits file policy is not circumvented. For example, the proper use of these aliases
will significantly speed up the performance of the recursive mklabel command for regions that have
no policy on the cleartool mklabel command.

Performance Alias Purpose

Enables ClearTrigger preop ClearCase commands only for

| . . . .
#lcleartrigger alias ABS_cleartrigger preop_active the included commands

Disables ClearTrigger preop ClearCase commands only

| . . . . .
#!cleartrigger alias ABS_cleartrigger_preop_inactive for the included commands

Enables ClearTrigger postop ClearCase commands only

| . . . .
#!cleartrigger alias ABS_cleartrigger_postop_active for the included commands

Disables ClearTrigger postop ClearCase commands only

| . . . . .
#!cleartrigger alias ABS_cleartrigger_postop_inactive for the included commands

If associated preop aliases (e.g. ABS_cleartrigger_preop_active and
ABS_cleartrigger_preop_inactive) are both placed in the clearbits file, only the first one
encountered in the file is used.

If associated postop aliases (e.g. ABS_cleartrigger_postop_active and
ABS_cleartrigger_postop_inactive) are both placed in the clearbits file, only the first one

encountered in the file is used.

Examples of appropriate values are in the table below:

Performance Alias Example Purpose
Enables ClearTrigger preop processing
#!cleartrigger alias ABS_cleartrigger preop_active checkin checkout uncheckout for only the checkin, checkout and

uncheckout commands.

Disables ClearTrigger preop processing

| . . . .
#!cleartrigger alias ABS_cleartrigger preop_active NONE for all commands.

Enables ClearTrigger postop
#!cleartrigger alias ABS_cleartrigger postop_active checkin checkout uncheckout processing only for the checkin,
checkout and uncheckout commands.

Disables ClearTrigger preop processing

#!cleartrigger alias ABS_cleartrigger preop_inactive mklabel mkhlink for the mklabel and mkhlink
commands.
Disables ClearTrigger postop
#lcleartrigger alias ABS_cleartrigger_postop_inactive mklabel mkhlink processing for the mklabel and mkhlink
commands.
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ClearTrigger Relocation Alias Enhancers

Relocation Aliases allow for ClearTrigger logging information and ClearReplica shipout
information to be written to any network location. Relocation Aliases allow for the ClearTrigger
depot itself to be located on a read-only share, device or media if needed.

The four (4) Relocation Aliases are listed below:

Change the Windows logging directory from the
default “log” directory in the “depot” to this directory.
Change the Unix logging directory from the default
“log” directory in the “depot” to this directory.
Change the Windows shipout directory from the
#!cleartrigger alias cleartrigger_ relocated_shipout_dir windows default “_ship_out” directory in the ClearReplica
“m_bay” directory to this directory.

Change the Unix shipout directory from the default
“_ship_out” directory in the ClearReplica “m_bay”
directory to this directory.

#!cleartrigger alias cleartrigger_relocated_logging dir_windows

#lcleartrigger alias cleartrigger_relocated_logging dir_unix

#!cleartrigger alias cleartrigger_relocated_shipout_dir_unix

Examples of appropriate values are in the table below:

l

The logging directory for Windows is
#lcleartrigger_alias cleartrigger_relocated_logging_dir_windows \\vobsvr1\policy\cleartrigger\log | changed to:
\\vobsvr1\policy\cleartrigger\log
The logging directory for Unix is
#!cleartrigger alias cleartrigger_relocated_logging_dir_unix /net/vobsvrl/policy/cleartrigger/log changed to:
/net/policy/cleartrigger/log

The shipout directory for Windows is
#!cleartrigger alias cleartrigger_relocated_shipout_dir_windows \\vobsvr1\policy\CR\shipout changed to:
\\vobsvr1\policy\CR\shipout

The logging directory for Unix is
#!cleartrigger alias cleartrigger_relocated_shipout_dir_unix /net/vobsvr1/policy/CR/shipout changed to:

/net/policy/CR/shipout

NOTE: When using the “relocated logging directory” aliases the ClearQuery Configuration Aliases
should be set equivalently.

#cleartrigger _alias cleartrigger_relocated_logging_dir_windows | #!clearquery relocated logging dir windows
#!cleartrigger_alias cleartrigger relocated logging_dir_unix #!clearquery relocated logging dir unix

NOTE: Only user the “relocated shipout directory” aliases when VOBs are replicated using
ClearReplica 9.2 or higher.
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ClearReplica Performance Alias Enhancers

To improve ClearTrigger performance for non-ClearReplica replicated VOBs in a ClearTrigger
Region that has ClearReplica enabled you can prevent ClearTrigger from checking to see if
“replication” is needed by taking advantage of special ClearReplica Performance Alias
Enhancers. The special aliases will limit which VOBs attempt to read the ClearReplica
shipper_conf file or inform ClearReplica of data updates during modification of ClearTrigger data
within certain VOBs; this improves ClearTrigger performance for those VOBs.

Only VOB entries (e.g. [/a_vob] [*cm] ) or VOB:replica (e.g. [/a_vob:earth] [*:atlanta] ) are valid or
read in the alias, all other entry types are ignored.

NOTE: This only affects “outbound” changes from the region. Any ClearReplica “receiver”
processes for the region are unaffected.

ClearReplica Performance Alias Purpose
#lcleartrigger alias ABS. replication_active E;gllglses ClearReplica shipping processing only for the included
#!cleartrigger alias ABS replication inactive Disables ClearReplica shipping processing for the included VOBs.

If both aliases (e.g. ABS_replication_active and ABS_replication_inactive) are placed in the
clearbits file and a VOB is contained in both list then replication “inactive” for that VOB.

Examples of appropriate values are in the table below:

ClearReplica Performance Alias Examples Meaning

VOBs matching the patterns are the only ones with

| . . s R %
#!cleartrigger alias ABS_replication_active [*qa] [\vobs\dev\*] outbound replication considered.

VOBs matching the patterns are not considered for
outbound replication.

#!cleartrigger alias ABS_replication_inactive [*cm] [*hr]

Enable ClearReplica replication of rmtype -brtype commands

By default ClearTrigger does not inform the ClearReplica “shipper” of destructive command so
ClearReplica shipper does not replicate destructive commands to remote replicas as that remote
replica is often a backup of the local replica and this default behavior prevents the replication of
inadvertent destruction in one replica to other replicas. However, ClearTrigger can be configured
to retain and inform ClearReplica of successful cleartool rmtype -brtype command information.

Note: This feature requires the use of ClearReplica 9.5 or higher on the “shipping” locations
VOB.

To inform the ClearReplica shipper that you wish it to package “rmtype -brtype” information in
the packets it sends to remote locations, just create a fully writable directory named ““_dhist” in
the “ ship_out” directory (or that directory’s relocated location). If ClearTrigger 12.8 or higher
encounters this directory it will place encrypted ‘rmtype -brtype information” there for the rmtype
-brtype commands that successfully completed within the scope of a replication key.
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Enable ClearReplica replication of rmtype -lbtype commands

By default, ClearTrigger does not inform the ClearReplica “shipper” of destructive command
so ClearReplica shipper does not replicate destructive commands to remote replicas as that remote
replica is often a backup of the local replica and this default behavior prevents the replication of
inadvertent destruction in one replica to other replicas. However, ClearTrigger can be configured
to retain and inform ClearReplica of successful cleartool rmtype -lbtype command information.

Note: This feature requires the use of ClearReplica 9.4 or higher on the “shipping” locations
VOB.

To inform the ClearReplica shipper that you wish it to package “rmtype -lbtype” information in
the packets it sends to remote locations, just create a fully writable directory named “_dhist” in
the “_ship_out” directory (or that directory’s relocated location). If ClearTrigger 12.7 or higher
encounters this directory it will place encrypted ‘rmtype -lbtype information” there for the rmtype
-Ibtype commands that successfully completed within the scope of a replication key.

Enable ClearReplica replication of rmelem commands

By default, ClearTrigger does not inform the ClearReplica “shipper” of destructive command
so ClearReplica shipper does not replicate destructive commands to remote replicas as that remote
replica is often a backup of the local replica and this default behavior prevents the replication of
inadvertent destruction in one replica to other replicas. However, ClearTrigger can be configured
to retain and inform ClearReplica of successful cleartool rmelem command information.

Note: This feature requires the use of ClearReplica 9.3 or higher on the “shipping” locations
VOB.

To inform the ClearReplica shipper that you wish it to package “rmelem” information in the
packets it sends to remote locations, just create a fully writable directory named “_dhist” in the
“ ship_out” directory (or that directory’s relocated location). If ClearTrigger 12.6 or higher
encounters this directory it will place encrypted ‘rmelem information” there for the rmelem
commands that successfully completed within the scope of a replication key.
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ClearTrigger Dynamic Variables

Many portions of the license file can contain dynamic variables. These variables are useful to
refer to certain entities that are not known at policy creation time and might vary or change
within the ClearTrigger Region. For example, consider that one might wish to have a trigger
fire for everyone except the current VOB owner, but many VOBs in your region are owned by
different individuals. Normally you would have to apply the trigger to all users and then
include code in your script that checks for the current VOB owner to except that user or apply
the trigger with a different —nuser for each VOB. With a dynamic variable you can refer to
the VOB owner and it is calculated when needed and always correct even if the VOB owner is
changed later.

Currently there are three (3) dynamic variables defined in ClearTrigger:

(&) expands to (cclarke) at runtime in VOBs that are owned by the user
cclarke.

VOB Owner (&
(& #) expands to (cma_#) at runtime in VOBs that are owned by the
user cma and therefore matches the users “cma 0” —“cma 9.

<&> expands to the <cm_team> at runtime in VOBs with a primary
group of cm_team.

VOB Primary Group <& <& #> expands to <cma_group #> at runtime in VOB with a primary

group of cma_group and therefore matches the users “cma_group 07—
“cma_group 9”.

{&} expands to {/vobs/some vob} at runtime in the VOB
/vobs/some_vob for UNIX) and to {\some vob} for Windows.

Top of VOB {&
{&/src} expands to the {/vobs/some vob/src} at runtime for UNIX and
{\ some vob\src} for Windows.

Dynamic Variables are used in list and can be found in:

Region Inhibited List

Region Special Access List
Command Key Allow List
Command Key Disallow List
Command Key Ignore List
Command Key Trigger Not List
Command Key Trigger Only List

=A =4 =8 =4 4 -4 A

NOTE: Dynamic Variables are evaluated at runtime after any aliases are expanded and
before any Pattern Matching is applied.
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Region Inhibited List -
Users/Group/VOBs/Elements/Views/Times/Hosts/Regions (updated in 14.1)

The next field is the Region Inhibited List. In this field/list you can add Users, Groups,
VOBs, Elements, Views, Times or even ClearCase Regions. Additionally, dynamic
variables, pattern matching and user defined ClearTrigger aliases can be used in these
fields. Matching items in the list have restricted access within the ClearTrigger region. For
each type of match the reaction is described below:

Any listed users or user groups cannot perform ClearCase commands that change the data
inside any VOB in the ClearTrigger region. These users or user groups will get a uniform
error dialog when attempting data modifying actions in the region. This method is much
better than updating the license.db file for ClearCase. Doing that would disallow a ClearCase
license while also prohibiting many ClearCase read-only commands such as cleartool Isvob
from being executed. This has an advantage over locking the VOB by allowing the user to
perform a build while still prohibiting “development™ actions. The Region Inhibited List can
prevent users or user groups from performing VOB data modification commands for a group
of VOBs in a ClearTrigger Region and will continue to allow modification in another group
of VOBs.

Any listed VOBs or elements are designated such that no data modifying commands for
anyone are allowed. Again, this has an advantage over locking the VOB for the user in that
the users are still allowed to perform builds, but all “development” actions are prohibited. The
UNIX VOBTAG style or Windows VOBTAG style or both can be used. The Region
Inhibited List can prevent VOBs from being changed by anyone.

Any listed Views are designated such that no data modifying commands for anyone are
allowed through the matching View. Again, this has an advantage over locking the VOB for
the user in that the users are still allowed to perform builds, but all “development” actions are
prohibited. The Region Inhibited List can prevent VOB modification through the view by
anyone.

Any listed Times are designated such that no data modifying commands for anyone are
allowed during a matching Time (e.g. hour(s), day(s)-of-week or specific date). Again, this
has an advantage over locking the VOB for the user in that the users are still allowed to
perform builds, but all “development” actions are prohibited. The Region Inhibited List can
prevent VOB modification at a known time by anyone.

Any listed Hosts are designated such that no data modifying commands for anyone are
allowed from a matching Hostname. The Region Inhibited List can prevent VOB
modification from known ClearCase client hosts. (added in ClearTrigger 14.1)

Any listed ClearCase Regions are designated such that no data modifying commands for
anyone are allowed within a matching ClearCase Region. This could be used to prevent
modification in the ClearCase Region “Production” while still allowing modification in the
“Development” ClearCase Region. Again, this has an advantage over locking the VOB for
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the user in that the users are still allowed to perform builds, but all “development” actions are
prohibited. The Region Inhibited List can prevent VOB modification within a known
ClearCase Region by anyone.

Any matching Environmental Variable Value is designated such that no data modifying
commands for anyone are allowed when the user’s environment variable

ABS _TRIGGER_POLICY is set to a matching value. This could be used to prevent
modification in the ClearCase Region during easily determined times during a development
cycle.

The Region_Inhibited_List is specified in the clearbits_file file below the policy directory
path. It takes precedence over the Special Access_List. The format for this section is a space
separated list of zero or more user-ids, groups, VOBs, elements, views or times enclosed by
semicolons (;). User ids are surrounded by parentheses (e.g. (userl) ). Group names are
surrounded by brackets (e.g. <groupname>). VOB tags are surrounded by square brackets
(e.g. [/vobs/a_vob] or [\a_vob]); VOB:Replica can also be designated (e.g.
[/vobs/a_vob:original] or [\a_vob:atl]). Elements are surrounded by curly braces (e.g.
{\vobs\a_vob\src\foo.c}). }). Views are surrounded by percent characters (e.g. %a_view%).
Times are surrounded by ‘at’ characters (e.g. @time@). Hostnames are surrounded by pipe
characters (e.g. |earth|). ClearCase Regions are surrounded by single quote characters (e.g.
‘development’). The values that the environmental variable ABS TRIGGER POLICY are
matched against are surrounded by the carat characters (e.g. “development™).

Valid time formats are any of the three (3) defined below:

Hour definition: '"@h##t@' (where ## represent an hour from 0-23 “Military Hours”)
Day definition: '@d#@' (where # represent a day-of-week from 0-6 “Sun-Sat”)
Date definition @D#HHHHHHT @' (Where #H#H#H#HE represent a date from YYYYMMDD)

All users can be represented by a (*). All groups can be represented as <*>; all VOBs can be
represented as [*] or [*:*]; all elements can be represented by {*}; all Views can be represented
as %*%; all Times can be represented as @h* @, @d*@ or @D*@; all ClearCase Regions can
be represented as ‘*’; all values that the ABS TRIGGER POLICY environmental variable will
match against as "*”.

For more examples of pattern characters that can be used, refer to the sections on Dynamic
Variables, Pattern Matching and aliases.

For example, if you wanted to prevent administrative personnel and new-hires of certain UNIX
or Windows groups from performing changes in any VOB until they’ve received ClearCase
training you could do so by adding their user-id to the Region Inhibited List in the
clearbits_file.

Remember that when using group names, any windows clients that access the VOB must
have the CLEARCASE PRIMARY GROUP Environmental Variable set.
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Here are some examples:

o~

leaiTrigger

Example Type Example
Empty List N
Single user entry ; (userl) ;
Single group entry ; <janitors> ;

Single VOB entry

; [/vobs/a vob] ;

Single Element entry

; {/vobs/a vob/some file.c} ;

Single View entry

; Yonight build view% ;

Single Hour entry (11pm — midnight) ; @h23@ ;
Single day entry (Sunday) ; @d0@ ;
Single Date entry (Feb. 19, 2005) ; @D20050219@) ;

Multiple VOB entries (UNIX/Windows)

; [\a vob] [/vobs/a vob] [\b vob] ;

Multiple VOB:Replica patterns

; [\a_vob:original] [*:atl] [*:site#] ;

Multiply Populated List

; (jit) (qa_#%*) <dev1> ~interns [/vobs/a vob] ;

all users

s ()

all elements

i

particular elements

; {/vobs/a/src/foo.c} {\vob a\foo.?} ;

select elements

; {*.c} {/vobs/*/src/*} ~core code ;

all Windows VOBs

s [V

all UNIX VOBs

s [

All times

; @d*@ ;

select hosts *

; learth| |build ##| ;

Particular ClearCase Regions

; ‘development’ ‘webdoc’ ‘US *’ ;

All ClearCase Regions

. ek

L&)

Current VOB owner

Current VOB’s Primary Group ; <&>;

Top of VOB {&Y;

“src” directory at top of VOB ;{&/sre} ;
During “Code Freeze” ; “code freeze” ;
In any testing phase ; test *A

* hostname patterns added in 14.1

Note: When using both users and groups: the user is granted denied access if
they are a current user in the list or they are currently representing a group

within the list.
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If any Inhibited Users attempted any VOB-modifying command in your ClearTrigger Region,
they would receive a uniform dialog box containing a consistent message like this:

@ ACME Inc. standards prohibit you from performing YOB data modifications in this cleartrigger region.

Users can be stopped on a command-by-command basis as well. You will see examples of
this in the section entitled ‘Policy: Prevent Use of Certain Commands’.

If any Inhibited Group member attempted any VOB-modifying command in your
ClearTrigger Region they would receive a uniform dialog box containing a consistent
message like this:

ClearCase

@ ACE Company, Inc. standards prohibit members of the group
vobadmgrp from performing YOB data modifications in this
cleartrigger reqgion.

Groups can be stopped on a command-by-command basis as well. You will see examples of
this in the section entitled ‘Policy: Prevent Use of Certain Commands’.

If anyone attempts a VOB-modifying command for an Inhibited VOB or on an Inhibited
Element they would receive a uniform dialog box containing a consistent message like this:

ClearCase

@ ACE Company, Inc. standards prohibit anyone from performing ¥OB data modifications on the YOB [\basic].

VOBs can be limited on a command-by-command basis as well. You will see examples of
this in the section entitled ‘Policy: Prevent Use of Certain Commands’.
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Region Special Access List -
Users/Groups/VOBs/Elements/Views/Times/Hosts/Regions (updated in 14.1)

The next field is the Region Special Access List. In this field/list you can add Users, Groups,
VOBs, Elements, Views or Times. Additionally, dynamic variables, pattern matching and user
defined ClearTrigger aliases can be used in these fields. For Users, Groups, VOBs, elements,
views or times in the list, none of the policy defined in the clearbits file is considered (You have, in
essence, turned off ClearTrigger for those Users, Groups, VOBs, elements, views, ClearCase
regions, or times — this is good to do temporarily for ClearCase imports of for special/short periods
of time).

Any listed users or user groups are designated such that ClearTrigger will immediately stop its
processing of commands for that user or for members for group to prevent the policy defined in the
clearbits file from being applied for that user or group.

Any listed VOBs or elements are designated such that ClearTrigger will immediately stop its
processing of commands in a particular VOB to prevent the policy defined in the clearbits file
from being applied to those VOBs or elements. The UNIX VOBTAG style or Windows VOBTAG
style or both can be used.

Any listed Views are designated such that ClearTrigger will immediately stop its processing of
commands in a particular view to prevent the policy defined in the clearbits file from being applied
while in the view.

Any listed Times are designated such that ClearTrigger will immediately stop its processing of
commands at a particular time to prevent the policy defined in the clearbits file from being applied
at that time.

Any listed Hosts are designated ClearTrigger will immediately stop its processing of
commands on a particular host to prevent the policy defined in the clearbits file from being
applied while on that hosts. (added in ClearTrigger 14.1)

Any listed ClearCase Regions are designated such that ClearTrigger will immediately stop its
processing of commands in a particular ClearCase Region to prevent the policy defined in the
clearbits file from being applied while in that ClearCase Region.

Any matching Environmental Variable Value is designated such that ClearTrigger will stop
its processing when the user’s environment variable ABS_TRIGGER_POLICY is set to a
matching value. This could be used to prevent modification in the ClearCase Region during
easily determined times during a development cycle.

The Special _Access_List is specified in the clearbits_file file below the
Region_Inhibited List. The format for this section is a space separated list of zero or more
user-ids, groups, VOBs, elements, views or times enclosed by semicolons (;). Users ids are
surrounded by parentheses (e.g. (userl) ). Group names are surrounded by brackets (e.g.

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 55 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1) ‘ ? Xriager

<groupname>). VOB tags are surrounded by square brackets (e.g. [/vobs/a _vob] or [\a_vob]);
VOB:Replica can also be designated (e.g. [/vobs/a_vob:original] or [\a_vob:atl]). Elements
are surrounded by curly braces (e.g. {\vobs\a_vob\src\foo.c}). }). Views are surrounded by
percent characters (e.g. %a_view%). Times are surrounded by at characters (e.g. @time@).
Hostnames are surrounded by pipe characters (e.g. |earth|). ClearCase Regions are surrounded
by single quote characters (e.g. ‘development’). The value that the environmental variable
ABS TRIGGER POLICY is matched against are surrounded by the carat characters (e.g.
~development™).

Valid time formats are any of the three (3) defined below:

Hour definition:
Day definition:
Date definition

'@h##@' (where ## represent an hour from 0-23 “Military Hours™)
'@d#@' (where # represent a day-of-week from 0-6 “Sun-Sat”)
@D#HHH (@' (Where #H#H#HI#HE represent a date from YYYYMMDD)

All users can be represented by a (*). All groups can be represented as <*>; all VOBs can be
represented as [*] or [*:*]; all elements can be represented by {*}; all Views can be represented
as %*%; all Times can be represented as @h* @, @d*@ or @D*@; all ClearCase Regions can
be represented as “*’ ; all values that the ABS TRIGGER POLICY environmental variable will
match against as "*/.,

For more examples of pattern characters that can be used, refer to the sections on Dynamic
Variables, Pattern Matching and aliases.

For example, if one needed to disable all policies in order to perform a large code import, one
could do any of the methods below:

f  Place one or more users in this list to turn off policy for those users.

Place a Windows or Unix group in the list to turn off policy for that group.
Place a VOB in the list to turn off policy for that VOB.

Place a View in the list access so the view does not invoke the policy.
Place a time in the list to provide a time where no policy will be invoked.

=A =4 =4 =

1 Place some well-known value for the ABS TRIGGER POLICY env. Variable to match against

Here are some examples:

Example Type Example
Empty List N
Single user entry ; (userl) ;
Single group entry ; <janitors> ;
Single VOB entry ; [/vobs/a_vob] ;
Single Element entry ; {/vobs/a vob/some file.c} ;
Single View entry ; Yonight build view% ;
Single Hour entry (11pm — midnight) ; @h23@
Single day entry (Sunday) ; @d0@ ;
Single Date entry (Feb. 19, 2005) ; @D20050219@ ;

Multiple VOB entries (UNIX/Windows)

; [\a_vob] [/vobs/a vob] [\b vob] ;

Multiple VOB:Replica patterns

; [\a_vob:original] [*:atl] [*:site#] ;

Multiply Populated List

; (jit) (qa_#*) <dev1> ~interns [/vobs/a vob] ;
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aitrigger

all users

; ()5

all elements

s 5

particular elements

; {/vobs/a/src/foo.c} {\vob a\foo.?} ;

select elements

; {*.c} {/vobs/*/src/*} ~core code ;

all Windows VOBs s [V 5
all UNIX VOBs s [7*]5
All times , @d*@,

select hosts

; learth| [build ##] ;

Particular ClearCase Regions

; ‘“development’ ‘webdoc’ ‘US *’ ;

All ClearCase Regions

RTIE

L&)

Current VOB owner

Current VOB’s Primary Group ; <& ;

Top of VOB {&S;

“src” directory at top of VOB ;{&/sre}
During “Code Freeze” ; “code freeze” ;
In any testing phase ; “est *A

* hostname patterns added in 14.1

Note: When using both users and groups: the user is granted special access if they are a

current user in the list or they are currently representing a group within the list.

Remember that when using group names, any windows client that accesses the VOB
must have the CLEARCASE PRIMARY_ GROUP Environmental Variable set.
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MOTD (Message-of-the-day)

The next field in the clearbits file is the MOTD field. The MOTD (Message of The Day) can be
blank or populated and provides a method for the policy maker to communicate important
messages to ClearCase users. The text placed in the field is displayed on many “question” or
“advise” dialog boxes. An example of a MOTD definition and an associated dialog box follows.
Given the MOTD definition below:

;Final build for 3.8 tonight... Please check in all code.;;

Many dialogs that would normally be displayed to a ClearCase user would also have the
additional MOTD displayed.

\"?‘) Acme Company, Inc. standarts prohibit you from performing the (rmelem) command.

MOTD: Final build for 3.8 tonight... Please check in @

To restrict the conditions where the MOTD is displayed, populate the MOTD Restriction List.

MOTD Restriction List (updated in 14.1)

Populating the MOTD (Message of the Day) causes the MOTD to appear on many dialogs
that ClearCase users see during their use of ClearCase. For example:

;Final QA build tonight...;;

The capability to restrict when the MOTD is appended to dialogs exists. Display of the
MOTD can be limited to certain Users, Groups, particular VOBs or elements. For example,
with the MOTD and the MOTD Restriction defined below:

;Final QA build tonight...; (qa_test®) [/vobs/qa_¥] [*:atl] ;
ClearTrigger displays the MOTD, but only to "qa_test*" users while working in any "qa*” VOB.

The MOTD Restriction List section contains a list of zero or more user-ids, group names,
VOB tags, element names, view names or times enclosed by semicolons (;). User names are
surrounded by Parenthesis (e.g. (cclarke) ), group names are surrounded by brackets (e.g.
<dev>), VOB tags are surrounded by square brackets (e.g. [/vobs/a_vob] or [\a_vob]),
VOB:Replica can also be designated (e.g. [/vobs/a_vob:original] or [\a_vob:atl]), element
names are surrounded by curly braces (e.g. {/vobs/a_vob/foo.c} or {\a vob\foo.c}, view names
are surrounded by percent characters (e.g. %night build% or %import_view% ), times are
surrounded by at characters (e.g. @time@) and hostname surrounded by the pipe character (e.g.
learth| or |build 1| ). ClearCase Regions are surrounded by single quote characters (e.g.
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‘development’). The value(s) that the environmental variable ABS TRIGGER POLICY is/are
matched against are surrounded by the carat characters (e.g. “development”).

Valid time formats are any of the three (3) defined below:

Hour definition: '@h##@' (where ## represent an hour from 0-23 “Military Hours”)
Day definition: '@d#@' (where # represent a day-of-week from 0-6 “Sun-Sat”)
Date definition @D#HHH## @' (wWhere ##HH#### represent a date from YYYYMMDD)

All users can be represented by a (*). All groups can be represented as <*>; all VOBs can be
represented as [*] or [*:*]; all elements can be represented by {*}; all Views can be represented as
%7*%; all Times can be represented as @h*@, @d*@ or @D*; all ClearCase Regions can be
represented as ‘*’ ; all values that the ABS TRIGGER POLICY environmental variable will match
against as "*/,

For more examples of pattern characters that can be used, refer to the sections on Dynamic
Variables, Pattern Matching and aliases.

Example Type Example
Empty List 55
Single user entry ; (userl) ;
Single group entry ; <janitors> ;
Single VOB entry ; [/vobs/a_vob] ;
Single Element entry ; {/vobs/a_vob/some file.c} ;
Single View entry ; Yonight build view% ;
Single Hour entry (11pm — midnight) ; @h23@
Single day entry (Sunday) ; @d0@
Single Date entry (Feb. 19, 2005) ; @D20050219@ ;
Multiple VOB entries (UNIX/Windows) ; [\a_vob] [/vobs/a_vob] [\b_vob] ;
Multiple VOB:Replica patterns ; [\a_vob:original] [*:atl] [*:site#] ;
Multiply Populated List ; (jit) (qa_#*) <dev1> ~interns [/vobs/a vob] ;
all users ; ()
all elements ; 1%}
particular elements ; {/vobs/a/src/foo.c} {\vob a\foo.?} ;
select elements ; {*.c} {/vobs/*/src/*} ~core code ;
all Windows VOBs ; [V
all UNIX VOBs ; [
All times ; @d*@
select hosts * ; learth| |build ##] ;
Particular ClearCase Regions ; ‘development’ ‘webdoc’ ‘US *’;
All ClearCase Regions ;7
Current VOB owner ; (&) ;
Current VOB’s Primary Group ; <&>;
Top of VOB {&)
“src” directory at top of VOB ;{&/sre} ;
During “Code Freeze” ; “code freeze”;
In any testing phase ; Mtest *1

* hostname patterns added in 14.1

Note: When using both users and groups: the user is shown the MOTD if they are a current user in the list or they are
currently representing a group within the list.

Remember that when using group names, any windows client that accesses the VOB must have the
CLEARCASE PRIMARY GROUP Environmental Variable set.
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Per-VOB Functionality Bits Checking

This portion of the license file determines if Functionality Bits are evaluated for just the
region or for the region and on a per-VOB basis. When enabled (The value is set to ‘A’ for
allowed) then if a particular functionality bit is not enabled for the region, then the VOB itself
is checked to see if the bit is enabled for the VOB. The Functionality Bits for the region are a
series of ‘0’ and ‘1’ values indicated in the next field in the clearbits file. The Per-VOB
Functionality Bits for the VOB are a series of ‘0’ and ‘1’ values indicated in an “optional”
attribute (“ClearTrigger VOB Bits”) attached to the VOB.

For example, if your Region Functionality Bits were such that Single Checkout Per Branch
was off for the region as per the Functionality Bits defined in the clearbits file:

1010000100010100000011100

You could in turn enable this feature for a particular VOB by enabling per-VOB checking for
the region and setting the ClearTrigger VOB_Bits attribute on the VOB like the example
below:

VWINNTS System32h cmd.exe
M:»coding>cd products

M:scoding~products>cleartool mkattype —nc ClearTrigger UOB_Bits
Created attribute type ""ClearTrigger UOB_Bits'.

M:“coding~products>cleartool mkattr —nc ClearTrigger_UOB_Bits ~"BBA1~" voh:.
Created attribute ""ClearTrigger UOB_Bits'" on " products'.

M:“coding“products>cleartool desc -1 voh:.
versioned ohject hasze "“products®
created 14-Jun—-83.13:48:32 by cclarkeld.Domain Users@Pabsnt@?
VOB family feature level: 3
VOB storage host:-pathname "absntB7:C:s\ClearCase_Storage-U0Bs“products.l.vhs"
V0B =torage globhal pathname ' “abhsnt@8?wobhstoresproducts.l.vhs"
databaze schema version: 54
VOB ownership:
owner ABS“cclarkeld
group ABS“Domain Users
Attributes:
FeatureLevel = 3
ClearTrigger_UOB_Bits = "@@A1L"

M:»codingsproducts >

Having done so will tell ClearTrigger to turn on bit #3 (Single Checkout per Branch) for the
\products VOB though it is not enabled for the region.

The ClearTrigger VOB _Bits attribute is only inspected if the Per-VOB Checking is enabled
for the region AND the bit if interest is not enabled for the region.

Note: You need only define the bits necessary to properly define the highest bit you wish to
enable.
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Per-VOB Functionality Bits Checking — Contains a valid value from below:

Value Defines this feature as...
‘D’ Per-VOB Functionality Bits checking is Disallowed
‘A’ Per-VOB Functionality Bits checking is Allowed

Functionality Bits

This portion of the license file contains the functionality bits for ClearCase policy commonly
requested ClearCase users. This common ClearCase functionality is already compiled into
ClearTrigger for speed. There are Twenty-Five (25) bits evaluated (Functionality bit 0 — 24).

Bit # | To include functionality for ...
0 Automatic removal of empty branches created by uncheckout, rmbranch and rmver commands.
Automatically change ownership to the VOB-owner for all newly created elements. The default user can
1 be changed from the VOB_owner to another userid using the ClearTrigger Override Alias
ABS bit 01 owner_override within the clearbits file.
2 Prevent duplicate elements on hidden branches (classic Evil Twin avoidance).
3 Only allow 1 checkout of an element per branch.
4 Ensure that all newly created Label type names are fully UPPERCASE and Branch type names are
- fully lowercase.
Only allow the current VOB owner to perform checkins on the main branch. The default user can be
5 changed from the VOB_owner to another userid using the ClearTrigger Override Alias
ABS bit 05 main_override within the clearbits file.
6 User is queried for recursive checkins, checkouts and uncheckouts when directories are encountered.
7 Enforcement of an enterprise ClearCase Magic Path.
8 Prevent embedded spaces in element names
9 Checkins not allowed when the element is the destination of multiple merges.

10 | Smart Checkins — unchanged text files and directories are automatically unchecked out when checkin
on that element is attempted.

11 | Element Name Case Checking — Prevents the creation of elements in the same directory with the same
case insensitive name. (e.g. it will not allow “foo.c” to be created in “Foo.c” or “f00.C” or some such
exist in the directory).

12 | Atomic change bit — Elements can be grouped together such that they must be checked out, checked-in,
or unchecked out together as a group.

13 | Require that new element names have an extension. Inhibits the creation of “foo” and requires “foo.*”
(e.g. foo.c, foo.h, foo.bat etc).

14 | Require that the user is notified when they checkout on a branch if the same element on that branch's
parent branch has advanced and needs merging or rebasing.

15 | Require that the user is notified when they checkin on a branch if the same element on that branch's
parent branch has advanced and needs merging or rebasing.

16 | Prevent users (other than the VOB owner) from performing certain destructive commands from the list:

chmaster chtype (element type) rmbranch rmelem rmtype rmver.
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Automatically add execute permissions to new elements (programs and scripts) when those elements are
created. When new file elements are added to the VOB that are known by name (e.g. *.pl, *.sh, .login,

* exe, etc) or are typed to a known element type (e.g. scripts, perl_scripts, executables, etc) then owner,
group and other execute permissions are added to the new file. The default extensions can be changed
by using the ClearTrigger Override Alias ABS bit 17 exec override within the clearbits file.

Prevent files named "core" or files typed as “core” files from being added as new elements to the VOB.

Automatically protect newly created directory elements as 775 in the VOB. The default for the
ClearTrigger region can be changed from 775 to any value by using the ClearTrigger Override Alias
ABS bit 19 protection override within the clearbits file.

Automatically remove “.contrib.” files that are created when merges are performed. The files are
removed after a checkin or uncheckout of the associated file element. The user can set their
environmental variable ABS_ CONTRIB_KEEP to ignore the value of the region defined functionality
bit.

Automatically test to see if an uncheckout of a directory will cause possible movement of child
elements to the VOB’s lost+found directory. If there are such elements, then they are listed and the user
is given the choice to proceed or cancel the directory uncheckout.

Automatically change ownership of newly created elements to match the ownership of the elements
parent directory.

Automatically force all checkouts to be “unreserved’.

This bit automatically prevents the making of new file element versions that exceed 1 GIG. in size (or
some other size). When new file versions are attempted to be checked in will fail if the file version
exceeds 1 GIG in size or the size indicated by the value of the special purpose ClearTrigger Override
Alias ABS bit 24 size override in the clearbits file.

Note: The web-interface pull down choices for all functionality bits are limited to only
valid values. They are defined as follows:

Value | Defines this feature as ...
0 disabled
1 enabled

The Per-VOB Functionality Bits Checking Flag and Functionality Bits definitions exist just below
the 'Region Special Access List' in the clearbits_file. The Functionality Bits definition consist of a list
of values (either 0 or 1) for each the associated Functionality Bits. For example, to enable
Functionality Bits 1, 2 and 19 for the region while not considering per-VOB Functionality Bits one
would create a Functionality Bits definition in the clearbits_file like the one below:

D;0110000000000000000100000;
While to enable Functionality Bits 1, 2 and 19 for the region and also consider per-VOB
Functionality Bits one would create a Functionality Bits definition in the clearbits _file like

the one below:

A30110000000000000000100000,
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Functionality bit 0 - Auto Remove Empty Branch

This bit causes the automatic removal of empty branches caused by cleartool uncheckout,
rmbranch or rmver commands. When such a removal would itself cause an empty branch
then that branch is also removed. An example of this bit’s functionality is displayed below.
Given the version tree and the configuration specification below...

;= foo.c - Rational Clear [=| P4

File Edit Yiew Tools Window

Help
Bge0582 W v

[Renl R iec el Ho W
3 | element * CHECKEDOUT
e | element * /main/rel2.0_int/LATEST

element * REL1.0 -mkbranch rel2.0_int
srosin element * /main/0 -mkbranch rel2.0_int

;? RELL.O

fa|

Ready 7

Checking out foo.c would create the rel2.0_int branch and the zero'™ version on that branch
and perform the checkout there (as depicted below and left).

;= foo.c - Rational ClearCase Yersion _|Ojx|| Without the bit enabled, if the user performs a cleartool
Fle Edit ‘iew Tools Window Help uncheckout on the element the checked out version is
EF ™S PN VT 3 T AT removed resulting in an empty branch (as depicted below).
1 “= foo.c - Rational ClearCase -|O] x|
(=] _% - F'\atil:lr}al Clearklfase Wersior
e | EFWNE? N[y &
e DY ¥ EEE P
'\,éw’ RELI.D 1

1]
B,
l g*bRESER'UED colarked_wiew

#
7

i

Ready Wi

B

Ready
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= foo.c - Rational Clearamis [=| 3
Most development shops would prefer that this "needless" File Edit View Tools Window
version (foo.c@@/main/rel2.0_int/0) and branch Help
(/foo/c@@)/main/rel2.0_int) were automatically removed. J BSSLN0E P kc_)l ”7

When this bit is enabled, the branch is automatically removed -
resulting in the version tree state equivalent to the starting state: J WML (I SICCRafs ‘ Q lﬁ’

==t

\main

i REL1.0

Ready v/

Functionality bit 1 - Auto Chown to VOB Owner (or another user :group )

When enabled, this bit automatically transfers the ownership of newly created elements to the
current VOB owner. The group ownership is unchanged by default but can also be changed. This is
a common request of development shops as it limits who can remove the element to the VOB
owner and provides a consistent element ownership throughout the VOB.

To change the personality of this bit to change the owner to another desired other than the current
VOB owner or to change the group, just make sure to set the special ClearTrigger Override Alias
ABS_bit_01_owner_override in the clearbits file. The alias can be set to any userid or group.
For example, the alias setting below:

#!cleartrigger_alias ABS_bit_01_owner_override cclarke:sd_dev

will change the ownership of newly created files to the user id “cclarke” and the group
“sd_dev”.

While, the alias setting below:
#!cleartrigger alias ABS bit 01 owner override (&):sd_dev

will change the ownership of newly created file to the user id of the current VOB owner and
the group “sd_dev”.
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Functionality bit 2 - Prevent Evil Twins

This bit prevents duplicate elements on hidden branches (classic Evil Twin avoidance). When this
bit is enabled, any attempt to make an element that previously exists on a hidden branch is
detected and the user is prevented from making the element and is shown where the hidden
element is (via version extended pathname). This gives the user the opportunity to make a
cleartool link to the existing element instead and prevents future merge abnormalities and future
data loss. An attempt to make "aagha.c" that already exists on some hidden branch results in:

ClearCase R

& Acme Company, Inc. standards will not allow this element creation.
An evil twin [element of the same pathname] was found in a hidden branch elsewhere:

file element M:\cclarke3_view2\project 21d2@@\mainiquick_downloadi1iaagha.c@@

If the current user is also the current VOB-owner then they will receive a warning and get an
opportunity to override the warning and make the Evil Twin.

ClearCase

@ ACME, Inc. standards will not allow this element creation.
An evil twin [element of the same pathname] was found in a hidden branch elsewhere:

MAonsite\m1\.@@maini21\bark.c
Only you as the YOB owner can be granted an exception and continue this action which will create an evil twin...

Do you wish to continue?

Additionally, if the potential “Evil Twin” is recognized as an “attempt to repair’ from a
previous element rmname command it is noted and allowed is depicted below.
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Command Prompt

M:“coding~productssdocs>cleartool co —nc .
Checked out "." from version "“main~138".

M:“coding“productssdocz>cleartool rmname foo.doc
Removed “foo.doc'.

M:“~coding~products~docs>cleartool ci —nc .
Checked in "." version "main~131".

M:“coding“~products*docs>cleartool co —nc .
Checked out "." from version "“main~131'".

M:“coding~productssdocs¥cleartool 1n .ER/mains138-foo.doc foo.doc
ClearTrigger checking for evil twins...
---looks like posszibhle restore attempt to (M:icoding“productssdocszPEmain~13@~foo.doclRE)

Mone Found.
Link created: "foo.doc'.

M:“coding“productssdocs>cleartool ci —nc .
Checked in "." version "main-132".

M:~coding~products~docs>_

Equivalent processing to the "mkelem" command was added to the "In", "In -s" and "mv"
commands.
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Functionality bit 3 - Single Checkout per Branch

This bit will only allow a single checkout per branch per element. Some development organizations
prefer to limit checkouts on a branch to a single checkout rather than allow the developer to perform
an "unreserved" checkout. These shops prefer for the second engineer to communicate with the first
engineer to gain write access to the element or for the second engineer work on a separate branch.

If a second checkout for an element is attempted for a branch, then a dialog like the one below is
displayed:

ClearCase B

|'""?\ Acme Company, Inc. standards only allow one checkout per branch per element.

Functionality bit 4 - Branch/Label Naming Standards

This bit enforces the industry-wide minimal standards for naming branches and label types. All label
names are fully UPPERCASE, and all branch names are fully lowercase.

One of the most common triggers that many development shops put in place is one that ensures that
this rule is enforced. This is because ClearCase uses the branches and labels to implement MVFES
(ClearCase’s proprietary Multi Versioned File System). As Labels and Branches share the same
namespace within MVEFS it is imperative that you can distinguish between the two types when
scripting or debugging a problem. It is the most common convention that ClearCase users have.
When enabled, this bit enforces that convention/rule.

If a user attempts to create a label name that is not fully UPPERCASE, then this dialog is
displayed:

ClearCase

@ Acme Company, Inc. standards only allow label types defined in all upper case letters.

If a user attempts to create a branch name that is not fully lowercase, then this dialog is displayed:

ClearCase

@ Acme Company, Inc. standards only allow label types defined in all upper case letters.
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Functionality bit 5 - Checkin on /main limited to VOB Owner (or
another user)

This bit helps to minimize who can perform checkins on the /main branch. The most popular
restriction of this sort is that only the VOB owner can perform this checkin. This is usually
better than selecting a single user as a global schema in that there might be several VOBs in
your organization and it can usually be assumed that the most trusted user that has access to a
VOB is the user that owns that VOB.

If an attempt is made to checkin on the main branch by anyone but the current VOB owner,
then a dialog like the one below is displayed:

ClearCase j

"F-?‘ Acme Company, Inc. standards prohibit you from performing the [checkin] command on the fmain branch.

To change the personality of this bit to limit who can checkin on /main to another user other
than the current VOB owner, just make sure to set the special ClearTrigger Override Alias
ABS_bit_05_main_override in the clearbits file. The alias can be set to any userid.

Functionality bit 6 - Recursive CI/CO/UNCO

This bit allows for recursive abilities to the checkin, checkout, and uncheckout commands.
When a directory is encountered during one of these commands, the user is given the
opportunity to perform that operation on the directories’ children as well as the directory. An
example dialog that would be encountered during attempts to checkout a directory follows:

ClearCase ]

|\?> Do you want a recursive checkout of the M:\cclarke3_viewiproject 2. directory?

i1 Cancel I

If the user requests recursion, then the command is repeated recursively for any children that
can have the action applied to it at that time (e.g. for checkout - all children are checked out
that are currently checked in).

Additionally,

1 When the user is performing checkout or checkin, the comment for the directory is
automatically applied to the children.
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1 When the user is performing a checkin, they are prompted whether to use the -identical
option for the children.

ClearCase

""-_?\ Do you want to checkin -identical for the recursive elements under the M:\cclarke3 view\project 2\.

=] st |

1 When the user is performing an uncheckout then they are prompted whether to use the
-keep or -rm option for the children.

ClearCase ]

& {4 Do you want to uncheckout -keep [yes] or -rm [no] for the
recursive elements under M:\cclarke3_view\project 2\. directory?

| Cancel |

Functionality bit 7 - Enterprise MAGIC_PATH

This bit enforces an enterprise controlled ClearCase MAGIC PATH for all users. Some development
shops use element types to create or control policy (e.g. "all ¢_source must compile before it is
checked in" or "only lead developers can modify ¢ _include files after the system test phase"). In this
case, this policy itself is only as good as the method used to make sure that all "*.c" files are stored as
the c¢_source element type and all "*.h" files are stored as ¢_include element type. Unfortunately, in
base ClearCase, any user can change their MAGIC PATH environmental path such that the intended
and approved magic_file is not used.

This bit ensures that no elements are created unless the user’s MAGIC PATH environmental variable
is set to the development group’s standard. This ensures that all users use only ONE MAGIC FILE.

The company magic path must be set by default to the path in the ClearTrigger Depot (e.g. Magic files
are placed in the ClearTrigger Depot) or it can be set to another directory location by adding the special
ClearTrigger Override Alias ABS_bit_07_personality_windows or ABS_bit_07_personality_unix in
the clearbits file. The alias can be set to any valid directory for the associated operating system.

If an attempt is made to create an element and the user’s MAGIC PATH environmental variable is not
set to the expected company standard then a dialog box is displayed like the one below:

ClearCase ]

J\‘:’) Acme Company, Inc. standards requires your MAGIC_PATH variable be set to \\police\cc_depot
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Functionality bit 8 - Prevent Embedded Spaces in Element Names

This bit prevents users from creating new elements with embedded spaces in the name (e.g.
"this file is not valid.c" would not be allowed and "this file is valid.c" would be allowed).
Some development shops prefer to prevent embedded spaces in element names because it
makes scripting much more complicated and will often cause user issues in InterOp (Windows
and UNIX) configurations. Enabling this bit prevents their creation unless the user is the
current VOB owner. In this case creation would be allowed, but the user would be notified
that it is only allowed for them.

Equivalent processing to the "mkelem" command was added to the "In", "In -s" and
"mv'" commands.

This bit prevents their creation unless the user is the current VOB owner. When the user is not
the current VOB owner then this dialog is displayed:

ClearCase i

'\‘?) Acme Company, Inc. standards prohibit you from creating
embedded whitespace in element names. Element
[M:\cclarke3_viewAlproject_2\fo o.c} is invalid.

If the user were the current VOB owner, then user would be notified that it is only allowed for
them and the following dialog is displayed:

ClearCase

I@ WARNING: ACE Company, Inc. standards allow only you as the YOB owner to create this element:
[M:Atestingiclasses\.\s ss.c]
with embedded whitespace in the name.

Do you wish to create the element?

Cancel |
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Functionality bit 9 - Multi -Merge Checkin not Allowed

This bit prevents checkins when the version is the destination of multiple merges.
Some development shops frown upon multiple merge checkins because it becomes difficult to
know which changes are associated to which feature within the resulting version (e.g. the

checkin below would not be allowed):

;= foo.c - Rational ClearCase Yersion Tree Browser -0 x|

File Edit Yew Tools Window Help

SFs0sE Mz 5B aCn€EnEE

o

rF S
e

ESERWED colarked_wiew

I

Ready |'u'iew: colarkes view

Because the following result is more desirable to the company and thus encouraged.
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‘= foo.c - Rational ClearCase Yersion Tree Browser | 1O x|
File Edit Wiew Tools Window Help

EFRNS RN 5SS OB NS

J
Fr

F Y

\main

S
@

S

‘fast_copy I'lquiu:k_du:-nwnlu:-ad I

6063

SERWED cclarked_wiew

os -t e o -

€

b

Ready Wiew: cclarke3_view

Functionality bit 10 — Smart Checkins

This bit will ensure that unchanged files or directories are automatically unchecked out when a
checkin command is attempted. Many times, there is no need to checkin elements because no change
was made to the element. Usually, the user does not know the element has not changed until they
receive an error when a checking in the unchanged element as in the example that follows:
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[¢*]example_view (g) -0l x|
:\ct> -
\ct> L‘I

:\ct>ct ci —nc f.c
leartool: Error: By default, won’t create version with data identical to predec

ssor.
leartool: Error: Unable to check in "f.c".

:\ct> LI

When this bit is enabled, ClearTrigger checks appropriate element types against its
predecessor to determine if a change was made, if no change was made then the element is
unchecked out instead.

& example_view {g) — il

hecked out “f.c" from version "main~1". ;l
Inwet2ct i —ne foc

ile (G:sctxf.c2> haz not changed — Smart—Checkin enabhled aborting checkin .. pep
orming uncheckout instead.. e

heckout cancelled for "G:isctnf.c'.
heckin aborted for <G:“ct“f.c? ignore following error...
leartool: Warning: Trigger "CLEARTRIGGER_1" has refused to let checkin proceed.

leartool: Error: Unabhle to check in "f.c'.

HY o - ll

NOTE: An exception is made when the predecessor version is /main/0 or the current version
and predecessor version are of zero length to allow for new elements to be created from the
“add to source control” GUI without providing warnings.

NOTE: This functionality bit is ignored for ClearCase Web users.

Functionality bit 11 — Element Name Case Checking

This bit prevents the creation of elements in the same directory with the same case insensitive
name. (e.g. it will not allow “foo.c” to be created if “Foo.c”, “f00.C” or some such exists in
the directory). An example of a dialog that would be displayed if one attempted to create such
an element follows.

ClearCase

@ Acme Inc. standards will not allow this element [Foo.C] creation.
An sibling of the same name, except for case [foo.c] exists in this directory

Equivalent processing was added to the "In", "In -s"" and "mv" commands.
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Functionality bit 12 — Atomic change hyperlink support

Within ClearTrigger there exists a method to link elements together such that they can be checked
in, checked out or unchecked out together. The policy maker can then determine if the linked
elements must be modified together or if it is just “suggested” that they are

Users themselves can create the appropriate links between the elements, as the ability to “bind”
elements is usually a developer function. The hyperlink type “atomic change” should be created
in a VOB with ClearTrigger applied and then anyone can link elements together.

To create the hyperlink type once in the VOB, type the command below:
cleartool mkhltype —nc atomic_change
Then link elements together by using the native ClearCase mkhlink command like so:

cleartool mkhlink —nc atomic_change foo.c@@ bar.c@w@
cleartool mkhlink —nc atomic_change bar.c@@ cow.c@@
cleartool mkhlink —nc atomic_change cow.h@@ cow.c@@

It does not matter when the elements are linked, how many are linked, or the direction of the links. The
linked family is “headless” such that if John knows of an association between bar.c and cow.c creates a
link while Robert knows of a association between cow.h and cow.c and creates a link while Kathy
creates a link between foo.c and bar.c, all elements are “equally” linked such that if Tomas checks out
any of the files, they are all checked out.

By default, if the bit is enabled, when a user checks out a linked file they may see a dialog like the one
below that “forces” the association and provides them the opportunity checkout all of the elements or
cancel the attempt. The default selection is the “Yes” button — to check them all out. If the region’s
policy maker has turned on the Atomic Change” bit (bit 12) then only the “yes” and “cancel * option
are given. The elements are checked out together by “force” or the checkout is canceled.

ClearCase

@ The element [M:cclarke3_viewZ2icomp_wvob\bar.c] is part of an atomic group of [4] members - listed below:
Acme Inc. standards REQUIRE that the checkout to be performed on all elements.

Do wou want to continue this atomic checkout ?

M\cclarke3 viewZicomp_woblbar.c
M\cclarke3 view2icomp_wob\cow.c
MAcclarke3 viewZicomp_wobifoo.c
Micclarke3 viewZicomp wob\cow.h

Cancel |

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 74 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1) ¢

Cleairigger

9«6

To change the personality of this bit such that the user is given a choice between “yes”, “no” or
“cancel,” set the special ClearTrigger Override Alias ABS_bit 12 personality in the clearbits
file to “choice”. The alias can be set to “choice” or “force” (the default is “force”). For example,
if a user checked out “bar.c” when the cleartrigger alias ABS_bit 12 personality is set to
"choice" they may see a dialog like that below:

ClearCase

@ The element [M:Acclarke3 viewZ\comp_wobl\bar.c] is part of an atomic group of [4) members - listed below.
Do you want the checkout to be performed on all elements?

M:cclarke3d viewZ2\comp wob\bar.c
MAcclarke3d viewZ\comp_woblcow.c
M:Acclarke3_view2\comp_vobYfoo.c
M:Acclarke3_view2\comp_wvoblcow.h

Mo | I:ancell

The default selection is the “Yes” button — to check them all out.

The elements do not have to be in the same directory and are not limited to files.

Functionality bit 13 — Require Element name Extensions

This bit prevents the creation of new file elements that do not have a file extension within the
filename. When enabled the bit would not allow the file element “foo” to be created but
would allow “foo.c” or “foo.h” to be created. If a user attempts to create a new file element
without a filename extension, then a dialog box like the one below is displayed:

ClearCase

@ Acme Inc. standards prohibit you from creating files without an extension [*.*] included.

The element name [M:\cclarke3 view2\comp wvobl.\foo] is invalid.

Equivalent processing was added to the "In", "In -s'"" and "mv" commands.
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Functionality bit 14 — Notify Parent Change on Checkout

This bit ensures that a user is notified when they perform a :=,7.c - ClearCase Yersion =10] x|
checkout on a branch if the same element on that branch's Fle Edit Wew Tools Window Help
parent branch (or default delivery branch if the branch is a B2 E 7 R[]
UCM stream) has advanced and needs merging or rebasing.

) ging & e« @B @

For example, if the user performs a checkout on the element
7.c (the version selected \main\integration\fea 1\2) as

depicted they would receive a warning dialog like the one 2
below:

=

ClearCase : Zfﬁff.- ol

WAHNING: ACE Company, Inc. standards require that vou be
notified on checkouts that
[M:Atesting\classes\7.c@®@\mainlintegration\1] has changed on
wyour parent branch [\mainlintegration] a rebase or merge might be

needed to this branch [\mainlintegrationifea 1] for the element 9

.
1 | 3

Ready a
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Functionality bit 15 — Notify Parent Change on Checkin

This bit ensures that a user is notified when they perform a checkin on a branch if the same

element on that branch's parent branch (or default delivery | ————————————— _{ol x|
branch if the branch is a UCM stream) has advanced and e s A
needs merging or rebasing. = e
For example, if the user performs a checkin on the L ERv L. REEREU R~ | o ¥

element 7.c (the version selected |

\main\integration\fea I\CHECKEDOUT) as depicted they J a

would receive a warning dialog like the one below:

ClearCase

8
YWARNING: ACE Company. Inc. standards require that you be
notified on checkins that Q
[M:testing\classes\7.c@@mainlintegration1] has changed on
your parent branch [\mainlintegration] a rebase or merge might be =
needed to this branch \mainlintegrationifea_1] for the element

i

I: g "‘R ESERWED testing

=
4

Ready

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 77 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1)

O\
Cleairigger

Functionality bit 16 — Prevent Data Loss

This bit prevents all users, other than the VOB owner, from performing certain destructive
cleartool commands. The cleartool sub-commands that are disallowed are:

1
f
1
f
1
f

chmaster

chtype (element type)
rmbranch

rmelem

rmtype

rmver

These are commands that can remove data permanently from the VOB and are frequently the
cause of accidental data deletion that can only be repaired by recovering from backup tape or
other sources.

At ABS we live by this rule:

"If your user gets into trouble that you cannot get them out of without having to go to last
night's VOB backup or requesting data from another replica then it is not their fault... it is
vours" - ABS

For example, if a user attempted one of the commands, they would receive a dialog like the
one below:

@ ACME, Inc standards only allow only the YOB owner to perform the destructive commands from this list:

[ chmaster chtype [element type] rmbranch rmelem rmtype rmver .
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Functionality bit 17 — Auto Add Execute Permissions

This bit automatically adds execute permissions to newly created elements (programs and
scripts) when those elements are created. When new file elements are added to the VOB
known to commonly need execute permission either by name (e.g. *.pl, *.sh, .login, *.dll,
* exe, etc) or known element type (e.g. scripts, perl_scripts, executables, etc) then owner,
group and other execute permissions are added to the new file element.

The elements that will have the execution bit enabled when created are those that end in:
".sh .ksh .profile .login .cshrc .kshrc .csh .exe .pl .dll .bat " or those where their ClearCase
element type contains the string “program or “script”

For example, if a user created new elements (some.pl, some.h and some.c), execute
permission would be added to some.pl as depicted below:

WINNTYSystem32hcmd.exe

M:*coding~du*cleartool mkelem —nco —nc zome.pl
ClearTrigger adding execute permission to C(some.pl)>...
Created element “"some.pl" <type “script').

M:“coding“~du*cleartool desc some.pl
verzion “some.pl@f@main~@"

created BS5-—Dec—B2.20:18:2%9 hy cclarked.Domain Users@absnt@?
Element Protection:

Uzer : ABS~cclarked :@ »—x

Group: ABS“~Domain Users : »r—x

Other: G ok
element type: script

M:scodingsdu

To change the personality of this bit to add or remove extensions to/from the default
extensions just make sure to set the special purpose special ClearTrigger Override Alias
ABS_bit_17 _exec_override in the clearbits file. Set the alias to a space separated list of
extensions to add or remove from the default behavior.

For example, the alias setting below:
#!cleartrigger_alias ABS_bit_17 exec_override .glb .ffs !.pl

will add *.glb and *.ffs files to the default files processed for auto exec processing and will
remove the *.pl from auto exec processing.
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Functionality bit18 —-Aut o Prevent “core” Files

This bit automatically prevents files named "core" or files of element type "core" from being

added to the VOB.
For example, a user would be prevented from creating a new element named "core" to the

VOB like so:

@ ACME, Inc. standards prohibit you from creating elements that are core files.

If the user is the current VOB owner, they would be notified that only they, as the VOB
owner, can perform this action and given a choice to proceed with the element creation or not:

ClearCase

@ WARNING: ACME, Inc. standards allow only you as the YOB owner to create elements that are core files.
Do you wish to create the element

[M:coding\dulsrcicore] ?

Cancel |
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Functionality bit19 —-Aut o Protect “directory” EI
This bit automatically protects newly created directory elements as 775 (or some other default
- including changing ownership) in the VOB.

A user creating a new directory might see output like the output example below:

SWINNTY Sy stem 32 cmd.exe
scodingsdurcleartoo]l mkdir —nco —nc srec
ClearTrigger changing directory permission to {7752 for {(srch...
Created directory element “'src’.

M:“~coding~du>cleartool desc src
directory version "srcl@@main~@"

created B5-Dec—B2_20:25:82 by cclarkeld.Domain UsersBabsnt@Y
Element Protection:

User : ABS“cclarked @ »rux

Group: ABS~Domain Users & rux

Other: D oPpXx
element type: directory

M:scodingsdu

To change the personality of this bit to make the default of directories other than 775, just
make sure to set the special purpose special ClearTrigger Override Alias

ABS_bit_19 protection_override in the clearbits file. The alias can be set to any valid
assignment as per the cleartool man page for cleartool protect. Both absolute values (e.g.
"770") and symbolic values (e.g. "a-r'"") can be used.

A user creating a new directory when the cleartrigger alias
ABS_bit 19 protection_override is set to "a-r" would see output like the like the example
below:

WINNT System32h cmd.exe

scodingsdurcleartoo]l mkdir —nco —nc dump
ClearTrigger changing directory permission to <a—r? for Cdumpr...

Created directory element "dump®.

M:coding~du>cleartool desc dump
directory version “dumpfismain~@*’

created BS5-Dec—B2.208:38:46 hy cclarked.Domain Users@absznt@?
Element Protection:

User : ABS~cclarked : —ux

Group: ABS“~Domain Users @ —ux

Other: Doux
element type: directory

One may also assign the directory "ownership" at this time by adding additional information
to the special purpose cleartrigger alias ABS_bit 19 protection_override in the clearbits
file. After assigning the permissions you can add -chown or -chgrp options to the value. For
example, a user (cclarke) creating a new directory when the cleartrigger alias
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ABS bit 19 protection_override is set to "a-r -chown administrator" would see output like

that in the following example:

MWINNT" System32hcmd.exe

M:»codingsdurecho Xuszername:x
cclarke3

M:»coding~duXct mkdir —nco -nc a_die

ClearTrigger changing directory permission to ¢{a-r —chown adminis
trator? for Ca_dird...

Created directory element "a_dir'.

M:s»codingsdurcleartool desc a_diw
directory version "a_dir@f@\main-8"
created A?-Dec—BA2.11:55:88 by cclarkeld.Domain Users@ahsntB@?
Element Protection:
User = ABS“administrator @ —wx
Group: ABS“Domain Usewrs @ —wux
Other: Toux
element type: directory

M:=“coding“duX

13

Functionality bit20 —-Aut o Re move contri

This bit automatically removes “.contrib.” files that are created when merges are performed.

The files are removed after a checkin or uncheckout of the associated file element.

A user that previously performed a merge (or several merges) to some.pl file and checked in

the file may see output like that in the following example:

MIMNNT' System 32 cmd.exe
M:scoding“~du*cleartonl ci —nc some.pl

ClearTrigger removing contrib file "M:“codingsdussome.pl.conteib'...

ClearTrigger removing contribh file "M:“coding“dussome.pl.contrib_1"...
Checked in “some.pl" version "main~8".

M:scoding du

.”«,;Trigger

Note: The user can use the environmental variable ABS_CONTRIB_KEEP to ignore the
value of the region defined functionality bit. If the variable is set then any .contrib files are

not removed during checkin or uncheckout for that user.
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Functionality bit 21 — Auto Warn lost+found

This bit automatically warns of possible elements that may be moved to the VOB’s
lost+found directory because of a directory uncheckout, before the directory uncheckout is
attempted.

A user that previously performed a directory uncheckout might have had several elements
moved to lost+found. They were only notified of this “after” the successful uncheckout of the
directory resulting in notification (a bit late) that elements were moved to lost+found as in the
following example:

WINNT \System32' cmd.exe

M:-“onsite‘ml>cleartool unco .

cleartool: Warning: Object "foo.c'" no longer referenced.

cleartool: Warning: Moving obhject to vobh lost+found directory as "foo.c.88fh766h
2d4843d89c22dB48d65h3cch .

cleartool: Warning: Object "har.c' no longer referenced.

cleartool: Warning: Moving obhject to vobh lost+found directory as "bar.c.26681097
f89c46a29cdb48197PddaZ417?".

Checkout cancelled for “.".

M:=“onsite“ml >

When the bit is enabled the same uncheckout of the directory would warn of the possible
movement of elements to lost+found first and give the user the option to continue or cancel
the uncheckout operation.

E:"-.,'||'||'INNT"-.,Srsten132"n.,cmd.e:-ce - cleartool unco .

M:=“onsiteml>cleartool mkelem —nc —nco foo.c bhar.c
Created element “"foo.c' <type “text_file'>.
Created element "bar.c' <type “text_file'>.

M:~onsiteml>ct wnco .
ClearTrigger checking for elements in this directory
CM:~onsitesml™._>
that might bhe orphaned to the U0B's lost+found directory ... 2 found.

ClearCase

\‘.’I) If you uncheckout the directory [M:onsiteim1i.)
the 2 elements:

bar.c
foo.c

may no longer have a parent and might be moved to the YOB's lost+found directory.

Do you which to continue with the uncheckout?

ez
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You can change the personality of this bit so that the user is allowed to auto answer this dialog
with “yes” or “no” so no human intervention is needed. This is handy for builds or other
automated processes that perform directory uncheckouts. To allow this “auto answer”
functionality the policy maker can appropriately set the special purpose ClearTrigger Override
Alias ABS bit 21 auto _answer_allow in the clearbits file to match the appropriate Users,
Groups, VOBs, Elements, Views, Times or even ClearCase Regions.

If a directory uncheckout might cause an element to be placed in the VOB’s Lost+Found
directory and that current user has set their environmental variable
CLEARTRIGGER_BIT 21 AUTO_INTERACTIVE_ANSWER to “yes” or “no” then that
dialog would not appear, but the warning would appear within SDTOUT and that question
would be auto answered according to the environmental variable.

An example of such a scenario where ABS_bit_21_auto_answer_allow is set in the clearbits
file like below:

#lcleartrigger_alias ABS_bit_21 auto_answer_allow ( cclarke) (cc_build)
and the user “cclarke” (or the build id “cc_build”) has set their environmental variable
CLEARTRIGGER BIT 21 AUTO_INTERACTIVE_ANSWER=yes

In this scenario, checking out a directory, adding an element (foo.c) in that directory and then
unchecking out that directory will cause foo.c to go to Lost+Found. Rather than a warning
dialog being displayed for the user to confirm the uncheckout, the user shown the warning at
STDOUT and the auto answer of “yes” (the value of the cclarke’s
CLEARTRIGGER _BIT 21_AUTO_INTERACTIVE_ANSWER environmental variable)
is provided allowing the uncheckout to continue without human intervention. This is depicted
below:

. & cleartool mkelem -nco —nc foo.c & cleartool unco .
from version '"main-320".
ClearTrigger checking for evil twins...Mone Found.
Created element "foo.c" (type "text_file'>.

ClearIrigger checking for elements in this directory
Mz ?9%c33N00
that might be orphaned to the U0B's lost+found directory ... 1 found.
If you uncheckout the directory (M:wc99%\c33N.)
the element:

foo.c
may _no_longer have a varent and might be moved to the UOB's lost+found directory.

Do you wish to continue with the uwncheckout?
Auto—ansuw of "yes" accepted...

Cleartoo LW g = Ghject"Too-o" o longer-ref erenced.
Moving ohject to voh lost+found directory as "foo.c.1leB8B6f6Bh6374delaB2ed2dfee53

Checkout cancelled for ".".

M:\c?9c33>_
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Functionality bit 22 — Own Like Parent Dir

This bit will automatically change the ownership of newly created elements to match the
ownership (user and group) of the parent directory of the new element. This allows for a
consistent ownership of elements in a directory as in the following example:

DWINNT L System 32 cmd.exe

M:~wonsitesmlssrcrecho Xusername:
cclarke3

M:~wonzitesml“sprcrcleartool mkelem —nc —nco framework.c
ClearTrigger changing (framework.c? ownerzhip to match
parent directory ownership C(rcarter:Domain Usersd...
Changed protection on "M:“wonsitesmlssrcsframework.c'.
Created element "framework.c' <(type "text_file').

M:“onsite‘mlssrc?

Functionality bit 23 — Force Checkouts to Unreserved

This bit will automatically change the state of the newly created checkout to the ‘unreserved’
state. This allows developers to work with their checkouts for longer than expected without
preventing other developers from performing checkins. Refer to the following example:

SWINNT System32hcmd.exe

M:-“onsite“ml>*cleartool co —nc source.c

ACHE, Inc. policy requires an ‘unreserved’ checkout.
ClearTrigger converting checkout to "wnreserved'...
Checked out "source.c'" from version "“main>~@'".

M:-“onsite“ml>

Functionality bit 24 — Limit File Size to 1 GIG (or another size) (new in 14.0)

This bit automatically prevents the making of new file element versions that exceed 1 GIG. in
size (or some other size).

When new file versions are attempted to be checked in will fail if the file version exceeds 1
GIG in size or the size indicated by the value of the special purpose ClearTrigger Override
Alias ABS bit_24 size override in the clearbits file.

To change the personality of this bit to limit the File Size to a value other than 1 GIG, just
make sure to set the special purpose cleartrigger alias ABS bit 24 size override in the
clearbits file. The alias can be set to any value that matches one or more digits followed by a
character from [B,K,M,G] for 'B'ytes, 'K'ilobytes, 'M'egabytes or 'G'igabytes. Like the
examples below:

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 85 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1) " l’;‘»\JrTri*g‘ger

#!cleartrigger alias ABS bit 24 size override 300B 300 bytes
#!cleartrigger alias ABS bit 24 size override 200K 200 Kbytes
#!cleartrigger alias ABS bit 24 size override 40M 40 Meg.
#!cleartrigger alias ABS bit 24 size override 2G 2 Gig.

So, if the bit was enabled and ABS_bit 24 size override was set to "2G" then attempting to
checking a file larger than 2 GIG would result in the dialog below for most users:

M:\demo\vob_1\src>cleartool ci -nc foo
cleartool: Warning: Trigger "CLEARTRIGGER_1" has refused to let checkin proceed.
cleartool: Error: Unable to check in "foo".

M: \demo\veob_1\src> ClearCase

ACME [Development] standards prohibit you from checking in files greater than 2 Gig.

While the current VOB-owner would see the dialog below that gives them the choice to
proceed with or cancel the checkin:

B Demo my_view - cleartool ci -nc foo.c - ] x

M:\demo\vob_1\src>cleartool c¢i -nc foo.c

As per ACME standards.
Only you as VOB owner can be granted an exception and continue this checkin which will create a file over 2 Gig.

Do you wish to continue?

Yes No |
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Command Key Definitions (ClearTrigger Feature Set)

In a ClearTrigger region, the final section of clearbits_file allows you to specify your region-
wide or enterprise-wide policy. This is probably the most important section of the file.
Defining policy can be as simple as adding new command keys. The keys can be duplicated
if one wishes to implement a schema that indicates "severity" or "priority" (e.g. perhaps you
want a database updated twice for some actions and once for others). Each key definition
must begin on a new line. Matching keys are invoked in order of appearance and may match
multiple keys (e.g. a checkin command would match both the "MODIFY ELEM" and
"checkin" keys).

Correct formatting of the command key definition is essential to successfully implement
ClearTrigger. Descriptions of the individual keys, including proper formatting, are outlined in
this document under ‘Key Descriptions’. The syntax for the command key definition is as
follows:

cmd_id;RIN_type;RIN list;inhibit_flag;comment_req;notify flag;emd_list_type;
cmd_list;emd_trigger_list typestrigger list;Series_begin_end_bit;Windows_script;
Windows_script params;UNIX script;UNIX script_params;inhibit_cleartrigger GUI bit;
{dialog_type};{dialog_prompt};{dialog_mask or default_string or dialog_choices};

The emd_id of the key definition determines which cleartool command and/or command
groups are to be executed by ClearTrigger. It also determines when ClearTrigger will
execute--as a preop or postop. Here you can enforce policy on individual cleartool commands
(e.g. post_checkin) or entire command groups (e.g. pre. MODIFY DATA). Command groups
can appear as element type operations or trigger type operations.

Oper at i oBlenent ar | *“ Trigger Types

The following list shows the operation keywords and the functions they encompass for use in
definitions of -element -all trigger types (-element —all).

MODIFY_ELEM

checkout Element type, branch type

reserve Element type, branch type

uncheckout Element type, branch type

unreserve Element type, branch type

mv Element type - See NOTE #2 at end of tables
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MODIFY DATA

checkin Element type, branch type

chtype All type objects

Inname Element type, branch type

lock See NOTE #1 at end of tables
mkbranch Element type, branch type

mkelem Element type - See NOTE #3 at end of tables
mkslink N/A - See NOTE #4 at end of tables
protect Element type

rmbranch Element type, branch type

rmelem Element type

rmname N/A

rmver Element type, branch type

unlock See NOTE #1 at end of tables
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MODIFY MD

chevent See NOTE #1 at end of tables

chmaster See NOTE #1 at end of tables

mkattr Element type, attribute type, branch type
mkhlink Element type, hyperlink type, branch type
mklabel Element type, label type, branch type
mktrigger Element type, trigger type

rmattr Element type, attribute type, branch type
rmhlink Element type, hyperlink type, branch type
rmlabel Element type, label type

rmtrigger Element type, trigger type

NOTE #1: These commands fire for both element and type triggers. To distinguish
between the two types use a command modifier (“_elem” or “_type”) to distinguish
them, (e.g. chevent_elem" or “chevent_type'). If you do not distinguish a type (e.g.
“chevent”), then it applies to both “chevent _elem” and “chevent_type” commands.

NOTE #2: ClearCase itself has no “mv” command within its list. The command is
implemented by the two commands Inname and rmname. ClearTrigger allows you to
set a trigger on “mv” that does not interfere with the separately called Inname or
rmname commands. For more on this refer to the section entitled Additional “mv”
command.

NOTE #3: In native ClearCase, the “mkelem” command was actually implemented by
calling a cleartool Inname command followed by a cleartool mkelem command.
ClearTrigger allows you to set a trigger on “mkelem” that does not interfere with the
separately called Inname commands. For more on this refer to the section entitled:
Sophisticated mkelem command processing.

NOTE #4: In native ClearCase, the “mkelem” command was actually implemented by
calling a cleartool Inname command followed by a cleartool mkelem command.
ClearTrigger allows you to set a trigger on “mkelem” that does not interfere with the
separately called Inname commands. For more on this refer to the section entitled:
Sophisticated In —s (mkslink) command processing.
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Operations for *‘Type’ Trigger Types

The following list shows the operation keyword(s) and the functions they encompass for use
in definitions of type trigger types (-type).

MODIFY TYPE
chevent
chmaster
lock
mkattr
modtype
rmattr
rmhlink
rmtype
rntype
unlock
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Operations for *“UCM’ Trigger Types)

The following list shows the operation keyword(s) and the functions they encompass for use
in definitions of UCM trigger types (-ucm).

MODIFY UCM
deliver cancel
deliver complete
deliver start
rebase cancel
rebase complete
rebase start
mkactivity
chactivity
rmactivity
setactivity
mkstream
chstream
rmstream

mkbl

chbl

rmbl

mkproject
chproject
rmproject
mkcomp
rmcomp
mkfolder
chfolder
rmfolder
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Additional Command Information

To simplify policy creation, additional processing is performed on some particular ClearCase
commands and some commands were added. This section describes the additional
processing.

More on UCM commands

In ClearCase many UCM commands cause other UCM and non-UCM commands to fire.
Measures were taken so that triggers placed on a command that causes multiple commands to
fire will not cause triggers on those additional commands to fire unless you want it to. For
example, perhaps you have restrictions on mkbrtype that you don’t want for mkstream (which
also makes a branch type and thus causes mkbrtype to fire), in ClearTrigger, the commands
will not interfere with one another. Or perhaps you prevent developers from making label
types using the mkbrtype command, but need them to be able to perform a UCM mkbl
command which might cause a label type to be copied from the process VOB; again,
ClearTrigger handles these cases seamlessly.

Additional UCM/Base ClearCase Command Distinctions

On occasion it is critical to perform the same script or provide the same action on a Base
ClearCase command (e.g. checkin) that one would perform on a command if it called as part
of the implementation of a UCM command (e.g. deliver). Measures were taken in
ClearTrigger to ensure that a trigger attached to checkin did NOT fire when that checkin was
part of a UCM series (as explained in the previous section). When command keys are
defined (by default) they refer to either a UCM command or a Base ClearCase command as
described in the previous section. When you specifically require that the command key match
only if the command is indeed part of a UCM series (e.g. a checkin command that is part of a
UCM deliver command) you may add a sub-UCM (“_u”) designator to the command key
definition.

Therefore, to start a command key that is to apply to Base ClearCase checkin commands one
would start the key like the one below:

pre_checkin;

While to start a command key that is to apply to checkins that are the result of UCM
commands one would start the key like the one below:

pre_checkin_u;

Finally, to start a command key that is to apply to base checkins and checkins that are the
result of a UCM command one would start the key like the one below:

pre_checkin pre_checkin_u;
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Additional “mv” command

Native ClearCase has no trigger that fires on the cleartool mv command. The cleartool mv
command is actually implemented by calling a cleartool Inname command followed by a
cleartool rmname command. Because of this the only way to properly place a trigger on a
move was to place a trigger on Inname for pre-op triggers and rmname for post-op triggers.
This is further complicated in that one would have to place code in any written trigger script
to prevent its execution when an actual cleartool Inname or cleartool rmname command was
singularly called.

With ClearTrigger you can set trigger on the cleartool mv command itself. This trigger will
fire only on Inname for the pre-op situation and the trailing rmname on the post-op condition
and only when these commands are fires because of an actual “mv”’ command. This prevents
incomplete or unwanted processing that results when one of the two commands fails.

When a “mv” command key (e.g. pre_mv ... or post_mv...) is created it will not fire when the
user executes the [nname or rmname command. When command keys are placed on the
Inname or rmname command, it does not fire for the “mv” command even though that
command is built from the /nname and rmname commands.

Sophisticated mkelem command processing

In native ClearCase, the mkelem command was implemented by calling a cleartool Inname
command followed by a cleartool mkelem command. Because of this it was possible to place
a pre-op trigger on mkelem that prevented elements from being created, but the preceding
Inname was already successfully executed. This was the cause of many “checked out but
removed” errors. The most proper way to place a pre-op trigger on mkelem was to actually
place it on Inname with code added to ascertain if the trigger was actually called for a mkelem
command or a separately called Inname command.

This was further complicated in one had to place code in any written trigger script to prevent
its execution when actual cleartool Inname command was separately called.

In ClearTrigger when you set a trigger on the cleartool mkelem command the trigger will fire
only on Inname for the preop situation and the trailing mkelem on the post-op condition. This
prevents incomplete or unwanted processing that results when one of the two commands fails.

When a “mkelem” command key (e.g. pre_mkelem ... or post_mkelem...) is created it will not
fire when the user executes the /nname command. When command keys are placed on the
Inname command the trigger will not fire for the mkelem command even though that
command is built from the /nname and mkelem commands.
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Sophisticated In —s (mkslink) command processing

In native ClearCase, the mkslink command was implemented by calling a cleartool Inname
command followed by a cleartool mkslink command. Because of this it was possible to place a
pre-op trigger on mkslink that prevented the symbolic link from being created, but the preceding
Inname was already successfully executed. This was the cause of many “checked out but
removed” errors. The most proper way to place a pre-op trigger on mkslink was to place it on
Inname with code added to ascertain if the trigger was actually called for a mkslink command or
a separately called Inname command.

This was further complicated in that one had to place code in any written trigger script to prevent
execution when actual cleartool Inname command was separately called.

In ClearTrigger, when you set a trigger on the cleartool mkslink command the trigger will fire only
on Inname for the preop situation and the trailing mkslink on the post-op condition. This prevents
incomplete or unwanted processing that results when one of the two commands fails.

When a “mkslink” command key (e.g. pre_mbkslink ... or post mbkslink ...) is created it will not
fire when the user executes the /nname command. When command keys are placed on the Inname
command the trigger will not fire for the move command even though that command is built from
the Inname and mkslink commands.
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Key Descriptions

The section outlines command keys used in the command key definition to help create policy
for an organization.

Cmd_id

A emd_id — any valid operation as per the cleartool mktrtype command. Valid operations
are listed under Command Key Definitions for both elements and trigger types. They can
also be listed as per the cleartool man mktrtype command. Included are the command
operation groups MODIFY ELEM, MODIFY DATA, MODIFY TYPE and
MODIFY_ MD.

This value is combination of the command_key_type and command_key_op to build the
Command Key Operation token.

For Example:

pre checkout pre_checkout
pre MODIFY ELEM pre MODIFY ELEM
post MODIFY ELEM post MODIFY ELEM
post checkout post_checkout

Note: It is perfectly acceptable to have multiple Command Key Operation Tokens on a
single line like so:

pre_checkout post_rmver

RIN_type
A RIN_type - identifies which type of RIN list is defined in next key, RIN_list. It’s
specified by an [Rr], [1i], or [Nn].

‘R’ Indicates use of a restriction list. (Fully Matching)
‘T Indicates use of an inclusion list. (Fully Matching)
‘N’ Indicates use of a negation list. (Fully Matching)
T Indicates use of a restriction list. (Single Matching)
‘v Indicates use of an inclusion list. (Single Matching)
‘n’ Indicates use of a negation list. (Single Matching)
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RIN_list

A RIN_list - either restricts or expands what the emd_id applies to. The list may be empty
or contain a restriction list, inclusion list or negation list. The list may be designated as
“fully” matching (where all different types in the list must match) or “single” matching
(where only a single type must match). Lists can contain references to base ClearCase data
types and UCM data types (component, project and stream as in native ClearCase as
well as activity and folder which only ClearTrigger supports). A description of each list
follows:

Y Restriction List
When RIN _type is defined to be 'R’ or ‘r’, then RIN_list represents a restriction list.
When there is no restriction list (the list is unpopulated) then there are no restrictions
and all commands that match the associated operation will apply; when the list is
populated, only instances that match the restriction will apply.

Any number of restrictions may be placed in the restriction. There can be a restriction
on any of the metadata types: attributes, branches, elements, hyperlinks, labels and
triggers as well as certain UCM Data Types: activities, components, folders,
projects and streams (ClearTrigger supports matching on activities and folders even
though native ClearCase does not). If the RIN type is ‘R’, “full matching” applies
and restrictions of the same type are ORed together and restrictions of different types
are ANDed together before the restriction is tested. If the RIN type is ‘t’, “single
matching” applies and all restrictions of any type are ORed together before the
restriction is tested.

A restriction list contains zero or more base metadata type selections or UCM type
selections of the form type<name> where type is from:

Base type UCM type
1 attype 1 activity
1 brtype 1 component
1 eltype 9 folder
1 hltype 1 project
1 Ibtype I stream
1 trtype

and Type Name which is an implicit Base or UCM type name like "REL1.9",
"integration" or a pattern to match several or a few type instances. You may use
~alias names to identify large or often used series of type selections.
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Example Type example
attribute ; attype<QA_State> ;
branch ; brtype<integration> ;
element ; eltype<c source> ;
hyperlink ; hltype<merge> ;
label ; Ibtype<BETA> ;
trigger ; trtype<no_co> ;
UCM activity ;activity<bug 152>;
UCM component | ;component<\comp1>;
UCM folder ; folder<a folder>;
UCM project ;project<project z>;
UCM stream ;stream<feature x>;
patterns ; Ibtype<REL## *> brtype<* int *>;
patterns ; attype<CR##? *> trtype<*> ;
aliases ; ~protected labels ~restricted braches ;

Note: Rather than implement restriction lists for element —all triggers and
inclusion lists for —type triggers as ClearCase has done, ClearTrigger has
implemented restriction lists for both -type and element -all triggers.

 Inclusion List
When the RIN_type is defined to 'I' or ‘i’ then the RIN_list represents an inclusion list.
Inclusion lists are used when defining ‘type’ trigger types. When there is no inclusion list
(it is unpopulated) then there are no inclusions and all commands that match the
associated operation are still ignored; when the list is populated, only instances that
match the inclusion will apply.

Any number of inclusions may be placed in the inclusion list. There can be an inclusion
on any of the metadata types: attributes, branches, elements, hyperlinks, labels and
triggers as well as certain UCM Data Types: activities, components, folders, projects
and streams (ClearTrigger supports matching on activities and folders even though
native ClearCase does not). Ifthe RIN type is ‘I’, “full matching” applies and
inclusions of the same type are ORed together and inclusions of different types are
ANDed together before the inclusion is tested. If the RIN type is ‘i’, “single matching”
applies and all inclusions of any type are ORed together before the inclusion is tested.

An inclusion list contains zero or more base metadata type selections or UCM type
selections of the form type<name> where type is from:

Base type UCM type
1 attype 1 activity
1 brtype 1 component
1 eltype 1 folder
1 hltype 1 project
1 Ibtype I stream
1 trtype
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and Type Name which is an implicit Base or UCM type name like "REL1.9",
"integration" or a pattern to match several or a few type instances. You may use

~alias names to identify large or often used series of type selections.

Example Type example
attribute ; attype<QA State> ;
branch ; brtype<integration> ;
element ; eltype<c source> ;
hyperlink ; hltype<merge> ;
label ; Ibtype<BETA> ;
trigger ; trtype<no co> ;
UCM activity ;activity<bug 152>;
UCM component | ;component<\comp1>;
UCM folder ; folder<a folder>;
UCM project ;project<project z>;
UCM stream ;stream<feature x>;
patterns ; Ibtype<REL#.# *> brtype<* int *>;
patterns ; attype<CR##? *> trtype<*> ;
aliases ; ~protected labels ~restricted braches ;

Note: Rather than implement restriction lists for element —all triggers and
inclusion lists for —type triggers as ClearCase has done, ClearTrigger has
implemented inclusion lists for both -type and element -all triggers.

Negation List

Sometimes it is easier to define what one does nof want than it is to define what
one does want. This is why ClearTrigger has implemented the negation list. When
the RIN_type is defined to 'N' or ’n’, then the RIN_list represents a negation list.
When there is no negation list (the list is unpopulated) then there are no negations
and all commands that match the associated operation apply; when the list is
populated, only instances that do not match the negation will apply.

Any number of negations may be placed in the negation list. There can be a
negation on any of the metadata types: attributes, branches, elements,
hyperlinks, labels and triggers as well as certain UCM Data Types: activities,
components, folders, projects and streams (ClearTrigger supports matching on
activities and folders even though native ClearCase does not). If the RIN type is
‘N°, “full matching” applies and negations of the same type are ORed together
and negations of different types are ANDed together before the negation is tested.
If the RIN type is ‘n’, “single matching” applies and all negations of any type are
ORed together before the negation is tested.

A negation list contains zero or more base metadata type selections or UCM type
selections of the form type<name> where type is from:
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1 attype 1 activity

1 brtype 1 component
1 eltype 1 folder

1 hiltype 1 project

1 Ibtype 1 stream

I trtype

and Type Name which is an implicit Base or UCM type name like "REL1.9",
"integration" or a pattern to match several or a few type instances. You may use
~alias names to identify large or often used series of type selections.

attribute ; attype<QA State> ;

branch ; brtype<integration> ;

element ; eltype<c source> ;

hyperlink ; hltype<merge> ;

label ; Ibtype<BETA> ;

trigger ; trtype<no _co> ;

UCM activity ;activity<bug 152>;

UCM component | ;component<\comp1>;

UCM folder ; folder<a folder>;

UCM project ;project<project z>;

UCM stream ;stream<feature x>;

patterns ; Ibtype<REL#.# *> brtype<* int *>;

patterns ; attype<CR##? *> trtype<*> ;

aliases ; ~protected labels ~restricted braches ;
Inhibit_flag

A inhibit_flag — This flag is used to partially or globally inhibit a command for VOBs in a
ClearTrigger Region. It can also be used to stop further ClearTrigger processing on a particular
event (Stop Key Processing). The flag may be set to any of the following valid values:

‘0 Do NOT globally inhibit the command or command group.

x’ Globally inhibits the command or command group for all users except the
Current VOB Owner.

‘X Globally inhibits the command or command group for all users including
the Current VOB Owner.

‘s’ Stop ClearTrigger Key processing for the matching command or command
group for all users except the Current VOB Owner.

‘S’ Stop ClearTrigger Key processing for the matching command or command
group for all users including the Current VOB Owner.

A Stop ClearTrigger Key processing for the matching command or command
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| group for only the Current VOB Owner.

Comment_restriction

A comment_restriction — This field is used to enforce minimum commenting requirements on
commands executed within VOBs in a ClearTrigger Region. When used in a pre_op key these
users will be shown a comment dialog box when attempting this command without satisfying
the comment restriction in the region that “requires” a matching comment in order to perform
this command; this allows a policy maker to quickly enforce a commenting standard within a
group of VOBs without creating new triggers. When used in a post_op key the users will see a
“suggestion” dialog if they complete a matching command that “suggest” that they provide a

~ matching comment. It is specified by an integer number as described below:

A

Comment Value Comment Restriction Description
‘0’ Indicates that there are NO comment restrictions for this command or
command group.

Negative Integer | Requires a minimum number (-#) of words comment for this command

or command group for all users except the Current VOB Owner.

Positive Integer | Requires a minimum number (#) of words comment for this command

or command group for all users including the Current VOB Owner.

Notify flag

A notify_flag — This flag is used to invoke the ClearTrigger region notification or logging
program to be called prior to and after executing a command. These programs are pre-defined
for the Windows or UNIX operating systems and exist in either the Windows policy depot or
UNIX policy depot. The flag may be set to any of the following valid values:

Notify Flag Value Notify Flag Description
‘0 Do NOT run the system NOTIFY script(s) as a pre-op/post-op for the
command or command group.
X’ Run the system NOTIFY script(s) as a pre-op/post-op for the command
or command group for all users except the Current VOB Owner.
‘X’ Run the system NOTIFY script(s) as a pre-op/post-op for the command
or command group for all users including the Current VOB Owner.

Access_list_type

A Access_List_type — This list designates which type of Access_List list is defined in next
key, Access_List. It’s specified by a ‘D’ or a ‘d’ to designate Disallow_List, ‘A’ or an ‘a’
to designate an Allow_List or specified by and ‘I’ or an ‘1’ to designate an Ignore_List.
The list may be designated as “fully” matching (where all different types in the list must

match) or “single” matching (where only a single type must match). A description of each
list follows:
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‘D’

Disallow — Scenarios that “Fully” match the Access_List are prohibited from performing the
command set.
Dynamic Variables, Patterns and ~alias names may be used in the list.

LAB

Allow- Only scenarios that “Fully” match the Access_List are allowed to perform the command
set.
Dynamic Variables, patterns and ~alias names may be used in the list.

613

Ignore- Scenarios that “Fully” match the Access _List cause the reminder of the key to be ignored.
Dynamic Variables, patterns and ~alias names may be used in the list.

Disallow - Scenarios that match the Access_List are prohibited from performing the command set.
“Single Matching” applies.
Dynamic Variables, patterns and ~alias names may be used in the list.

Allow- Only scenarios that match the Access_List are allowed to perform the command set.
“Single Matching” applies.
Dynamic Variables, patterns and ~alias names may be used in the list.

Ignore- Scenarios that match the Access List cause the reminder of the key to be ignored.
Dvynamic Variables, patterns and ~alias names may be used in the list.

Access_list

A access_list — This list defines what users or user group may perform the matching
command or command group and for which VOBs. The list may be empty or contain a
Disallow list, Allow list or Ignore_list. The list may be designated as “fully” matching

(where all different types in the list must match) or “single” matching (where only a
single type must match). A description of each list follows:

9 Disallow List

When Access_List_Type is equal to 'D' or ‘d’, then the Access_list represents a
disallow list. When there are no entries in the list then all users are allowed to perform
the matching command operation. When populated the list describes the conditions
where the matching command would be prohibited. If the Access List Type is ‘D’, “full
matching” applies and list items of the same type are ORed together and list items of
different types are ANDed together before the list is tested. If the Access List Type is
‘d’, “single matching” applies and all list items of any type are ORed together before

the list is tested.

The Disallow List contains zero or more user-ids, group names, VOB tags, element
names, view names, times or ClearCase Regions enclosed by semicolons (;).Users ids are
surrounded by parentheses (e.g. (userl) ). Group names are surrounded by brackets (e.g.
<groupname>). VOB tags are surrounded by square brackets (e.g. [/vobs/a_vob] or
[\a_vob]); VOB:Replica can also be designated (e.g. [/vobs/a_vob:original] or
[\a_vob:atl]). Elements are surrounded by curly braces (e.g. {\vobs\a vob\src\foo.c}). }).
Views are surrounded by percent characters (e.g. %a_view%). Times are surrounded by
‘@’ characters (e.g. @time@). Hostnames are surrounded by pipe characters (e.g. |earth|).
ClearCase Regions are surrounded by single quote characters (e.g. ‘development’). The
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value(s) that the environmental variable ABS TRIGGER POLICY is(are) matched
against are surrounded by the carat characters (e.g. “development™).

Valid time formats are any of the three (3) defined below:

Hour definition: '@h##@' (where ## represent an hour from 0-23 “Military Hours”)
Day definition: '@d#@' (where # represent a day-of-week from 0-6 "Sun-Sat")
Date definition'@D########@' (where ####### represent a date from YYYYMMDD)

All users can be represented by a (*). All groups can be represented as <*>; all VOBs can
be represented as [*] or [*:*]; all elements can be represented by {*}; all Views can be
represented as %*%; all Times can be represented as @h* @, @d*@ or @D*@); all
ClearCase Regions can be represented as ‘*’; all values that the ABS TRIGGER POLICY
environmental variable will match against as "*”.

For more examples of pattern characters that can be used, refer to the sections on
Dynamic Variables, Pattern Matching and aliases.

Example Type Example
Empty List -
Single user entry ; (userl) ;
Single group entry ; <janitors> ;
Single VOB entry ; [/vobs/a vob] ;
Single Element entry ; {/vobs/a_vob/some file.c} ;
Single View entry ; Yonight build view% ;
Single Hour entry (11pm — midnight) ; @h23@ ;
Single day entry (Sunday) ; @d0@ ;
Single Date entry (Feb. 19, 2005) ; @D20050219@ ;

Multiple VOB entries (UNIX/Windows)

; [\a vob] [/vobs/a vob] [\b vob] ;

Multiple VOB:Replica patterns

; [\a_vob:original] [*:atl] [*:site#] ;

Multiply Populated List

; (jit) (qa_#*) <dev1> ~interns [/vobs/a_vob] ;

all users

; (M)

all elements

s s

particular elements

; {/vobs/a/src/foo.c} {\vob a\foo.?} ;

select elements

; {*.c} {/vobs/*/src/*} ~core code ;

all Windows VOBs ;s [V
all UNIX VOBs il I
All times , @d*@

select hosts *

; learth| [build ##] ;

Particular ClearCase Regions

; ‘development’ ‘webdoc’ ‘US *’;

All ClearCase Regions

S S

L&)

Current VOB owner

Current VOB’s Primary Group ;<& ;

Top of VOB {&S

“src” directory at top of VOB ;{&/sre}
During “Code Freeze” ; “code freeze” ;
In any testing phase ; test FA

* hostname patterns added in 14.1

Remember that when using group names any windows clients that access the VOB must have the
CLEARCASE PRIMARY_GROUP Environmental Variable set.
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When Access List_Type is equal to 'A', then the Access_list represents an allow list.
When there are no entries in the list then no users are allowed to perform the matching
command operation. When populated the list describes the conditions where the matching
command would be allowed. If the Access List Typeis ‘A’, “full matching” applies and
list items of the same type are ORed together and list items of different types are ANDed
together before the list is tested. If the Access List Type is ‘a’, “single matching” applies
and all list items of any type are ORed together before the list is tested.

The Allow List contains zero or more user-ids, group names, VOB tags, element names,
view names or times enclosed by semicolons (;).Users ids are surrounded by parentheses
(e.g. (userl) ). Group names are surrounded by brackets (e.g. <groupname>). VOB tags
are surrounded by square brackets (e.g. [/vobs/a_vob] or [\a_vob]); VOB:Replica can also
be designated (e.g. [/vobs/a_vob:original] or [\a_vob:atl]). Elements are surrounded by
curly braces (e.g. {\vobs\a_vob\src\foo.c}). }). Views are surrounded by percent
characters (e.g. %a_view%). Times are surrounded by ‘@’ characters (e.g. @time@).
Hostnames are surrounded by pipe characters (e.g. |earth|). ClearCase Regions are
surrounded by single quote characters (e.g. ‘development’). The value(s) that the
environmental variable ABS TRIGGER POLICY is(are) matched against are surrounded
by the carat characters (e.g. “development™).

Valid time formats are any of the three (3) defined below:

Hour definition: '@h##@' (where ## represent an hour from 0-23 “Military Hours”)
Day definition: '@d#@' (where # represent a day-of-week from 0-6 "Sun-Sat")
Date definition'@D########@' (where #H####H#H represent a date from YYYYMMDD)

All users can be represented by a (*). All groups can be represented as <*>; all VOBs can
be represented as [*] or [*:*]; all elements can be represented by {*}; all Views can be
represented as %*%; all Times can be represented as @h*@, @d*@ or @D*@; all
ClearCase Regions can be represented as ‘*’; all values that the ABS TRIGGER POLICY
environmental variable will match against as **”.

For more examples of pattern characters that can be used, refer to the sections on
Dvnamic Variables, Pattern Matching and aliases.

Example Type Example
Empty List N
Single user entry ; (userl) ;
Single group entry ; <janitors> ;

Single VOB entry

; [/vobs/a vob] ;

Single Flement entry

; {/vobs/a vob/some file.c} ;

Single View entry

; Yonight build view% ;

Single Hour entry (1 1pm — midnight) ; @h23@ ;
Single day entry (Sunday) ; @d0@ ;
Single Date entry (Feb. 19, 2005) ; @D20050219@)
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Multiple VOB entries (UNIX/Windows)

; [\a vob] [/vobs/a vob] [\b vob] ;

Multiple VOB:Replica patterns

; [\a_vob:original] [*:atl] [*:site#] ;

Multiply Populated List

; (jit) (qa_#%*) <dev1> ~interns [/vobs/a vob] ;

all users

; ()

all elements

s

particular elements

; {/vobs/a/src/foo.ct {\vob a\foo.?} ;

select elements

; {*.c} {/vobs/*/src/*} ~core code ;

all Windows VOBs

s [V

all UNIX VOBs

[

All times

, @d*@ ;

select hosts *

; learth| |build ## ;

Particular ClearCase Regions

; ‘development’ ‘webdoc’ ‘US *’ ;

All ClearCase Regions

CE AN

L&)

Current VOB owner

Current VOB’s Primary Group ; <& ;

Top of VOB &}

“src” directory at top of VOB ;{&/sre} ;
During “Code Freeze” ; “code freeze” ;
In any testing phase ; “test ¥

* hostname patterns added in 14.1

Remember that when using group names any windows clients that access the VOB

must have the CLEARCASE PRIMARY GROUP Environmental Variable set.

1 Ignore List

When Access List Type is equal to 'I' or “i’, then the Access_list represents an ignore
list. When there are no entries in the list then no users are ignored and the rest of the key
is evaluated if needed. When populated the list describes the conditions where the rest of

the key (any portion to the right of the list) is ignored or skipped. If the
Access List Type is ‘I’, “full matching” applies and list items of the same type are
ORed together and list items of different types are ANDed together before the list is

tested. Ifthe Access List Type is ‘1°, “single matching” applies and all list items of any

type are ORed together before the list is tested.

The Ignore List contains zero or more user-ids, group names, VOB tags, element names,
view names or times enclosed by semicolons (;).Users ids are surrounded by parentheses
(e.g. (userl) ). Group names are surrounded by brackets (e.g. <groupname>). VOB tags
are surrounded by square brackets (e.g. [/vobs/a_vob] or [\a_vob]); VOB:Replica can also

be designated (e.g. [/vobs/a_vob:original] or [\a_vob:atl]). Elements are surrounded by
curly braces (e.g. {\vobs\a vob\src\foo.c}). }). Views are surrounded by percent
characters (e.g. %a_view%). Times are surrounded by ‘@’ characters (e.g. @time@).
Hostnames are surrounded by pipe characters (e.g. |earth|). ClearCase Regions are
surrounded by single quote characters (e.g. ‘development’). The values that the

environmental variable ABS TRIGGER POLICY are matched against are surrounded by

the carat characters (e.g. “development™).
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Valid time formats are any of the three (3) defined below:

Hour definition: '@h##@' (where ## represent an hour from 0-23 “Military Hours”)

Day definition: '@d#@' (where # represent a day-of-week from 0-6"Su -Sat")

Date definition'@D#####H#H##@' (where ###Ht### represent a date from YYYYMMDD)

All users can be represented by a (*). All groups can be represented as <*>; all VOBs can
be represented as [*] or [*:*]; all elements can be represented by {*}; all Views can be
represented as %*%; all Times can be represented as @h* @, @d*@ or @D*@); all
ClearCase Regions can be represented as ‘*’; all values that the ABS TRIGGER POLICY

environmental variable will match against as "*”.

For more examples of pattern characters that can be used, refer to the sections on

Dynamic Variables, Pattern Matching and aliases.

Example Type Example
Empty List N
Single user entry ; (userl) ;
Single group entry ; <janitors> ;

Single VOB entry

; [/vobs/a_vob] ;

Single Element entry

; {/vobs/a_vob/some file.c} ;

Single View entry

; Yonight build view% ;

Single Hour entry (11pm — midnight) ; @h23@
Single day entry (Sunday) ; @d0@ ;5
Single Date entry (Feb. 19, 2005) ; @D20050219@ ;

Multiple VOB entries (UNIX/Windows)

; [\a_vob] [/vobs/a_vob] [\b_vob] ;

Multiple VOB:Replica patterns

; [\a_vob:original] [*:atl] [*:site#] ;

Multiply Populated List

; (jit) (qa_#*) <dev1> ~interns [/vobs/a_vob] ;

all users

; ()

all elements

R

particular elements

; {/vobs/a/src/foo.c} {\vob a\foo.?} ;

select elements

; {*.c} {/vobs/*/src/*} ~core code ;

all Windows VOBs

s Vs

all UNIX VOBs

s [1*15

All times

, @d*@ ;

select hosts *

; learth| [build ##] ;

Particular ClearCase Regions

; ‘development’ ‘webdoc’ ‘US *’;

All ClearCase Regions

Lk

Current VOB owner ; (&) ;

Current VOB’s Primary Group ; <&>;

Top of VOB {&}

“src” directory at top of VOB ;{&/sre}
During “Code Freeze” ; “code freeze” ;
In any testing phase ; Mtest *A

* hostname patterns added in 14.1

Remember that when using group names any windows clients that access the VOB
must have the CLEARCASE PRIMARY GROUP Environmental Variable set.
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Trigger_list_type

Trigger_List_type — This list designates which type of Trigger List list is defined in next
key, Trigger List. It’s specified by a ‘N’ or a ‘n’ to designate Not_List or specified by and
‘O’ or an ‘0’ to designate an Only_List. The list may be designated as “fully” matching
(where all different types in the list must match) or “single” matching (where only a single
type must match).

Trigger List Type Value Description
Type Value
‘N’ Not_List — Scenarios that “Fully” match the list do not cause any defined custom triggers to

fire or cause the display of user defined GUI dialogs.

Dynamic Variables, Patterns and ~alias names may be used in the list.

‘O Only_List- Scenarios that “Fully” match the list are the only ones that cause any defined
custom triggers to fire or cause the display of user defined GUI dialogs.

Dynamic Variables, Patterns and ~alias names may be used in the list.

n Not_List — Scenarios that match the list do not cause any defined custom triggers to fire or
cause the display of user defined GUI dialogs. “Single Matching” applies.

Dynamic Variables, Patterns and ~alias names may be used in the list.

0 Only_List- Scenarios that match the list are the only ones that cause any defined custom
triggers to fire or cause the display of user defined GUI dialogs. “Single Matching” applies.

Dynamic Variables, Patterns and ~alias names may be used in the list.

trigger_list

A Trigger_list — This list defines what users or user groups may cause can cause any
defined custom triggers to fire or cause the display of user defined GUI dialogs. The list
may be empty or contain a Not_List or Only_List. The list may be designated as “fully”
matching (where all different types in the list must match) or “single” matching (where
only a single type must match). A description of each list follows:

1 Not List
When Trigger_List_Type is equal to 'N' or ‘n’, the Trigger_list represents a Not_List.
When there are no entries in the list then all users that are allowed to perform the
command action will also cause any defined custom triggers scripts or cause the display of
user defined GUI dialogs. When populated the list describes the conditions where the
matching command will NOT cause any defined custom triggers scripts or cause the
display of user defined GUI dialogs. If the Trigger List Type is ‘N’, “full matching”
applies and list items of the same type are ORed together and list items of different types
are ANDed together before the list is tested. If the Access List Typeis ‘n’, “single
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matching” applies, and all list items of any type are ORed together before the list is
tested.

The Not List contains zero or more user-ids, group names, VOB tags, element names,

view names or times enclosed by semicolons (;).Users ids are surrounded by parentheses
(e.g. (userl) ). Group names are surrounded by brackets (e.g. <groupname>). VOB tags
are surrounded by square brackets (e.g. [/vobs/a_vob] or [\a_vob]); VOB:Replica can also

be designated (e.g. [/vobs/a_vob:original] or [\a_vob:atl]). Elements are surrounded by
curly braces (e.g. {\vobs\a vob\src\foo.c}). }). Views are surrounded by percent
characters (e.g. %a_view%). Times are surrounded by ‘@’ characters (e.g. @time@).
Hostnames are surrounded by pipe characters (e.g. |earth|). ClearCase Regions are
surrounded by single quote characters (e.g. ‘development’). The values that the

environmental variable ABS TRIGGER POLICY are matched against are surrounded by

the carat characters (e.g. “development™).
Valid time formats are any of the three (3) defined below:
Hour definition: '@h##@' (where ## represent an hour from 0-23 “Military Hours”)

Day definition: '@d#@' (where # represent a day-of-week from 0-6 "Sun-Sat")
Date definition'@D####i## @' (where #####H#H represent a date from YYYYMMDD)

All users can be represented by a (*). All groups can be represented as <*>; all VOBs can
be represented as [*]; all elements can be represented by {*}; all Views can be represented
as %%*%; all Times can be represented as @h*@, @d* @ or @D*@); all ClearCase Regions

can be represented as ‘*’; all values that the ABS TRIGGER POLICY environmental
variable will match against as "*”.

For more examples of pattern characters that can be used, refer to the sections on Dynamic

Variables, Pattern Matching and aliases.

Example Type Example
Empty List N
Single user entry ; (userl) ;
Single group entry ; <janitors> ;
Single VOB entry ; [/vobs/a_vob] ;
Single Element entry ; {/vobs/a_vob/some file.c} ;
Single View entry ; Yonight build view% ;
Single Hour entry (11pm — midnight) ; @h23@
Single day entry (Sunday) ; @d0@ ;
Single Date entry (Feb. 19, 2005) ; @D20050219@)
Multiple VOB entries (UNIX/Windows) ; [\a vob] [/vobs/a vob] [\b vob] ;
Multiply Populated List ; (Jit) (qa_#*) <dev1> ~interns [/vobs/a vob] ;
all users ; ()5
all elements ; 441
particular elements ; {/vobs/a/src/foo.c} {\vob a\foo.?} ;
select elements ; {*.c} {/vobs/*/src/*} ~core code ;
all Windows VOBs s [V
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all UNIX VOBs ; [/*];
All times ; @d*@ ;

select hosts ~

; learth| [build ##] ;

Particular ClearCase Regions

; ‘development’ ‘webdoc’ ‘US *’ ;

All ClearCase Regions

BELE SN

L&)

Current VOB owner

Current VOB’s Primary Group ; <&> ;

Top of VOB {&Y;

“src” directory at top of VOB ;{&/sre} ;
During “Code Freeze” ; “code freeze” ;
In any testing phase ; “est *A

* hostname patterns added in 14.1

Remember that when using group names any windows clients that access the VOB
must have the CLEARCASE PRIMARY_ GROUP Environmental Variable set.

Only_List

When Trigger_List_Type is equal to 'O’ or “0’, then the Trigger_list represents an
Only List. When there are no entries in the list, no users that are allowed to perform
the command action will also cause any defined custom triggers scripts or cause the
display of user defined GUI dialogs. When populated the list describes the conditions
where the matching command will cause any defined custom triggers scripts or cause
the display of user defined GUI dialogs. If the Trigger List Typeis ‘O’, “full
matching” applies, and list items of the same type are ORed together and list items of
different types are A/NDed together before the list is tested. If the Access List Type is
‘0’, “single matching” applies, and all list items of any type are ORed together before
the list 1s tested.

The Only List contains zero or more user-ids, group names, VOB tags, element names,
view names or times enclosed by semicolons (;).Users ids are surrounded by parentheses
(e.g. (userl) ). Group names are surrounded by brackets (e.g. <groupname>). VOB tags
are surrounded by square brackets (e.g. [/vobs/a_vob] or [\a_vob]); VOB:Replica can also
be designated (e.g. [/vobs/a_vob:original] or [\a_vob:atl]). Elements are surrounded by
curly braces (e.g. {\vobs\a_vob\src\foo.c}). }). Views are surrounded by percent
characters (e.g. %a_view%). Times are surrounded by ‘@’ characters (e.g. @time@).
Hostnames are surrounded by pipe characters (e.g. |earth|). ClearCase Regions are
surrounded by single quote characters (e.g. ‘development’). The values that the
environmental variable ABS TRIGGER POLICY are matched against are surrounded by
the carat characters (e.g. “development™).

Valid time formats are any of the three (3) defined below:
Hour definition: '@h##@' (where ## represent an hour from 0-23 “Military Hours™)

Day definition: '@d#@' (where # represent a day-of-week from 0-6"Su -Sat")
Date definition'@D####i## @' (where ##H##iH#iH represent a date from YYYYMMDD)
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All users can be represented by a (*). All groups can be represented as <*>; all VOBs can be
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leaiTrigger

represented as [*] or [*:*]; all elements can be represented by {*}; all Views can be
represented as %*%:; all Times can be represented as @h* (@, @d*@ or @D*@); all

ClearCase Regions can be represented as ‘*’; all values that the ABS TRIGGER POLICY

environmental variable will match against as "*”.

For more examples of pattern characters that can be used, refer to the sections on
Dvnamic Variables, Pattern Matching and aliases.

Example Type Example
Empty List N
Single user entry ; (userl) ;
Single group entry ; <janitors> ;
Single VOB entry ; [/vobs/a_vob] ;
Single Element entry ; {/vobs/a vob/some file.c} ;
Single View entry ; Yonight build view% ;
Single Hour entry (11pm — midnight) ; @h23@ ;
Single day entry (Sunday) ; @d0@ ;

Single Date entry (Feb. 19, 2005)

. @D20050219@ ;

Multiple VOB entries (UNIX/Windows)

; [\a vob] [/vobs/a vob] [\b vob] ;

Multiply Populated List

; (jit) (qa_#*) <dev1> ~interns [/vobs/a_vob] ;

all users

; ()

all elements

44

particular elements

; {/vobs/a/src/foo.ct {\vob a\foo.?} ;

select elements

; {*.c} {/vobs/*/src/*} ~core code ;

all Windows VOBs

s [V

all UNIX VOBs

ol

All times

, @d*@ ;

select hosts *

; learth| [build ##] ;

Particular ClearCase Regions

; ‘development’ ‘webdoc’ ‘US *’ ;

All ClearCase Regions

Lok

Current VOB owner ; (&) ;

Current VOB’s Primary Group ; <&>;

Top of VOB &}

“src” directory at top of VOB ;{&/sre}
During “Code Freeze” ; “code freeze” ;
In any testing phase ; Mest *A

* hostname patterns added in 14.1

Remember that when using group names any windows clients that access the VOB

must have the CLEARCASE PRIMARY GROUP Environmental Variable set.
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Series_begin_end_only_bit

A Series_begin_end_only_bit — This is the control bit that determines if any defined trigger
script or user defined GUI should execute for all elements in a series or just the first or last
element in a series. A series is defined by the ClearCase environmental variables
CLEARCASE START SERIES (set to “1” at the beginning of a series) and
CLEARCASE END_SERIES (set to “1” at the end of a series). The variables are set for
the ClearCase checkin, checkout and uncheckout commands as of ClearCase 4.2. When
this bit is set then any trigger scripts or user defined GUIs will execute only once as a pre-
op for the first element in the series or only once as a post-op for the last element in the
series.

Examples:

1 If there was a pre_checkout command key defined that caused a trigger (BUG_NUM.pl) to
fire and the bit was unset, then the BUG_NUM.pl script would fire as a pre-op for all
matching files from the command “cleartool co —nc *.c” while it would only fire once as a
pre-op for the first matching c file if the bit was set.

1 If there was a post_checkin command key defined that caused a trigger (CLOSE BUG.pl)
to fire and the bit was unset, then the CLOSE BUG.pl script would fire as a post-op for all
matching files from the command “cleartool ci —nc¢ *.¢” while it would only fire once as a
post-op for the last matching c file if the bit was set.

Bit Value Series _begin _end only flag Description
‘0’ Custom Triggers or user defined GUI only active for all elements in a series for
Pre-op triggers and Post-op triggers.
‘r Custom Triggers or user defined GUI only active for the first in the series for
Pre-op triggers and only active for the last in the series for Post-op triggers.

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 110 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1)

N
CleaiTrigger

Windows_script or Windows_iApprovelt_call (modified in 14.0)

A Windows_script — This field defines a custom pre-op/post-op script, executable or iApprovelt
call that will fire in addition to the enterprise pre-op code called by ClearTrigger when the calling
activity is invoked from a Windows operating system. The enterprise trigger will always fire
after ClearTrigger ensuring that enterprise definitions take precedence. The script can be of any
executable type. (e.g. *.bat, *.exe, *.pl, etc). The script is expected by default to reside in the
Windows Depot, but can also be described with an absolute path or a path relative to the

Windows_Depot.

NOTE: If there is a Windows script defined then the user cannot have the PERLDB_OPTS or PERL5DB
environmental variables set when the trigger fires or ClearTrigger will fail the command to prevent users from entering
the Perl debugger and circumventing custom Perl policy code written by the administrator. The ClearTrigger
Administrator can set the special ClearTrigger Override Alias ABS perl_security _override to change this behavior.

NOTE: If there is a Windows script defined as exactly “ccperl.exe” as highlighted in the table below then the
ccperl.exe executable is expected to be in the depot as previously explained, but to save network bandwidth the
ClearTrigger Administrator may elect to allow the use of local well-known ccperl.exe executables by setting the special
ClearTrigger Override Alias ABS allow_use_of local_ratl_bins to change this behavior. When set the client local
instance of ccperl.exe, cqperl.exe, creds.exe or cleartool.exe that resides in the client local directory under the
appropriate % ATRIAHOME%, % RATIONAL_HOME%, % CLEARCASEHOME% or
%CLEARQUEST_HOMEY% directories if it exists. This improves end-user trigger performance but should only be
used in an organization values this increase in performance over the slight security concern.

List Description

Windows Script Example

Empty List

2

Calling interpreted program (uses Windows_script_params field)

;ceperl.exe; \\machine\share\depot\some script.pl;

Calling stand-alone program in depot

; some_script.bat ;

Calling program from an environmental variable embedded path

;%CLEARCASE HOME%\ccperl.exe ;

Calling program not in depot by absolute path

;\\machine\share\some program;

Calling program not in depot by relative path to Windows depot

;..\ \directory\script;

Making iApprovelt approve any call

<IAl-approve any-0-1>;

Windows_script_params or Windows_iApprovelt_message (modified in 14.0)

A Windows_script_params — This field contains the Windows script parameters or iApprovelt
String definition that (if any) that would be passed to the Windows script, executable or
1Approvelt call (if any) when fired. This can include any ClearCase and ClearTrigger defined
environmental variables as well as hard-coded variables. Any environmental variables defined
in this manner are evaluated before they are sent to the called script or executable. Multiple

parameters should be space separated.

Windows param field

Example

Empty List

L)

single hard-coded parameter

;development;

single environmental parameter

;9CLEARCASE USER%;

single environmental parameter

;3CLEARCASE USER;

multiple parameters

;Sys_test development;

multiple parameters

;inform unit %CLEARCASE USER%;

Passing program to interpreter (uses Windows_script field)

;Perl.exe; \\machine\share\depot\some script.pl;

Passing parameter to iApprovelt approve any call

<IAl-approve any-0-1>;Can they checkout %eCLEARCASE PN%;
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UNIX_script or UNIX_iApprovelt_call (modified in 14.0)
A UNIX_script or UNIX_iApprovelt_call — This field defines a custom pre-op/post-op script,

executable or iApprovelt call that will fire in addition to the enterprise code called by
ClearTrigger when the calling activity is invoked from a UNIX operating system. The enterprise
trigger will always fire after ClearTrigger ensuring that enterprise definitions take precedence.
The script can be of any executable type. (e.g. *.ksh, *.sh *.pl, etc). The script is expected by
default to reside in the UNIX Depot, can also be described with an absolute path or a path relative
to the UNIX Depot.

NOTE: If there is a UNIX script defined then the user cannot have the PERLDB_OPTS or PERL5DB
environmental variables set when the trigger fires or ClearTrigger will fail the command to prevent users from
entering the Perl debugger and circumventing custom Perl policy code written by the administrator. The ClearTrigger
Administrator can set the special ClearTrigger Override Alias ABS perl_security_override to change this
behavior.

NOTE: If there is a Windows script defined as exactly “ccperl as highlighted in the table below then the ccperl
executable is expected to be in the depot as previously explained, but to save network bandwidth the ClearTrigger
Administrator may elect to allow the use of local well-known ccperl.exe executables by setting the special
ClearTrigger Override Alias ABS_allow_use_of local _ratl_bins to change this behavior. When set the client local
instance of ccperl, cqperl, creds or cleartool that resides in the client local directory under the appropriate
SATRIAHOME, SRATIONAL_HOME, SCLEARCASEHOME or SCLEARQUEST_HOME directories if it
exists. This improves end-user trigger performance but should only be used in an organization values this increase in
performance over the slight security concern.

List Description Inhibited Users List Example
Empty List N
Calling interpreted program (uses Unix_script params field) ;Perl; /net/machine/location/some code.pl ;
Calling program from an environmental variable embedded path | ;3CLEARCASE HOME!\ccperl.exe ;
Calling stand-alone program in depot ; some_script.sh ;
Calling program not in depot by absolute path ;/net/machine/location/some _script;
Calling program not in depot by relative path to UNIX depot ;../../directory/script;
Making iApprovelt first reply call <IAl-first reply-0-1>;

UNIX_script_params or UNIX_iApprovelt_message (modified in 14.0)

A UNIX script_params — This field contains the UNIX script parameters or iApprovelt String
definition (if any) that would be passed to the UNIX script, executable or iApprovelt call (if
any) when fired. This can include any ClearCase and ClearTrigger defined environmental
variables as well as hard-coded variables. Any environmental variable defined in this manner are
evaluated before they are sent to the called script or executable. Multiple parameters should be
space separated.

UNIX param field Example

Empty List N

single hard-coded parameter ;development;

single environmental parameter ;SCLEARCASE USER;

single environmental parameter ;%CLEARCASE USER%;

multiple parameters ;design phase SCLEARCASE USER;

multiple parameters ;8ys_test development;

Passing program to interpreter (uses Unix _script field) | ;Perl; /net/machine/some script.pl;

Passing parameter to iApprovelt first reply call <IAl-first reply-0-1>;Can they checkout SCLEARCASE PN;
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Inhibit_cleartrigger_GUI_bit

A Inhibit_cleartrigger GUI_bit — This is the control bit that defines whether or not
ClearTrigger denied by custom triggers dialogs are displayed for explicit use within a
trigger key. For example, when one creates code for a pre-op trigger and that code is
executed and produces its own GUI inhibit dialog windows. Your organization might
prefer not to also see the ClearTrigger dialog window that says the command failed
because of the call to the trigger code. If this is the case, then set the bit value to “1” to
disable the additional ClearTrigger GUI dialog. To use the ClearTrigger GUI dialog, set
the bit value to “0”. If you set the bit value to "1" and do not specify a script to be
executed, the ClearTrigger dialogs will be used by default.

Bit Value Inhibit_cleartrigger GUI bit Description
‘0’ Enable ClearTrigger dialogs.
‘r Disable additional ClearTrigger dialogs — rely only on custom written dialogs

User defined GUI capability

In ClearTrigger one may create their own dialog windows that ask questions or ask for input
without having to write code that uses clearprompt, worry about temporary file creation or file
cleanup. Three fields are added near the end of each command key that allows you to define
a prompt dialog, question dialog, selection dialog or alert dialog; the text display as well at the
allowed and default buttons can also be defined.

;{dialog_type};{dialog_prompt};{dialog_mask or default_string or dialog_choices};

Dialog_type
Dialog_type — Contains a dialog_type value where:
Value Defines this feature as...
‘E’ No dialog is requested
‘Q A Question dialog is requested
‘P’ A Prompt Dialog is requested
‘S’ A Selection Dialog is requested
‘M’ A Multi-Selection Dialog is requested
‘A’ An Adyvise Dialog “modeless message” is requested

The value of the first field determines what fields afterwards are required and how they are
interpreted. Examples of each Dialog_type are below:

'E;
;Q;{dialog_prompt};{dialog_mask};
;P;{dialog_prompt};{default_string};
;S;{dialog_prompt};{dialog_choices};
;M;{dialog_prompt};{dialog_choices};
;A;{dialog_prompt};
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Dialog_prompt

Dialog_prompt — Contains a dialog prompt value where (prompt, question or message) is any
string without semi-colons ‘;’ in it. This is the prompt, question or request that is displayed. For all
dialog types except the Advise Dialog the dialog can wait for user input.

Dialog_mask or dialog_string or dialog_choices

This is a multi-purpose field whose function depends on which dialog type is selected. The
field is either a dialog _mask, default string or dialog choices.

Dialog_mask — If the dialog_type is a Question Dialog type then this contains a mask string
containing zero or more button characters in any order from the characters (‘C’,’N’,”Y"):

Value Displays this button
‘C Cancel
‘N’ No
Y’ Yes

Only buttons in the mask are displayed and always in this order Yes, No, Cancel when they exist.
The first button requested is the default button and is pre-selected in the displayed dialog.

The command key with GUI definition fields like:
“;Q;I don’t want you to do this...;C;” or “;Q;This is a question?;YNC;”

Produces dialogs like the ones below respectively:

ClearCase ClearCase

@ | don't want you to do this... @ This is a question?

Mo | Cancel |

Where the environmental variable CLEARTRIGGER _DIALOG_REPLY would be set to 0
for Yes or 1 for No and is available for use in triggers defined within the command key.
When Cancel is selected it always stops the processing.

Default_string — If the dialog_type is a Prompt Dialog type then this contains a string (possibly
empty) that constitutes the displayed default string in a text dialog box.

The command key with GUI definition fields like:
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i; P, Please input a defect number é; ;0 or i; P; This is a que

Produces dialogs like the ones below respectively:

Default answer.. |

ok | Cancel | [ ok | cancel |

The OK and Cancel buttons always apply. The environmental variable

CLEARTRIGGER DIALOG_REPLY would be set to 0 for OK and is available for use in
triggers defined within the command key. When Cancel is selected it always stops the
processing.

The environmental variable CLEARTRIGGER_REPLY_STRING would be set to the input
string and is available for use in triggers defined within the command key. Where the
environmental variable CLEARTRIGGER_DIALOG_REPLY would be set to 0 for Yes or
1 for No and is available for use in triggers defined within the command key.

Dialog_choices — If the dialog_type is a Selection Dialog type then this contains a comma °,’
separated string that constitutes the displayed choices that may be selected in the dialog box.
The command key with GUI definition fields like:

i; S; Please input a branch modeé;integration,system test, u

Produces dialogs like the one below:

ClearCase

Pleaze input a branch mode. ..

integration
systern test
unit test
private

Abort |

The Yes and Abort buttons always apply. Only single selection is supported. The
environmental variable CLEARTRIGGER _DIALOG_REPLY would be set to 0 for Yes
and is available for use in triggers defined within the command key. When Abort is selected
it always stops the processing.
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The environmental variable CLEARTRIGGER RESULT_ STRING would be set to the
selected choice and is available for use in triggers defined within the command key.

Dialog_choices — If the dialog_type is a Multi-Selection Dialog type then this contains a
comma °‘,” separated string that constitutes the displayed choices that may be selected in the
dialog box.

The command key with GUI definition fields like:

i; M; Who should be notified?;cclarke,jlungu, rcarter, sl ewand

Produces dialogs like the one below:

ClearCase ‘

Whao should be notified?

cclarke
jlungu
rcarter
slewand

The Yes and Abort buttons always apply. Multi-selection is supported. The environmental
variable CLEARTRIGGER_DIALOG_REPLY would be set to 0 for Yes and is available
for use in triggers defined within the command key. When Abort is selected it always stops
the processing.

The environmental variable CLEARTRIGGER_RESULT_STRING would be set to a comma-

separated list of the selected choices and is available for use in triggers defined within the
command key.
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Modeless Dialogs
The Advise Dialog type is a “modeless” dialog. It does not wait for user input, it displays a

message that the policy maker deems appropriate and continues processing, it has no bearing
on determining if a trigger completes or not.
For example, the command key with a GUI definition field like the one below:

“;A;Don't forget to inform QA...;”

Produces a dialog like the one below:

ClearCase

1\.) Don't forget to inform QA...

The Yes or OK button is displayed, but the dialog is modeless (does not wait for an answer to
continue), does not affect whether the command continues and is strictly informational in
nature.

The environmental variables CLEARTRIGGER _DIALOG REPLY and
CLEARTRIGGER_RESULT_STRING are undetermined in this case.
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Partial Key processing

To increase both speed of execution and speed of user key development partial command key
definitions are implemented.

So, to inhibit checkouts for all users except special users one might use the key below that has
all key fields defined:

pre_checkin;R;;x;050;D55N5505555505 K555
This key will of course work, but the key below will suffice:
pre_checkin;R;;X;

Since nothing past the region_inhibit field provided any value to the key nothing past that
field is required.

You can change keys in the clearbits file manually or use the ClearQuery application.
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iIApprovelt Project Definitions (New to 14.0)

An iApprovelt Project is simply a group of individual members that can be simultaneously
informed or asked for permission or advice in real-time for future actions. Members can be in
several projects as their roles dictate. For example, the user Joe Doe can be a member of
“Acme CXOs” as well as a member of the “Software Managers” if Joe functions in both of
those roles. So, a Project is simply a group of individuals that serve a role in your
organization.

Projects are created and intended to be notified or queried together when certain actions are
performed or about to be performed.

For example, the Project “Company CXOs” might contain an organization’s C-Level
executives (CEO, CTO, CFO, CSO, etc.). Now the “Company CXO’s” can be notified when
certain actions are performed or even queried for their approval before the action is performed.
The “Company CXOs” can instantly vote on whether and action should be allowed or
disallowed depending on the resulting desired condition. For example, if a controlled action
was attempted by a user that required CXO “approval” the action could be
allowed or not pending the instant CXO Group opinion of the CXO
members where either:

Acme CXOs

1 First responding CXO response determines the outcome

T Any CXO member “approval” allows the action

1 Any CXO “objection” prohibits the action

1 A majority CXO opinion determines the outcome

1 A “unanimous” CXO approval is required to allow the action

Additionally, Project “Company CXOs” might wish to be notified if before or after allowed
actions are performed or denied by company policy. For example, the CXO members might

want to be notified when someone starts or completes a particular ClearCase command.

You can create or edit iApprovelt Projects without cost by visiting the iApprovelt for
ClearCase server at:

https://iapproveit.abs-consulting.com/iApproveCt

This server is dedicated to managing iApprovelt data calls origination from the
ClearCase/ClearTrigger/iApprovelt integration. This link is not to be confused with the
management of iApprovelt data calls origination from the iApprovelt client located at:

https://iapproveit.abs-consulting.com/iApprovelt
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To create a project, complete the form provided on the Projects:Create screen. All the fields
are required and guidance on valid values is given. Description of each required field follow:

)l

Project Name — A unique name within
your owned Projects that you and its
members or perspective members can use
to identify the Project. This Project Name
shows in the user visible selection list.

Description — A short description on the
Project. This is only seen by the Project
Owner.

Passphrase — This is something you might
share with others that you might allow to
create request instances of this Project
(those individuals that might be
responsible for creating policy). This is
used to make an iApprovelt Key Alias
Definition in your clearbits file.

Min. and Max Duration — These define
for the project the minimum and maximum
values duration for which project instance
requests of the project can be defined. In
this example, instance requests can have a
maximum wait time between 1 and 10
minutes inclusive defined for any request
of this Project Type.

Idppra velt .

Associates | .- | Configure | Logout
Edit Web Test

Please enter the required Project Name. This can
contain 3-18 characters within the [a..z], [A..Z], [0..9], [
=+-_."] character sets.

You currently have 13 Projects defined:

Q, C_Level 2
Q, Documentation Team
@, Lead Developers

@, Project Managers ™
— New Project Details
Project Name: [Supelr Heros v
Description: Gadget heros W
Passphrase: GetItDone v

Min. Duration: 1 minute v 4/
Max. Duration: 10 minutes v
Privacy: Public @ Private

Create New Project } [ Clear Project

iApproveCt ©@2024 A Better Solution, Inc. All rights reserved. .

Privacy — This controls who from your associates can see your Projects. For Private
Projects, only members of the Project may see the Project Name in Project List. For
Public Projects can be seen by all your associates. Only your Associates can see your
Projects. Public Project are prefaced with the Public Project Indicator R in Project
List or Pulldowns while Private Projects are prefaced with the Private Project

Indicator & .

Selecting an existing Project in the Project List will prepopulate all fields with the current
values of that Project as a quick means to clone a project from an existing project.

Populate the required fields then select Create New Project button to create a new Project.
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View or Edit “Self-Owned” Projects
To edit an existing Project that you own/created, navigate to

Appro velt

the Projects:Edit screen as depicted to the right.

Associates
| Create |

Edit

Select from the “Self-Owned” Projects List. Projects are
listed by Project Name in alphabetical order.

Public Project are
prefaced with the Public
Project Indicator X in
Project List or Pulldowns
while Private Projects are
prefaced with the Private
Project Indicator Q.

Select to view from (13) “Self-Owned" Project(s)

ot Namy

: ned" Project(s):
ABS Admins.
Admins_and Users v

Atlanta Hawks

C_Level

'nn All rights reserved.

Contractors
Documentation Team

Interns

List, Edit or Remove your currently owned Projects.

Select to view from (13) "Self-Owned" Project(s)

iate-Owned" Project(s):

Select from your 15 "A

*

Lead Developers

iApproveCt ©@2024 A Better Solution, Inc. All rights reserved.
J

Project Managers When a “Self-Owned”
QA Managers
QA Testers

SW_Developers

Project is selected, the Project attributes Name,

Description,
Passphrase, Min.
Duration, Max. Duration and Privacy are displayed and

PPPPPPPPPPPPLS

System Admins.

Appro velt a

editable.

You can also add/remove Project Membership to

Associates {05 - Configure \ Logout
[ Create [P73

include/remove yourself or any of your Associates by:

9 Selecting the Apply All @ to add yourself and your
Associates to the Project.

9 Selecting the Apply All O to remove yourself and your
Associates to the Project.

9 Individually selecting & or O for yourself or an

Associated to toggle that users Membership.

In the Associates List, Associates are prefaced with the Email-

Only Indicator or the SMS-Enabled Indicator l .

When Project Attributes and Membership are to your liking,
select the Save Project button to save the data.

This @'widget provides a shortcut to the Projects:Web Test
screen with the selected Project Name.

This il widget opens a Project Usage Dialog that displays how,
old the Project is and how frequently it has been used.

[List, Edit or Remove your currently owned Projects. ]

Select to view from (13) "Self-Owned" Project(s)

Select from your 15 "Associate-Owned

*|+ (Project Owner) Project Name

(privacy) Project Name
@ 0a Managers

" Project(s):

v

— "Self-Owned" Project Details

Name: QA Managers
Description: |democ

Passphrase: abs_demo_pp

Min. Duration: | 4 minutes v

Max. Duration: | 14 minutes v

Privacy: Public O Private ®

E6AT0aee /0BIe53C g)
f 3 0f 24 Members: o @& 44444444 (you) A
(select to toggle)
O & 4thquarterlou
T cciu
Apply All: M or O D l . 9
— 0O & clintcapella
O { dandeeter v
M 1 rafaria

save Project | [ Delete Project | [ Project Stats

ThelProject IDI is used to make an

iApprovelt Key Alias Definition in your clearbits file.

iApproveCt ©2024 A Better Solution, Inc. All rights reserved. |

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 121 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1)

Edit “Associated-Owned” Projects

To edit an existing Project that is owned by one of your
Associated, navigate to the Projects:Edit screen as
depicted to the right.

Select from the “Associated-Owned” Projects List. You
can see the Public Projects owned by your Associates or
Private Projects if you are currently a Member of the
Private Project.

Projects are listed by Project Owner then Project Name
in alphabetical order

Select from your 15 "Associate-Owned" Project(s):

* |+ (Project Owner) Project Name

v

(cciug) first project

(jayb72) scm_supprt
(johncollins) Project JC
(kriscochran) Test

(kwcreager) Kens First Project

(rjcarter) A Projdd

% % % % % %

(ricartery a vacm N

Projects that you are currently a member of are prefaced
with the Project Member Indicator *, while Project List
Pulldown while Projects where you are NOT a member
are prefaced with the Project Non-Member Indicator

x,

Once an “Associated-Owned” Project is selected, your
Project Membership is displayed, and you can toggle
your Membership to the Project.

. . You ARE NOT a Project member
You will see either see .

indicating you are
currently NOT a Project
Member. In which case select the Add me to this
Project button to add yourself to the Project.

| Add me to this Project |

Or you will see indicating
you ARE currently a
Project Member. In which
case select the Remove
me from this Project
button to remove yourself to the Project. With either

You ARE a Project member

Remove me from this Project ]

N
Cleairigger

I4pproveIt .

Associates I 250 Configure | Logout
|_Create | Edit

List, Edit or Remove your currently owned Projects.

Select to view from (13) "Self-Owned" Project(s)

(privacy) Project Name

v

Select from your 15 "Associate-Owned" Project(s):

*|% (Project Owner) Project Name

v

iApproveCt @2024 A Better Solution, Inc. All rights reserved.

Idpproveﬁ o

Associates TS Configure \ Logout
| _Create |-

List, Edit or Remove your currently owned Projects.

Select to view from (13) "Self-Owned" Project(s)

(privacy) Project Name

v

Select from your 15 "Associate-Owned" Project(s):
* |+ (Project Owner) Project Name

v

¥ (cciuag) first project

— "Associate-Owned" Project Details
Name: first project
Description: desc
Privacy: public
Owner ID: cciug
Owner Name: Cciug Abs

Yo

| Add me to this Project |

iApprovelt 1 A Better Solution, Inc. All ri Tfeserved.

action the Project Owner is automatically notified of this change by email.
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Using and Testing Project communication from the Web Client
The Projects:Web Test screen allows you to test and use instances of your Projects in

limited fashion. This screen is excellent for testing your
Projects to get a feel of how it will appear to your users
during ClearTrigger iApprovelt calls or for executing real-
time Associate Polls and request for Advice. In most
instances Project request will come from use of the
iApprovelt Client.

First, if you have a
single Project . .

. . (privacy) Project Name
prior to entering N
this screen, the
screen is pre-
populated with
that Project’s
information. If
you have more than one Project, then you are first shown a
Project Selector like this one where you could select the
Project you wish to display.

Select to view from (2) "Self-Owned” Project(s)

Q Marvel
Q QA Team

The Project Names are prefaced with the Public Project
Indicator  or the Private Project Indicator Q.

The “Self-Owned” Project Details section shows summary
information about your selected Project - the Project

™ 4
_ApproveIt
Associates Configure \ Logout \

| Create | Edit [NVEIRCS

[Test or Use your currently owned Projects.

Viewing your only "Self-Owned" Project

(privacy) Project Name

—Q __ OATeam ya

"Self-Owned" Project Details

Name: QA Team
Description: QA Test Team

3 Members: | — jronman (you)
& batman
#  superman
Build Project Request
Request Kind: advice v
Max. Duration: 1 minute v

Comment:
(required)

Z

[ Show Client Request Command ] [ Execute Web Request

iApproveCt ©2024 A Better Solution, Inc. All rights reserved.

Name, Description and the current Project Members are displayed.

The Project Members are prefaced with the Email-Only Indicator or the SMS-Enabled

Indicator '. .

If you need to make changes to the Project, click on the Project Editor Shortcut icon
& which will take you directly to the Projects:Edit screen with the current Project pre-

selected for display.

The Build Project Request section
allows you to build the Client Request
Command that can be used to request
Real-Time input from the Project

Build Project Request
Request Kind: advice v

Max. Duration: 1 minute v

Members to be used as a process point Comment:

in external program or process or for
Real-Time Web Request.

(required)
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Select a Request Kind that defines how the request will act during web-side or client-side
execution. For all actions, all members of the Project are informed of the action, the Request
Kind determines how or if the Members input is interpreted determining how that input will
change the process flow for the effected end-user. Descriptions of the different Request
Kinds are in the table below.

Request Kind Purpose

advice Inform the members of the Project and allow them to provide real-
time advice to the user attempting the controlled for up to Max.
Duration Minutes, then allow the action to proceed.

approve_any Request approval from the Project members and approve the action
if ANY responding member approves the action within Max.
Duration Minutes.

approve_majority Request approval from the Project members and approve or deny the
action based on the opinion of the MAJORITY of the expected
responding members within Max. Duration Minutes.

approve _unanimous | Request approval from the Project members and only approve the
action if ALL members UNANIMOUSLY approve the action within
Max. Duration Minutes.

first_reply Request approval from the Project members and approve or deny the
action based on the FIRST responding member within Max.
Duration Minutes.

objection Query the Project members for 'objections' to the action and
PREVENT the action if ANY member 'objects' to the action within
Max. Duration Minutes.

gripe Inform the members of the Project and PREVENT the controlled
action to proceed. Max. Duration Minutes is ignored.
silent Silently inform the members of the Project of the action being

performed without informing the user attempting the action. Max.
Duration Minutes is ignored.

tell Inform the members of the Project of the action being performed.
The user attempting the action is informed that the Project members
are also informed. Max. Duration Minutes is ignored.

Select a Max. Duration for the Project Request Instance. This would be the maximum time
to wait for Project Member input or advice before proceeding or not with the controlled
command. The range that will be allowed to be selected from is determined by the Project’s
Minimum Duration and Maximum Duration attribute values. This field is not editable and
ignored if the Request Kind is either Gripe, Silent or Tell.

Provide a required Comment. The comment should be from 3-100 characters. The comment
can contain environmental variables which are evaluated during instance execution ($env_var
for UNIX and MacOS operating systems and %env_var% for Windows operating systems).
This comment is displayed to Project Members during notification.
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Once you have completed the Request Kind, Max. Duration and Comment fields you can
select either the Show Client Request Command button or Execute Web Request button.

— Build Project Request
Request Kind: approve_majority

Max. Duration: 3 minutes v

A

Comment: Can | build and release the

(required) ' n1andarin Destroyer?

Y

Show Client Request Command ] { Execute Web Request }

Selecting the Show Client Request Command button
shows the Command Line Display dialog which
displays the actual command that could be used to

execute the desired policy on a client machine. \

Again, this is valuable when you are first learning the
commands you want to use in scripts.

Selecting the Email Me button will send an email with
the command and instructions on its use to your
account’s email address. This is both helpful for
ensuring that you have access to the correct command
where you need it or for forwarding that email to
someone that needs to implement the proper policy on
your behalf.

~
(e0e |

FYI: You can use the iApprovelt client to
control commands and applications in this
manner by invoking the command below:

iApprovelIt 60f8625d7895cf31f4098d3d
approve_majority "Can I build and release
the Mandarin Destroyer?"” GetItDone
-max_minutes=3

Would you like the command and expanded
instructions emailed to you or would you
like the command string copied to the
clipboard for pasting?

[ Email me ] [ Copy to Clipboard ]

Selecting the Copy to Clipboard button will copy the command to your clipboard (cut/paste
buffer) so you can conveniently paste into any command window or open script you are

creating.

Selecting the Execute Web Request button from the Projects:Web Test screen performs an
1Approvelt web request. This is useful for testing the Project Instance, learning about request
or actually using in real-time to get advice or perform an Associate Poll or Request for

Advice.

— Build Project Request

Request Kind: approve_majority

Max. Duration: 3 minutes ~

v

Comment: can | build and release the
(required)  \jandarin Destroyer? y

Show Client Request Command @Web Request D
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This is an approve_majority request type sent by
Tony Stark with a comment, “Can I build and
release the Mandarin Destroyer?” sent to, the
Project Members Bruce Banner, Bruce Wayne and
Clark Kent.

The Project Members will get instant notifications
to their phone, email or both and they would look
like to the one below:

Hello Bruce,

Please be advised, Tony Stark is performing an
action:

Can | build and release the Mandarin
Destroyer?

This message is of the approve_majority type so,
your immediate real-time permission/advise is
requested for this action as one of the 3 members of
the "QA Team" Project.

The majority of the Project member responses will
determine if this action is allowed or not for Tony.

Comment:
(optional)

(Time Remaining to Respond = 2:40)

| Approve ] I | Reject l

The Project Members have 3 minutes to give their
approval and in this instance 2 members must
approve the request before it is allowed.

Bruce Banner approved the request and provided a

.",;Trigger

#

Idppro velt

Associates W 7250 Configure |

Logout

[The Request was sucessfully sent. J

Select to view from (2) "Self-Owned” Project(s)
(privacy) Project Name

Q. oA Team ¥ éf

— Executing - Project Request

An "approve majority" Request
With a comment of: "Can I build and
release the Mandarin Destroyer?"
Was sent to 3 members

- Bruce Banner

- Bruce Wayne
- Clark Kent
With 3 minutes to reply...

—— Any timely responses are below: —-—
Bruce Banner responded with an APPROVAL
and a comment of: Yes, but Hulk smash with
bare hands..

Bruce Wayne responded with an APPROVAL.

-——— Connection Closed
Sent Approved Rejected Unresponded
3 2 0 1

=== Action was APPROVED ===

Close Execution Window

iApproveCt ©2024 A Better Solution, Inc. All rights reserved.

comment of “Yes, but Hulk smash with bare hands.” and Bruce Wayne gave their approval
with no additional comment. Since 2 is a majority of 3, there is no need to wait longer for
Clark Kent’s response and the Action would have been APPROVED.
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iIApprovelt Project Calls and Messages (New to 14.0)

The iApprovelt Integration program uses the dialog_type to decide how it will communicate
with the Project Members. The project administrator can create active notifications that are
sent via email and/or mobile devices of the Project members. Those Project members are
notified in real-time and can also provide instant real-time permission to "approve" the
execution of the action or can "deny" permission, so this action is not performed.

IApprovelt Call definitions

The ClearTrigger iApprovelt integration program uses the dialog type to decide how it will
communicate with the Project Members. The project administrator can create active notifications
that are sent to the devices of the Project members. Those users can provide instant permission to
"approve" the execution of the action or can "deny" permission, so this action is not performed.

There are nine (9) iApprovelt dialog_types and they fall into three (3) categories:

dialog_type categories description
"Permission' or "voting" Where the process waits for an “approval” or “disapproval” from
the voting Project Members
"Advice" request Where the process requests and waits for “advice” from a Project

Member before the process continues.

"Notification Only" request | Where the process informs Project members and allows the
process to continue.

The five (5) valid "Permission or Voting" dialog_types and their descriptions are depicted
in the table below:

dialog type "Voting" Condition Required for Approval
approve_any approval from "any" one of the project members
approve _first approval from the "first" responder from the project members
approve_majority approval from a "majority" of the project members
approve unanimous | approval from "all" of the project members
objection approved if "none" of the project members object

A Maximum of 60 seconds is waited for a “decision” by the Project Members before “non-approval”
is assumed the exception being the “objection” type where if no “objections” are received by the
Project Members within the 60 seconds allows the process to proceed.

The one (1) valid "Advise" dialog_types and its descriptions is depicted in the table below:

dialog_type Condition Required for Continuation

advice inform "all" of the project members that this action has been completed or is about
to start and ask each Project Member for "advice". It returns the "advice" of the first
responding Member before proceeding. It does not inhibit the invoking action.
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A Maximum of 60 seconds is waited for “advice” by a Project Member before the process is
allowed to proceed.

The three (3) valid "Notification Only" dialog_types and their descriptions are depicted in
the table below:

dialog type Notification Performed

tell inform "all" of the project members that this action has completed or is about to
start. It does not inhibit the invoking action.

Note: it informs the user that the notification to Project Members is being performed.

silent inform "all" of the project members that this action has completed or is about to
start. It does not inhibit the invoking action.

Note: it does NOT inform the user that the notification to Project Members is being
performed.

gripe inform "all" of the project members that this action has completed or is about to
start. It always inhibits the invoking action.

Note: it informs the user that the notification to Project Members is being performed.

To view examples of the use of these aliases refer to the section entitled - iApprovelt Key Alias
Use and examples.

IApprovelt Message String definitions

ClearTrigger iApprovelt String Definitions allow you to define the customized message provided
to the real-time notification sent to the Project Members as part of the real-time email or mobile
phone enabled policy in your triggers.

First you define iApprovelt Key Definitions in your clearbits file then you refer to those definitions
in the Windows _iApprovelt message and/or UNIX iApprovelt message portions of Command
Key Definitions.

To view examples of the use of these Message String definitions refer to the section entitled -
iApprovelt Key Alias Use and examples.

IApprovelt Key Alias Use and Examples

ClearTrigger iApprovelt Key Definitions allow you to use real-time mobile phone enabled policy
in your triggers. First you define iApprovelt Key Definitions in your clearbits file then you refer to
those definitions in the Windows iApprovelt call and/or UNIX iApprovelt call portions of
Command Key Definitions.

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 128 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1) ¢

earTrigger

For example, if in the clearbits file iApprovelt Key Definitions can be defined with a reference
key number (00-99) followed by an iApprovelt project_identifier and project_passphrase of

the form:

#liapproveit key def {key number} {project identifier}={project passphrase}

Where examples of an iApprovelt Key Definition would resemble those definitions below:

#!iapproveit_key def 00 65b59d93ab97f7024bleb063=iai_passphrase
#liapproveit_key def 01 663cd790ab97f7024b1eb946=another passphrase

Once defined in the clearbits file iApprovelt Key Definitions can be used in the
Windows_iApprovelt call and/or UNIX iApprovelt call portions of Command Key Definitions

in the form below:

<IAl-{iApprovelt_key_ type}-{iApprovelt_alias_number}-{iApprovelt_wait_limit}>

Where the iApprove_key_type would be one of the 9 from the table below:

iApprovelt Purpose
key_type

advise Inform "all" _Project Members that th_is action was completed oris about. to start and request thei_r real-timf.: advice.
The user waits for up to wait_limit minutes for the Project Members advice before proceeding with the action.

i Inf(?rm "gll" Project Membelfs that this action was completed or is about to start. The user is informed that
notifications were sent to Project Members.

: Inform "all" Project Members that this action was completed or is about to start. The user is NOT informed that

silent . . .
notifications were sent to Project Members.

BEpe Inform "all" Project Members that this action invoking was inhibited. The user is informed that notifications were

sent to Project Members.

first_reply

Inform “all” Project Members that this action is requested by the user. Accept the “first” responding members
answer as the projects answer for permission. Wait no longer than wait_limit minutes before accepting the default
answer of no permission.

objection

Inform “all” Project Members that this action is requested by the user. The user is allowed to perform the action
unless any of the project members “object” to the action within the timeframe of wait_limit minutes. If no
“objections” are provided within the timeframe, or all members respond to allow the action before the timeframe
then the action is allowed.

approve_any

Inform “all” Project Members that this action is requested by the user. The user is allowed to perform the action
unless any of the project members “approve” of the action within the wait_limit minutes timeframe. If no
“approvals” are provided within the timeframe, or all members respond to deny the action before the timeframe
then the action is NOT allowed.

approve_majority

Inform “all” Project Members that this action is requested by the user. The user is allowed to perform the action if
a majority of Project Members “approve” of the action within the wait_limit minutes timeframe. If no majority of
“approvals” are provided within the timeframe, or all members respond to deny the action before the timeframe
then the action is NOT allowed.

approve_unanimous

Inform “all” Project Members that this action is requested by the user. The user is allowed to perform the action if
all Project Members unanimously “approve” of the action within the wait_limit minutes timeframe. If no
unanimous “approval” is provided within the timeframe, or any member responds to deny the action before the
timeframe then the action is NOT allowed.

So given the examples of iApprovelt Key Definitions below:

#liapproveit_key def 00 65b59d93ab97f7024b1eb063=iai_passphrase
#liapproveit_key def 01 663cd790ab97f7024b1eb946=another passprase
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some examples of the use of those iApprovelt Key Definitions and their purpose are listed in
the table that follows:

Example iApprovelt definition use

Description

pre_checkout;R;;0;0;0;D;;N;;0;<IAl-advise-0-1>;$CLEARCASE_USER is checking out SCLEARCASE_PN - do you want to provide guidance?;

Informs the members in the associated iApprovelt Project (project 0) via email and/or text that the user is attempting a checked out the named file. Force the user
to wait no longer than 1 minute for real-time advice from those members before continuing with that action.

post_checkout;R;;0;0;0;D;;N;;0;<IAI-tell-0-1>;$CLEARCASE_USER checked out % CLEARCASE_PN%.;

Informs the members in the associated iApprovelt Project (project 0) via email and/or text that the user has checked out the named file. The user that performed
the checkout is informed that Project Members were informed.

post_checkout;R;;0;0;0;D;;N;;0;<IAl-silent-0-1>;$CLEARCASE_USER checked out % CLEARCASE_PN%.;

Informs the members in the associated iApprovelt Project (project 0) via email and/or text that the user has checked out the named file. The user that performed
the checkout is NOT informed that Project Members were informed.

pre_checkout;R;;0;0;0;D;;N;;0;<LAI-gripe-0-1>;$CLEARCASE_USER was prevented from checking out % CLEARCASE_PN%.;

Prevent the user from performing a checkout on the named file and inform the members in the associated iApprovelt Project (project 0) via email and/or text that
the user was prevented from checking out the named file. The user that performed the checkout is informed that Project Members were informed.

pre_checkin;R;;0;0;0;D;;N;;0;<IAI-first reply-0-1>;Do you wish to allow SCLEARCASE_USER to check in SCLEARCASE_PN?;

Ask all of the members in the associated iApprovelt Project (project 0) for their real-time approval of the user performing this action (checkin) via email and/or
text. Accept the answer provided by the “first” responding Project Member. Wait no longer than 1 minute before assuming that no permission is allowed. The
user that is attempting the checkin is informed that project members were contacted for permission. The user can see in real-time any advice or comments the
Project Members provide.

pre_checkin;R;;0;0;0;D;;N;;0;<IAl-objection-0-2>;Do you wish to allow SCLEARCASE_USER to check in SCLEARCASE_PN?;

Ask all members in the associated iApprovelt Project (project 0) for their real-time approval of the user performing this action (checkin) via email and/or text.
Deny the action if any project member “objects” to the action within the 2-minute timeframe. Wait no longer than 2 minutes without an objection before
assuming that permission is allowed. The user that is attempting the checkin is informed that project members were contacted for any objections. The user can
see in real-time any advice or comments the Project Members provide.

pre_checkin;R;;0;0;0;D;;N;;0;<IAl-approve any-0-1>:Do you wish to allow SCLEARCASE_USER to check in SCLEARCASE_PN?;

Ask all members in the associated iApprovelt Project (project 0) for their real-time approval of the user performing this action (checkin) via email and/or text.
Allow the action if any project member “approves” of the action within the 1-minute timeframe. Wait no longer than 1 minute before assuming that no
permission is allowed. The user that is attempting the checkin is informed that project members were contacted for permission. The user can see in real-time
any advice or comments the Project Members provide.

pre_checkin;R;;0;0;0;D;;N;;0;<IAl-approve majority-0-1>;Do you wish to allow SCLEARCASE_USER to check in SCLEARCASE_PN?;

Ask all members in the associated iApprovelt Project (project 0) for their real-time approval of the user performing this action (checkin) via email and/or text.
Allow the action if a majority of project members “approve” of the action within the 1-minute timeframe. Wait no longer than 1 minute before calculating for a
majority and determining if permission is allowed. The user that is attempting the checkin is informed that project members were contacted for permission. The
user can see in real-time any approvals, rejections and comments the Project Members provide.

pre_checkin;R;;0;0;0;D;;N;;0;<IAI-approve unamimous-0-1>;Do you wish to allow SCLEARCASE_USER to check in SCLEARCASE_PN?;

Ask all members in the associated iApprovelt Project (project 0) for their real-time approval of the user performing this action (checkin) via email and/or text.
Allow the action if any project member “approves” of the action within the 1-minute timeframe. Wait no longer than 1 minute before assuming that no
permission is allowed. The user that is attempting the checkin is informed that project members were contacted for permission. The user can see in real-time
any advice or comments the Project Members provide.

Inform “all” Project Members that this action is requested by the user. The user is allowed to perform the action if a majority of Project Members “approve” of
the action within the wait_limit minutes timeframe. If no majority of “approvals” are provided within the timeframe, or all members respond to deny the action
before the timeframe then the action is NOT allowed.
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Command Permission Definitions (ClearTrigger Lite
Feature Set)

In a ClearTrigger Lite region, the final section of clearbits_files allows you to specify your
region-wide or enterprise-wide user/command permissions matrix. Command Permission
Definitions (CPD) define the matrix. Command Permission Definitions are evaluated in order
of appearance and all matching definitions are evaluated until a matching definition results in
a restriction or all definitions are evaluated.

Correct formatting of the CPD is essential to the successful implementation of ClearTrigger
Lite. There are three parts to any valid Command Permission Definition:

9 Definition_Type
1 Command_List
9 User List

The parts can come in any order and be split within the key. A CPD must exist on a single line.
White space within the CPD is ignored. CPD formatting is significantly forgiving.

Definition_Type
The definition_type identifies which type of CPD is defined. The definition_type can exist
anywhere within the CPD.

“A Indicates that the CPD is a, “Allow” command definition
“D:” Indicates that the CPD is a “Disallow” command definition

Note: The web interface pulldown choices for Definition_Type is limited to valid values
only.

Command_ List

The command_list - identifies which command (or commands) the CPD applies to. The list
is any number of commands strings where each command is preceded with a .” (period). The
command_list can exist anywhere within the CPD and be split within the CPD. White space
within the CPD is ignored.

Singular list CHECKOUT
Multiple list .checkout.checkin.chevent
All commands *
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User_List

The user_list identifies the user (or users) for which the CPD applies. The list is any number
of user_id strings where each user is surrounded by spaces “ ‘. The user_list can exist
anywhere within the CPD and can even be split within the CPD.

List Description Users List Example
Singular list ROBERT
Multiple list robert scott charles
All users *
Split list robert john A: .checkout sara james

Example CPDs

CPD can be used to define either who can perform a command within the region or who
cannot. CPDs with an “A:” (for allow) within the definition define who can perform the
command. CPDs with a “D:” (for disallow) within the definition define who cannot perform
the command. Both definitions may be used. Keys are evaluated in order of appearance
until the user is disallowed or no more matching keys exist in the clearbits_file. If a CPD has
both an “A:” and “D:,” the “D:” takes precedence.

(Disallow Users)

Any CPD in the clearbits_file that results in a user being prevented from performing a
command will result in a dialog like the one below:

ClearCase |

® Acme Company, Inc. standards prohibit vou from performing the [rmelem] command.

Policy: Prevent specific users from executing a command on all VOBs in
a ClearTrigger Lite region.

It is possible to prevent users “Raman and Fred” from performing checkins in any
VOB without having to visit each VOB. Simply add a Disallow type CPD to the

clearbits_file. Three equivalent keys are shown below; any one of them would suffice.

D:.checkin raman fred
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.checkin raman fred D:
D: .checkin raman fred

Policy: Prevent specific users from executing several commands on all
VOBs in a ClearTrigger Lite region.

It is possible to prevent “Josh” from performing checkins, chevent or rmelem
commands in any VOB without having to visit each VOB. Simply add a Disallow
type CPD to the clearbits_file. Any of the three equivalent keys are shown below.

D:.checkin.chevent.rmelem josh
josh .chevent.checkin.rmelem D:
.chevent .checkin D: josh .rmelem

Policy: Prevent specific users from executing any command on all VOBs
in a ClearTrigger Lite region.

It is possible to prevent both Sam and Paul from performing any data modifying
command in any VOB without having to visit each VOB. Simply add a Disallow type

CPD to the clearbits_file. Three equivalent keys are shown below; any one of them
would suffice.

D:.* sam paul
sam .* D: paul
*.D: paul sam

Policy: Prevent all users from executing a command on all VOBs in a
ClearTrigger Lite region.

It is possible to prevent anyone from performing the rmver command in any VOB
without having to visit each VOB. Simply add a Disallow type CPD to the
clearbits_file. Three equivalent keys are shown below; any one of them would suffice.

D:.rmver *

* .rmver D:
rmver D: *
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(Allowing Users)

Any CPD in the clearbits_file that results in a user being prevented from performing a
command will result in a dialog like the one below:

ClearCase |

@ Acme Company, Inc. standards prohibit you from performing the [rmelem] command.

Policy: Allow only specific users to execute a command on all VOBs in a
ClearTrigger Lite region.

It is possible to only allow the users “charles and scott” to perform mkelem in any VOB
without having to visit each VOB. Simply add an Allow type CPD to the clearbits_file.
Three equivalent keys are shown below; any one of them would suffice.

A:.mkelem charles scott

.mkelem charles scott A:

A: .mkelem scott charles

Policy: Allow only specific user to execute certain commands on all
VOBs in a ClearTrigger Lite region.

It is possible to only allow the user “robert” to perform the mv or protect command in any
VOB without having to visit each VOB. Simply add an Allow type CPD to the
clearbits_file. Three equivalent keys are shown below; any one of them would suffice.

A:.mv.protect robert

.protect .mv robert A:
.mv.protect A: robert
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Orderless processing within the CPD

To facilitate CPD definition building, processing within the definition is order less. The operator
can quickly build definitions if it is intuitive and easily “translated” to the spoken word. Users
think differently such that one policy maker would say “I want to allow only Robert to perform
rmelem” (A: robert .rmelem). Another might think “The rmelem command is only allowed to
be performed by Robert” (.rmelem A: robert ). Still another might think “for the rmelem
command Robert is the only allowed user” (.rmelem robert A:).

All CPD are equivalent in each of these cases, thereby making it easier for policy makers
to create them.

Ordered processing within the clearbits_file

Within the clearbits_file, the CPDs are evaluated from top to bottom until a “denial” is
processed or all matching CPDs are evaluated. This allows you to make the clearbits_file
readable by streamlining the CPD or developing a hierarchy.

A:.mv.protect robert
A:.mv charles scott
D:mv.rmelem *
A:.rmelem david

In the above example, the “mv” command can only be performed by Robert, Charles and Scott.

No user can perform the rmelem command, even David included, as he would be stopped by the
3" CPD.
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Migrating from ClearTrigger 12.x (or earlier) to 14.1

The transition from 12.x versions (and older) to 14.0for ClearTrigger is rather painless. The
upgrade itself should take no longer than a few minutes once you have started. You should
pick some time when users are not accessing ClearCase and then:

1 No changes are required to upgrade a 12.x (or older) clearbits file to a 14.1 clearbits
file. All 14.x implemented clearbits file changes are additive to ClearTrigger.

1 Add the required cleartrigger_server binary in the same directory where the existing
cleartrigger binary exists.

1 Optionally, add a cleartrigger_server.conf file. By default (if cleartrigger server.conf does
not exists), the cleartrigger server binary will create a directory named _server_bucket in
the same directory where the cleartrigger and cleartrigger server binary exist. The server
processes write their logs there. This directory should be available to all cleartrigger clients
(clearcase clients that access the associated ClearTrigger Regions). If you wish to have this
logging directory designated as a different network location, then create this file and place
that location as the only line in the file:

\\some machine\some_share\ server bucket
or

/net/some_machine/some_share/ server bucket

Actually, the first line in the file is used as the new location and any other line is ignored and
treated as a comment.

Use of the cleartrigger_server.conf file is helpful when you don’t want a user writable
directory so close to the binaries as many companies protect the directories where the binaries

are as read-only.

1 Replace the ClearTrigger 12.x (or older) binaries with the 14.x binaries (cleartrigger,
clearquery and clearapply).

1 Optionally, add a cleartrigger_server.conf file

9 Inform your users to start working again.
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Migration from 13.x versions to 14.1
The transition from 13.x versions to 14.0 for ClearTrigger is rather painless. The upgrade

itself should take no longer than a few seconds once you have started. You should pick some
time when users are not accessing ClearCase and then:
1 Stop any currently running cleartrigger_server process.

cleartrigger server -stop_all

This will stop the cleartrigger server process on the local machine and any other remote
machines that are using the cleartrigger server executable.

1 Replace the ClearTrigger 13.x binaries with the 14.x binaries (cleartrigger,
cleartrigger server, clearquery and clearapply).

1 Inform your users to start working again.

Migration from 14.0.x versions to 14.1
The transition from 14.0.x versions to 14.1 for ClearTrigger is completely painless. The

upgrade itself should take no longer than a few seconds once you have started. You should
pick some time when users are not accessing ClearCase and then:

1 Replace the ClearTrigger 14.0.x binaries with the 14.1 binaries (cleartrigger).

1 Inform your users to start working again.
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ClearTrigger defined Environment Variables

When executing any user defined Windows_script and UNIX_script commands in
ClearTrigger, the following environment variables are defined in addition to the ClearCase
variables. Many oft-requested values (e.g. “VOB_owner”) that would normally require
scripting to calculate are available for you in your scripts.

*Environmental variables added in ClearTrigger versions 13.x and 14.0 are highlighted to indicate.

Environment Variable

Values

CLEARTRIGGER_BITS

The state of the calculated functionality bits as read from the clearbits _file.

CLEARTRIGGER CLEARCASE REGION NAME

Set to the current ClearCase Region Name

CLEARTRIGGER CURRENT VOB _OWNER

Set to the current VOB owner user ID.

CLEARTRIGGER DEPOT PATH

The current path to the ClearTrigger Depot.

CLEARTRIGGER DEPOT TIME

The current Depot Time: YYYYMMDD:HHMMSS

CLEARTRIGGER DEPOT WDAY

Set to [“Monday”...”Sunday”].

CLEARTRIGGER DEPOT WDAY NUM

Set to [1..7] for ( Monday- Sunday)

CLEARTRIGGER_DIALOG_REPLY

Return of the ClearTrigger Question/prompt/selection.
(dialog O=yes, 1=no, 2=cancel/abort )

CLEARTRIGGER_KEY_NUMBER

The 1-based positive integer representation of clearbits file command key
currently associated with this call (e.g. “1” would be the first key in the
file).

CLEARTRIGGER _KEY USED

The actual command key used as read from the clearbits file.

CLEARTRIGGER _NUMBER

The ClearTrigger trigger type is currently associated with the call. [1 ... 4]
for non-process VOBS (UCM) and [1...6] for process VOBs.

CLEARTRIGGER_MOTD_RESTRICTIONS

If any MOTD restrictions are defined in the clearbits file this is defined
and set to that value

CLEARTRIGGER _MOTD_SHOWING

If a MOTD string is defined in the clearbits file this is defined and set to
either “true” or “false” to indicate if any MOTD restrictions are matched.

CLEARTRIGGER _MOTD_STRING

If a MOTD string is defined in the clearbits file this is defined and set to
that value

CLEARTRIGGER OPTYPE

The “pre-op” and “post-op” value of the associated command.

CLEARTRIGGER REGION NAME

Current ClearTrigger Region Name

CLEARTRIGGER_RESULT STRING

User string input when ClearTrigger Prompt dialog is used or the selected
string if the ClearTrigger Selection dialog is used.

CLEARTRIGGER USER IS VOB_OWNER

Set to “true” if the current user is the owner of the associated VOB; set to
“false” if not.

CLEARTRIGGER_USER _IS_WEB_USER

Set to “true” if user is currently accessing from the web interface, set to
“false” otherwise.

CLEARTRIGGER VERSION

Set to ClearTrigger Version Number

CLEARTRIGGER VOB ACCESS

Set to the ClearCase VOBs access value (i.e. “public” or “private’)

CLEARTRIGGER VOB FEATURE LEVEL

Set to the current VOBs ClearCase feature Level

CLEARTRIGGER VOB HOST

Set to the ClearCase VOBs local host machine name.

CLEARTRIGGER VOB IS REPLICATED

Set to “true” if the current VOB is replicated, set to “false” otherwise.

CLEARTRIGGER _VOB_IS PROJECT VOB

Set to “true” if the current VOB is a UCM project VOB, set to “false”
otherwise.

CLEARTRIGGER VOB VOB FAMILY UUID

Set to the current VOBs family UUID value

CLEARTRIGGER VOB PRIMARY_GROUP

Set to the current VOBs primary group value

CLEARTRIGGER VOB REPLICA NAME

The current VOBs replica name.

CLEARTRIGGER _
USER IS REMOTE_CLIENT_USER

Set to “true” if the current user is using the ClearCase Remote Client, set
to “false” otherwise".
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User Defined Environment Variables

These are user defined environmental variables that ClearTrigger is aware of that the user can
change to modify ClearTrigger behavior.

CLEARTRIGGER_BIT 21_AUTO_INTERACTIVE_ANSWER | If the Regions Policy manager set has allowed auto
interactive answers for Functionality bit #21 via a
matching ABS bit 21 auto answer_allow
Override alias then setting this environmental
variable to either “yes” or “no” will auto answer
Lost+found warning dialog with this answer.
ABS_CLEARTRIGGER_VERBOSE If the user sets this variable to “high” then
clearbits_file key number appears in many dialogs
that would be displayed. Read more on the
CLEARTRIGGER VERBOSE feature.
ABS_CONTRIB_KEEP If the user sets this variable to any value then the
value of the region defined Functionality bit #20
(Auto Remove “.contrib.” files) is ignored and
.contrib. files are not removed during checkin or
uncheckout for that user.
ABS_PREFER_NO_GUI If the user sets this variable to “YES” then most of
the error dialogs that would appear when company
policy is violated that provide the user only one
answer from Yes/No/Cancel would display to
stdout instead and require no input. The single
default answer would be automatically selected.
Useful for scripts that run unattended.
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Formatted Command Keys (examples)

Adding one very powerful command key definition in the clearbits_file can provide quite a bit
of enterprise policy. The following examples will add several elements of policy to a
fictitious site and in doing so explain about formatting command keys, which can be added
and/or modified in the clearbits_file.

cmd_list (Inhibiting Users)

Policy: Prevent specific users from executing a command on all enterprise VOBs or all
VOBs in a ClearTrigger region.

To inhibit these users (raman and fred) from performing checkins in any VOB, one
can do so without having to visit each VOB. One needs only to add or modify the

cmd_users_list command key line in the clearbits.txt file to include Raman and Fred
and set the emd_list_type to ‘D’issallow.:

pre_checkin;R;;0;0;0;D; (raman) (fred) ;

If users fred or raman attempted the checkin command in any of the VOBs then this dialog or
a similar one would appear with a consistent Enterprise message:

ClearCase

@ ACME Inc. standards prohibit the user [fred] from using the [checkin] command.

cmd_list (Allowing users)

Policy: Allow only specific users to execute a command on all enterprise VOBs or all
VOBs in a ClearTrigger region.

To allow only users “charles and members of the dev group” to perform checkins in
any VOB, one can do so without having to visit each VOB. One needs only to add or
modify the ecmd_users_list command_key line in the clearbits.txt file to include
Charles and Scott and set the cmd_list_type to ‘A’llow.

pre_checkin;R;;0;0;0;A; (charles) <dev> ;
If users other than Charles or members of the dev group attempted the checkin command in

any of the VOBs then this dialog or a similar one would appear with a consistent Enterprise
message:
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ClearCase

@ ACME Inc. standards limit the [checkout] command to only the listed users or <groups>:
[ charles <dew>].

trigger_list (Fire custom trigger for all but some users)

Policy: Allow members of the “dev” group to checkin code, additionally run the
code_metrix program for everyone that checks in except “Charles” and “Scott” on all
enterprise VOBs or all VOBs in a ClearTrigger region.

To allow only developers to performing checkins in any VOB, change the
cmd_user_list and cmd_list_type fields. Then to run code metrics for everyone
except Charles and Scott, add or modify the emd_trigger_list and trigger_list_type
command _key line in the clearbits.txt file. Include Charles and Scott in the
cmd_trigger_list and set the trigger list_type to ‘N’ot_user.

pre_checkin;R;;0;0;0;A; <dev> ;N; (charles) (scott) ;0;Metrix.pl;

Only developers can perform checkins in the region. Additionally, they will all cause the
Metrix.pl program (located in the depot) to execute successfully before the checkin can
process, however Charles and Scott will not cause the Metric.pl program to execute.

trigger_list (Fire custom trigger for only a few users)

Policy: Allow developers to checkin on the bugfix branch, but when “Fred” or “Ramen”
do so, start a build for all enterprise VOBs or all VOBs in a ClearTrigger region.

To allow only developers to perform checkins in any VOB, change the cmd_user_list
and cmd_list_type fields. Additionally, to force successful compile for Fred or
Ramen, add or modify the emd_trigger_list and trigger_list_type command key line
in the clearbits.txt file. Include Fred and Ramen in the cmd_trigger list and set the
trigger_list_type to ‘O’nly_user.

pre_checkin;R; brtype<bugfix>;0;0;0;A; <dev> ;0; (fred) (ramen) ;0;Build.pl;
Only developers can perform checkins in the bugfix branch in the region. Additionally,

developers Fred and Ramen cannot checkin to that branch until they have a successful
invocation of build.pl (located in the depot).
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Sending parameters to triggers

Policy: After locking labels update website, send the label_type and an ‘L’ to the script
for all enterprise VOBs or all VOBs in a ClearTrigger region.

To add parameters to called scripts or executables place them in the parameter list filed
for each OS. Use the appropriate characters for the OS when passing environmental
variables. :

pre_lock;R; Ibtype<-all>;0;0;0;D;;N;;0;Update_web; % CLEARCASE_LBTYPE% L; Update_web; SCLEARCASE _LBTYPE L;0;E;;;
Note: Actually, you don’t have to pass the environmental variables (or the ClearTrigger
defined environmental variables) as they are available to scripts you write. You might need to
pass them though to executables where you might not have access to the source code (e.g.
third-party software).
pre_lock;R; Ibtype<-all>;0;0;0;D;;N;;0;Update_web.pl;L;Update_web.pl;L;

inhibit_flag

Policy: Prevent users from removing elements across all enterprise VOBs or all VOBs in
a ClearTrigger region.

To ensure that no one could remove elements in all VOBs within the region, add or
modify the inhibit_flag command key in your clearbits.txt file:

pre_rmelem;R;;X;

To restrict all users except the Current VOB owner from removing elements, change
the inhibit_flag command key to a lowercase ‘x’.

pre_rmelem;R;;x;

comment_restriction

Policy: Require commenting with a minimum number of words on a specific command
within all enterprise VOBs or VOBs in a ClearTrigger region.

If you wanted to ensure that all checkouts to any VOBS contained at least a 10-word
comment, add or modify the cmd_comment_restriction command_ key line in your
clearbits.txt file:

pre_checkout;R;;0;10;

If anyone attempted a cleartool checkout with comments containing less than 10
words in any of the VOBs then this dialog or similar would appear:
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@ ACME Inc. standards require a minimum 10 word comment when performing the [checkout] command.

If you wanted this restriction to apply to everyone except the Current VOB owner
then change the emd_comment_restriction to negative 10.

pre_checkin;R;;0;-10;

notify _flag

Policy: Send e-mail using the Enterprise mail notification when any user attempts to
perform a certain command in any enterprise VOB or VOB in a ClearTrigger region.

To ensure that every attempt to perform a ‘rmelem’ command in any VOB sends e-
mail to the enterprise designated addresses, add or modify the cmd_notify flag
command_key line in your clearbits.txt file:

pre_rmelem;R;;0;0;X;
For anyone attempting the rmelem command, the enterprise-defined e-mail will
automatically be sent. The NOTIFY.xx program you’ve specified in the policy depot
is invoked. This command can be easily modified to send to multiple addresses,

display dialog boxes or be customized in any site-specific manner.

If you wanted this e-mail notification to apply to everyone except the Current VOB
owner, change the notify_flag to a lowercase ‘x’ instead of ‘X’.

pre_rmelem;R;;0;0;x;
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RIN_type — Restriction List

Policy: Do not allow any users to checkout elements with attribute type “QA_PASSED”
in all VOBs within the region.

To ensure this action, add or modify the RIN_type and RIN_list command keys in your
clearbits.txt file:

pre_checkout;R;attype<QA_PASSED>;

RIN_type - Inclusion List

Add or modify the RIN_type and RIN_list command keys in your clearbits.txt file to enforce
the following policy:

Policy: Only allow testers to apply labels on branch “int_test” within a VOB.

pre_mklabel;I;brtype <int_test>;X;0;0;D; (tester1) (tester2) ;

RIN_type - Negation List

Policy: Deny all rmelem command for all elements except documentation and core files
for all VOBs within the region.

To ensure this action you could add or modify the RIN_type and RIN_list command keys in
your clearbits.txt file:

pre_checkin;N;eltype<word_docs> eltype<core>;;X;

Users attempting to perform this command would receive a consistent Enterprise dialog
window like the one below:

ClearCase |

@ Acme Company, Inc. standards prohibit vou from performing the [rmelem] command.

Copyright 2000 — 2025 A Better Solution, Inc. All rights reserved. (08/14/2025) Page 144 of 193



ClearTrigger/ClearTrigger Lite Administration Guide (V14.1) - f Xriager

Command_List_type — Disallowed List

Policy: Do not allow “Ramesh” or members of the “Documentation” group to perform
rmelem commands in all VOBs within the region.

To ensure this action, add or modify the Command_list type and Command _list command
keys in your clearbits.txt file:

pre_rmelem;R; ;0;0;0;D; (ramesh) <doc> ;
“Ramesh” and members of the “doc” group attempting to perform this command or anyone

attempting to perform this command in the \classes VOB would receive a consistent
Enterprise Dialog window like the one below:

ClearCase |

@ Acme Company, Inc. standards prohibit you from performing the [rmelem)] command.

Command_List_type — Allowed List

Policy: Only allow “Charles” and members of the “dev” group to perform the checkout
commands in all VOBs within the region.

To ensure this action you could add or modify the Command_list_type and Command_list
command keys in your clearbits.txt file:

pre_checkout;R; ;0;0;0;A; (charles ) <dev> ;

Users other than “Charles” and members of the “dev” group attempting to perform this
command would receive a consistent Enterprise dialog window like the one below:

ClearCase

@ ACME Inc. standards limit the [checkouf] command to only the listed users or <groups>:
[ charles <dew> ].
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Policy: Only allow Charles and members of the “dev” group to perform the checkout
commands in the VOB \docs.

To ensure this action, add or modify the Command_list_type and Command_list command
keys in your clearbits.txt file:

pre_checkout;R;;0;0;0;A; (charles ) <dev> [\docs] ;

Users other than “Charles” and members of the “dev” group attempting to perform this
command would receive a consistent Enterprise dialog window like the one below:

ClearCase

@ ACE Company, Inc. standards limit the [checkout] command to only the listed users or <groups? in [¥OBs]:
[ charles <dewv> [docs] ].

Command_List_type — Ignore List

Policy: Provide a confirmation on checkins for all “interns” except the user “Erik” (who
is in “intern”, do not confirm for non-interns.

To ensure this action you could add or modify the Command_list type and Command_list
command keys in your clearbits.txt file:

pre_checkin;R;;0;0;0;1; (erik) ;O; ~interns ;355;0;Q;Are You sure?;YQ;

Only users that are interns (except Eric) attempting to perform this command would receive a
consistent Enterprise dialog window like the one below:

This will allow the user to answer “yes” to continue or

@ Are you sure? “Cancel” to abort.
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Use of Command Groups

Wherever you can place a command key you can also place command groups (e.g.
MODIFY_DATA).

For Example:
To implement that user-id “david” cannot perform any element modifying action in ALL
VOBs then apply this rule or similar:

pre MODIFY _ELEM;R;;0;0;0;D; (david) ;

ClearCase

@ ACME Inc. standards prohibit the user [david] from using the [checkout] command.

To implement that all data modifying actions must be commented with at least 10 words by
all users except for the Current VOB owner apply the following rule:

pre_ MODIFY_DATA;R;;x;-10;

Remember! ClearQuery makes this even easier.

Use of Multiple Commands

In addition to using a single command key to define several policy points, you can also use
multiple command keys. The commands simply need to be space separated. All matching
keys are read unless a key is read which inhibits the command for the user. The keys are
evaluated in order of appearance. This allows for creation of a hierarchy or repetition of keys.

For Example:
To implement that only user-id “ccadmin” can remove elements or versions across the
enterprise then apply this rule or similar:

pre_rmelem pre_rmver;R;;X;0;0;D; (ccadmin) ;
To implement policy such that only user-ids “charles” and “scott” can remove elements, with
e-mail notification when any user attempts this command and an additional e-mail notification
if any user succeeds. Let’s assume you also want the action commented with at least 10

words unless the user is also a Special User.

pre_rmelem post_rmelem;R;;X;-10;X;D; (charles) (scott) ;
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Use of Compound Commands

Command groups and single commands can be compounded to create complex command
keys. This powerful feature of ClearTrigger allows a multitude of combinations of command
keys to be defined to fit your organizations specific needs.

For Example:

Allow all user ids except “Fred” to modify elements and remove types and require comments
with at least 15 words. Also send e-mail for all successful attempts, unless the user is a
Special User.

pre MODIFY_ELEM pre_rmtype;R;;0;15;x;D, (fred) ;
or

pre. MODIFY_ELEM;R;;0;15;x;D; (fred) ;
pre_rmtype;R;;0;15:x; D; (fred) ;
or

pre_ MODIFY_ELEM pre_rmtype;R;;0;0;x; D; (fred) ;
pre_rmtype;R;;0;15;
pre. MODIFY_ELEM;R;;0;15;0; D; (fred) ;

To implement using severity...

“] want e-mail when elements are modified and I want two when someone removes an
element.” Perhaps two e-mails get your attention!

post MODIFY_ELEM;R;;050;X;
post_rmelem;R;;0;0;X;

This command key will send the Enterprise notification e-mail each time that an element 1s

modified and send an additional e-mail every time that the modification is a removal of an
element.
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Policy without Triggers

ClearTrigger allows you to get your organization up and running with policies in place with
minimal development time and effort. In many cases organizations can quickly realize
benefits such as the ones listed below:

Create simple policy without writing code.

Add or change enterprise policy without defining additional triggers.
Automatically apply enterprise policy to existing and new VOBs.
Implement different policies for different regions.

Save time on policy implementation.

E

This section describes brief scenarios that demonstrate how to use ClearTrigger to implement
and enforce common development policies. Remember! ClearQuery makes this even easier.

Policy: Prevent Use of Certain Commands for all Users

Use ClearTrigger to prevent users from executing various commands. In the Commands
section of clearbits.txt add the commands or command groups you want to restrict:

1 pre_unreserve;R;;X;
 pre_unlock pre_rmver;R;;X;
1 pre_rmelem;R;;X;

1 pre_rmbranch;R;;X;

1 pre_MODIFY_MD;R;;X;

Policy: Limit Use of Certain Commands to only the VOB Owner

Use ClearTrigger to prevent users (except the VOB owner) from executing various
commands. In the Commands section of clearbits.txt add the commands or command groups
you want to restrict or you could use the (&) dynamic variable in allowed list:

Making use of “Inhibit Flag” Making use of “Allowed Lists”
pre_unreserve;R;;x; pre_unreserve;R;;0;0;0;A5(&);
pre_unlock pre rmver;R;;x; pre_unlock pre rmver;R;; 0;0;0;A;(&);
pre_rmelem;R;;x; pre_rmelem;R;; 0;0;0;A5(&);
pre_rmbranch;R;;x; pre rmbranch;R;; 0;0;0;A;(&);
pre MODIFY MD;R;;:x; pre MODIFY MD;R;; 0;0;0;A5(&);
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Policy: Prevent Specific Users from use of Certain Commands

Use ClearTrigger to prevent users from executing various commands. In the Commands
section of clearbits file add to command inhibited users lists or add region_inhibited users to
the Enterprise Section of the clearbits.txt.

Stop certain users from executing certain commands:
1 pre_unreserve;R;;0;0;0;D; (rsmith) (jdoe) <cmteam> ;
1 pre_unlock pre_rmver;R;;0;0;0;D; (rramesh) (tsmith) <dev> ;
1 pre_rmbranch;R;brtype<main>0;0;0;D; (rramesh) (jdoe) ;
1 pre_ MODIFY_MD;R;;0;0;0;D; (rmoore) (pherman) <int_test> ;
1 pre_ MODIFY_MD;R;;0;0;0;D; (*) ;

Allow only certain users/<groups> to execute certain commands:
1 pre_unreserve;R;;0;0;0;A; (rsmith) (jdoe) <cmteam> ;
1 pre_unlock pre_rmver;R;;0;0;0;A; (rramesh) (tsmith) <dev> ;
1 pre_rmbranch;R;brtype<main>0;0;0;A; (rramesh) (jdoe) ;
1 pre_ MODIFY_MD:;R;;0;0;0;A; (rmoore) (pherman) <inttest> ;
1 pre MODIFY_MD:;R;;0;0;0;A; (&) ; /* (&) = the current VOB owner */

Allow commands only in certain VOBs:
1 pre_unreserve;R;;0;0;0;A; [\a_vob] [/vobs/_a_vob] [\b_vob] ;
1 pre_unlock pre_rmver;R;;0;0;0;A; [\a_vob] ;
1 pre_rmbranch;R;brtype<main>0;0;0;A; [\a_vob] ;
1 pre_ MODIFY_MD;R;;0;0;0;A; [\a_vob] ;

Restricting users/groups/VOB by region (enterprise section):

Populate the region inhibited users field like the one below in the enterprise section of the
clearbits file:

1 ; (fred) <janitors> (jgardner) [\classes] ;

Adding an entry like the one above to the region inhibited field would product a dialog box
like below for any data modifying action that might be attempted by "fred", "jgardner" or
members of the “janitors” group.
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@ ACE Company, Inc. standards prohibit anyone from performing ¥OB data modifications on the YOB [\classes].

Policy: Prevent Specific Commands in certain ClearCase Regions

Use ClearTrigger to prevent users from executing various commands in specific ClearCase
Regions. This allows you to use one clearbits file for multiple ClearCase regions that have
different. In the Commands section of clearbits_file add to command inhibited users lists or
add region_inhibited users to the Enterprise Section of the clearbits.txt

Stop users from executing commands in certain ClearCase regions:
1 pre_unlock pre_rmver;R;;0;0;0;D; (rramesh) (tsmith) ‘Development’ ;
1 pre_rmbranch;R;brtype<main>0;0;0;D; (rramesh) (jdoe) ‘QA_*’;
1 pre_MODIFY_MD;R;;0;0;0;D; (rmoore) (pherman) [\prod*] ‘QA_*’;

Allow only certain user <groups> to execute certain commands:
1 pre_unreserve;R;;0;0;0;A; (rsmith) (jdoe) ‘QA_*’;
1 pre_unlock pre_rmver;R;;0;0;0;A; (rramesh) (tsmith) ‘Development’;

1 pre MODIFY MD;R;;0;0;0;A; (&)‘QA_*’; /* (&) = the current VOB owner */

Policy: Require Comments for all Changes

If one wants all developers, but not the current VOB owners, to add a 10-word comment to
changes made to the source code.

f In the Enterprise Commands section of clearbits_file add the checkin operation:
pre. MODIFY_MD;R;;x;-10;X;
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1 If you want all users, including the VOB owner to add comments, then change the -10
to a 10 in the key definition.

pre MODIFY _MD;R;;x;10;X;

Policy: User Question Dialogs
If one wants to prevent all users from performing checkins and you have a message that you

want to display to them.

1 In the Enterprise Commands section of clearbits _file add the checkin operation:
pre_checkin;R;;0;0;0;D; ;N; 5555:0;Q;Coding is over;Q;

Which will always cause the command to fail after the

user is warned why.
@ Coding is over.

OR

1 In the Enterprise Commands section of clearbits_file add the checkin operation:
pre_checkin;R;;0;0;0;D; ;N; 555550;Q5Are You sure?;YQ;

This will allow the user to answer “yes” to continue or

@ Are you sure? “Cancel” to abort.

Yes

Policy: Prevent Specific Commands during certain Development Stages

Use ClearTrigger to prevent users from executing various commands during specific
Development Stages. This allows you to use one set of policy during one stage and another
during a different stage. In the Commands section of clearbits_file add to command inhibited
users lists or add region_inhibited users to the Enterprise Section of the clearbits.txt

Stop users from executing commands during certain development stages:
1 pre_checkout;R;;0;0;0;D; (rramesh) *QA_testing” “acceptance_testing” ;
 pre_rmbranch;R;brtype<main>0;0;0;D; (rramesh) (jdoe) **_testing”;

1 pre_MODIFY_MD;R;;0;0;0;:D; (rmoore) (pherman) [\prod*] *QA_**;
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Policy — Atomic Changes

Within ClearTrigger there exists a method to link elements together such that they can be checked
in, checked out or unchecked out together. The policy maker can then determine if the linked
elements must be modified together or if it is just “suggested” that they are

Users themselves can create the appropriate links between the elements, as the ability to “bind”
element is usually a developer function. The hyperlink type “atomic _change” should be created
in a VOB with ClearTrigger applied and then anyone can link element together.

To create the hyperlink type once in the VOB, type the command below:
cleartool mkhltype —nc atomic_change
Then link elements together by using the native ClearCase mkhlink command like so:

cleartool mkhlink —nc atomic_change foo.c@@ bar.c@w@
cleartool mkhlink —nc atomic_change bar.c@@ cow.c@@
cleartool mkhlink —nc atomic_change cow.h@@ cow.c@@

It does not matter when the elements are linked, how many are linked, or the direction of the links. The
linked family is “headless” such that if John knows of an association between bar.c and cow.c and
creates a link while Robert knows of an association between cow.h and cow.c and creates a link while
Kathy creates a link between foo.c and bar.c, all elements are “equally” linked such that if Tomas
checks out any of the files, they can all be checked out.

@ The element [M:\cclarke3_view2\comp_wvoblbar.c] is part of an atomic group of [4] members - listed below:
Acme Inc. standards REQUIRE that the checkout to be performed on all elements.

Do you want to continue this atomic checkout ?

M:cclarke3 view2\comp wvoblbar.c
M:\cclarke3 view2\comp wvobicow.c
M:\cclarke3 view2\comp_woblfoo.c
M:\cclarke3d_view2\comp_vobicow.h

Cancel |

By default if the bit is enabled, when a user checks out a linked file they may see a dialog like the one
below that “forces” the association and provides them the opportunity checkout all of the elements or
cancel the attempt. The default selection is the “Yes” button — to check them all out. If the region
policy maker has turned on the Atomic Change” bit (bit 12) then only the “yes” and “cancel *“ options
are given. The elements are checked out together by “force” or the checkout is canceled.
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To change the personality of this bit such that the user is given a choice between “yes”, “no” or
“cancel” just set the special purpose cleartrigger alias ABS_bit_12_personality in the clearbits
file to “choice”. The alias can be set to “choice” or “force” (default is “force”). For example,
when the cleartrigger alias ABS bit 12 personality is set to "choice" a user creating a new

directory would see output like that below:

ClearCase

® The element [M:\cclarke3_view2\comp_wvobl\bar.c] is part of an atomic group of [4] members - listed below.
Do you want the checkout to be perfformed on all elements?

M:Acclarke3_view2\comp_wvoblbar.c
M:Acclarke3_view2\comp_wvoblcow.c
M:Acclarke3 wview2\comp wvobdfoo.c
MAcclarke3d viewZ\comp_woblcow.h

Mo | Cancel |

The default selection is the “Yes” button — to check them all out.

The elements do not have to be in the same directory and are not limited to files.
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iIApprovelt Integration Overview (New to 14.0)

iApprovelt (https://abs-consulting.com/_products/products_iapproveit.php) is a separate
product whose functionality is fully included in and integrated with ClearTrigger 14.0 and
higher installations. There are no additional iApprovelt licenses needed; your ClearTrigger
license grants you access to iApprovelt licenses and a dedicated website to support
1Approvelt functions.

The iApprovelt integration allows for the real-time approval and notification of desired
watched or controlled ClearCase/ClearTrigger events. The insertion of such control was
previously cumbersome because it was performed via email which required the email receiver
to respond before the process could continue which resulted in delays if the receiver was not
currently at their desk to read and respond to the email. Furthermore, the receiver (or
approver) could not guarantee that their approval or disapproval of the action was adhered to
as emails can be lost, misinterpreted or even ignored.

Though text messages provide usually faster responses, again the approver has no guarantee
that their wishes are adhered to by the requesting user. With the iApprovelt integrations
functionality, the “approval process” is imbedded in your process so the proper controls are
provided since the responses actually provide the control; and with iApprovelt, process
approval and/or notification is in real-time. Also, text-only base responses required that the
requestor had the approver’s mobile number, which is not always the desired case. With
iApprovelt, notifications can be sent to an approver’s phone or associated channel without
having to know the approver’s mobile phone number or channel link.

With 1Approvelt processes, approval and/or notification is in real-time thus lowering end-to-
end process time from minutes or hours to just seconds.

Users are placed in Projects (or groups of individuals). Projects are created and intended to be
notified or queried together when certain actions are performed or about to be performed.

For example, the Project “Company CXOs” might contain an organization’s C-Level
executives (CEO, CTO, CFO, CSO, etc.). Now the “Company CXO’s” can be notified when
certain actions are performed or even queried for their approval before the action is performed.
The “Company CXOs” can instantly vote on whether and action should be allowed or
disallowed depending on the resulting desired condition. For example, if a controlled action
was attempted by a user that required CXO “approval” the action could be allowed or not
pending the instant CXO Group opinion of the CXO members where either:

Acme CXOs
1 First responding CXO response determines the outcome

1 Any CXO member “approval” allows the action

1 Any CXO “objection” prohibits the action

1 A majority CXO opinion determines the outcome

1 A “unanimous” CXO approval is required to allow the action
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Additionally, Project “Company CXOs” might wish to be notified of before or after allowed
actions are performed or denied by company policy. For example, the CXO members might
want to be notified when someone starts or completes a particular program or program task or
even when users attempt an action or be prevented from starting a program or task. For
example, if a controlled action was attempted by a user that required CXO “notification” the
action could be allowed or denied and the CXOs would either:

91 The controlled program or task is allowed and All CXO members are notified of the action.
9 The controlled program or task is disallowed and All CXO members are notified of the attempt

Project Members can elect to be contacted simultaneously through many

devices or media like email, SMS on their mobile phone, or through . '. ;il'

application dashboard channel webhooks like Microsoft Teams, Slack, =

RingCentral, WebEx and more. * n
W

The iApprovelt Integration (ClearTrigger) establishes communication
between the process that is being controlled or audited and the devices of
Project Members.

The Project can be used for any number of actions that the organization

wishes to control or provide notification for; each action can be

controlled differently using different voting parameters. Users can create many Projects, be a
Member of many Projects and Projects can have many Members.

Start Acme CXOs

ClearCase
command

Project Members
Approve or
Disapprove

approve disapprove

Continue with
ClearCase
command

The individuals that perform actions do not need any software or software license, only those
that wish to administer Projects or be notified or queried for their approval or opinions before
or after any controlled action is performed.
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For example, when a user (Tony)

attempts to perform some

Controlled action (m thiS case start M:\ demo\ vob_1\ iact>cleartool ci - nc build.bat
the QA Bulld) TOIly iS notiﬁed Egrsft()?;km%t:(ifgn?.eople for their real - time approval to
that what they are attempting ruce Wayne
requires approval from Bruce and - Clark Kent
: . . - Bruce Banner
Clark in real-time they must wait 1
minute (a Conﬁgurable number Of waiting up to 2 minutes for the UNANIMOUS agreement of ALL of

. ) these people to decide if you can perform this action...
minutes for each request) for their

unanimous approval to do so
before Tony’s build attempt can

Fy

proceed.
The members in the “QA Build Team” Project (in r D
this case Clark and Bruce) are notified either via Hello Clark,
email and/or SMS and asked for permission to o be advised. Tonv Stark is performi
. . g ease be adviseq, Ion IS performing an
perform this task. This messaged/response ability action: y P 9
i ilable if they are in a meetin heir desk
s available if t ey are in a eeting, at the dgs , at wProceed with the QA Build?"
lunch or on vacation (if you are bold); try getting
that dynamic a response from email This message is of the approve_unanimous type so,
' your immediate real-time permission/advise is
requested for this action as one of the 3 members of
In this case permission is granted only if all the "QA Team® Project.
Members provide their ‘Unanimous” approval. The unanimous acceptance of all of the Project
: : : : members is required for this action to be allowed for
Pro;ect Members se}ect a link in their SMS text on Tony.
their phone (or email) and are shown that a real-
. . .. . . v
time request is awaiting their approval or advice
and how long they have to respond on their phone Ctomt.mer:)t:
. . . optional
or desktop browser like the image to the right. -
They can Approve or Reject the action and even (Time Remaining to Respond = 28 seconds)
provide some short comment that Tony can see as [1Approve | [ I Reject |

well in real-time.

Only when all Members provide their approval does the program proceed as depicted here:

- Bruce Wayne
- Clark Kent
- Bruce Banner

waiting up to 2 minutes for the UNANIMOUS agreement of ALL of these people to decide if you can perform
this action...

- Bruce Wayne APPROVES

- Clark Kent APPROVES and provided a comment of:
Up, up and away

- Bruce Banner APPROVES and provided a comment of:
Hulk wants to smash

3 of 3 members APPROVE this action.

Resuming with this action.

Checked in "build.bat" version " \ main\ QA _test \ 4"
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If any Member replied with “Disapprove” then the action would have been aborted as depicted
below:

M:\ demo\ vob_1\ iact>cleartool ci - nc build.bat A
First asking these people for their real - time approval to perform this action...

- Bruce Wayne
- Clark Kent
- Bruce Banner

waiting up to 2 minutes for the UNANIMOUS agreement of ALL of these people to decide if you can perform
this action...
- Clark Kent APPROVES
- Bruce Wayne APPROVES and provided a comment of:
Be careful, it is dangerous
- Bruce Banner DISAPPROVES and provided a comment of:
Hulk wants to SMASH, Hulk always wants to SMASH

Only 2 of the 3 members APPROVED the action.

Prohibiting this action.

cleartool: Warning: Trigger "CLEARTRIGGER_1" has refused to let checkout proceed.

cleartool: Error: Unable to check in "build.bat". _|
w

As you can see, not only can the Members direct policy with “approvals” or “disapprovals”,
but they can even provide advice or comments back to the user. Again, you just can’t do this
with email or texting.

You can now create a process that includes those Managers that want control where before you
might not because they could not respond fast enough to include their approval in real-time thus
making the process to slow to proceed.

The iApprovelt functionality can also be used for real-time notification when that is all that
is needed. Insert a call to iApprovelt and instantly inform Project Members of what is
happing directly to their email, mobile phones or webhook channels. So, you can keep those
bosses, system administrators or other peers in the know.

Acme CXOs
Start

ClearCase
command

Idppro velt

\
/

Continue with
ClearCase
command
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IApprovelt dialog_types

The iApprovelt Integration uses the dialog type to decide how it will communicate with the
Project Members. The project administrator can create active notifications that are sent to the
devices of the Project members. Those users can provide instant permission to "approve" the
execution of the action or can "deny" permission, so this action is not performed.

There are nine (9) iApprovelt dialog_types and they fall into three (3) categories:

dialog_type categories description
"Permission" or "voting" Where the process waits for an “approval” or “disapproval” from
the voting Project Members
"Advice" request Where the process requests and waits for “advice” from a Project

Member before the process continues.

"Notification Only" request | Where the process informs Project members and allows the
process to continue.

The five (5) valid "Permission or Voting'" dialog_types and their descriptions are depicted
in the table below:

dialog type "Voting" Condition Required for Approval
approve any approval from "any" one of the project members
approve _first approval from the "first" responder from the project members
approve majority approval from a "majority" of the project members
approve_unanimous | approval from "all" of the project members
objection approved if "none" of the project members object

A Maximum of 60 seconds is waited for a “decision” by the Project Members before “non-approval”
is assumed the exception being the “objection” type where if no “objections” are received by the
Project Members within the 60 seconds allows the process to proceed.

The one (1) valid "Advise" dialog_types and its descriptions is depicted in the table below:

dialog type Condition Required for Continuation

advice informs "all" of the project members that this action has completed or is about to
start and queries each Project Member for "advice". It returns the "advice" of the
first responding Member before proceeding. It does not inhibit the invoking action.

A Maximum of 60 seconds is waited for “advice” by a Project Member before the process is
allowed to proceed.
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The three (3) valid "Notification Only" dialog_types and their descriptions are depicted in
the table below:
dialog_type Notification Performed
tell informs "all” of the project members that this action has completed or is
about to start. It does not inhibit the invoking action.
Note: it informs the user that the notification to Project Members is being
performed.
silent informs "all” of the project members that this action has completed or is
about to start. It does not inhibit the invoking action.
Note: it does NOT inform the user that the notification to Project Members
is being performed.
gripe informs "all” of the project members that this action has completed or is
about to start. It always inhibits the invoking action.
Note: it informs the user that the notification to Project Members is being
performed.
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ClearTrigger Verbose Mode

You might have many keys in your clearbits_file that can by design prevent one or more users
from performing an action in your ClearTrigger client VOB. When they are prevented from
performing an action they are usually shown a dialog that explains why. Sometimes you as the
administrator might want to know or confirm exactly which key produced the dialog. To get the
key (and key number) to display in the message dialog you may set the

ABS CLEARTRIGGER VERBOSE environmental variable to the “high” value.

Without ABS_CLEARTRIGGER_VERBOSE set to the “high” value a dialog like this might
appear for a checkout:

@ ACME. Inc. standards require a minimum 10 word comment when performing the [checkout] command.

With ABS_CLEARTRIGGER_VERBOSE set to the “high” value the same circumstance
would produce a dialog like this:

@ ACME. Inc. standards require a minimum 10 word comment when performing the [checkout] command.

CLEARTRIGGER_KEY NUMBER=5
CLEARTRIGGER_KEY USED=pre_MODIFY_ELEM:R:0;-10;
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Full Integration with ClearWeb

ClearCase itself does not support interactive triggers for ClearCase web-users. ClearCase
defines interactive triggers as any that provides GUI notification (e.g. use clearprompt) or that
write to stdout or stderr. Given that definition, many user-written triggers and many
ClearTrigger features are interactive. To allow web-users to efficiently use VOBs that have
ClearTrigger applied, ClearTrigger works seamlessly with ClearWeb so that dialogs like the
one depicted below:

ClearCase

@ Acme, Inc. standards require a minimum 5 word comment when performin the [chekcout] command

would appear to a ClearCase web user as:

<} ClearWeb Msg Dialog - =10} x|

,i Acme, Inc. standards require a minimum 5 word comment
when performing the (checkout) command.

oK |

All ClearTrigger dialogs have a web equivalent and all web-equivalents provide the same wait
for response functionality as their non-web counterparts.

The integration also seamlessly writes stdout and stderr message to the terminal if a standard
ClearCase user and to the web-client if a ClearCase web user as depicted on the next page.
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7 Checking out in view: rcarter_unix_yiew - Microsoft Internet Explorer =1of x|
File Edit View Favorites Tools Help |
GBack v = - ) ﬁﬁ| Qisearch [EjFavorites  fMedia <4 [ A S e

Address l@ 522\WMsKqOYN1wZHrAgTtn%40DIWacmd=checkout_frameset&pdir=&comment==&elem=%5Cvobs%5Cccc 3 (9 Go |Links *

Rational Developer Network Rational, corn

Documentation | Help | About | Log Out

Retum to YO B View |

Check Out

The file has heen checked out.

I | >tOop ]

‘Size = Modified  Name

ClearWeb enhanced Licensed to: Acme, Inc. 53 'E) A

+ B
& checked ot & &I 21 Apr 2003 0517 wohsicee

In the post-checkin trigger script update.pl ....
Notice the write to stdout...

Checkout 0K, but mail not sent: Server down! at
Sun May 11 23:47:55 EDT 2003

ahs-consulting.com

L

{._é:] View: rcarter_unix_view View location: c:\Web_views_rootiunix_view

I_ [_ l_ (S} Local intranet 4

Most ClearTrigger written features and functionality bits are web-enabled. Any triggers you
write and apply with ClearTrigger can also be web-enabled so that your writes to stdout and
stderr are displayed to the web users. You can also use ClearWeb tools to enable any of your
custom triggers to have web-enabled dialogs that request for and waits for user responses on

the web just as clearprompt would locally.

All ClearTrigger included functionality is by default Web-enabled (except Smart Checkin
Functionality). For more on ClearWeb Functionality, refer to the ClearWeb documentation.
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Applying ClearTrigger
It is easy to apply ClearTrigger using the clearapply application.

Pre-Existing Triggers

Prior to applying ClearTrigger, check to see if there are existing triggers in the VOB. If you
have existing triggers then we recommend that your administrator:

A Record pre-existing triggers
A Remove triggers from the VOB
A Implement triggers using ClearTrigger

Clear Apply

ClearApply registers and applies the ClearTrigger executable to a VOB. It verifies the
location of the clearbits_file file and the cleartrigger.exe executable for the current operating
system. You will most likely use the Graphical User Interface (GUI), but there is a Command
Line Interface (CLI) as well.

i To learn how to use clearapply from the GUI to apply ClearTrigger to a VOB read the
section entitled Applying ClearTrigger to a VOB (using the GUI).

9 To learn how to use clearapply from the CLI to apply ClearTrigger to a VOB read the
section entitled Applying ClearTrigger to a VOB (using the CLI).

91 To learn how to use clearapply from the GUI to remove ClearTrigger to a VOB read the
section entitled Removing ClearTrigger to a VOB (using the GUI).

1 To learn how to use clearapply from the CLI to remove ClearTrigger to a VOB read the
section entitled Removing ClearTrigger to a VOB (using the CLI).
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Applying ClearTrigger to a VOB (using the CLI)

Use clearapply to apply ClearTrigger to a VOB or group of VOBs. Specify the path to the
cleartrigger executable(s) as well as clearbits_file(s). The command syntax is:

clearapply {-ver | -help | {remove | { [cleartrigger_ path config_dir [cleartrigger dir config_dir]} vob_tag {no_mklabel}

where:

-ver displays the ClearApply version pneumonic

- help displays the usage statement

remove vob_tag  removes cleartrigger from VOB vob_tag

cleartrigger_path path to cleartrigger executable (e.g. /net/policy/cleartrigger.exe)

config_dir path to clearbits_file (e.g. /net/policy/clearbits.txt)

no_mklabel applies ClearTrigger in no_mklabel mode — ClearTrigger is not consulted and
does not fire for ClearCase mklabel commands.

If one cleartrigger_path/config_dir pair is given then the trigger is applied with the
i exec option for the mktrtype command (single OS), if two cleartrigger path/config_dir pairs
are given then both the i execwin and 7 execunix options are used (InterOp environment).

Upon execution, ClearTrigger will search for existing ClearTrigger types, remove them if

found, create new trigger types and lock them. The output one would see should be consistent
with the example below:

ClearCase

@ ClearTrigger was applied to the VOB \project_x.
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Removing ClearTrigger from a VOB (using the CLI)

TO REMOVE CLEARTRIGGER FROM A VOB EXECUTE CLEARAPPLY WITH THE REMOVE OPTION.

Example:
| Coy WINNT Sy stem 32 cmd.exe O] x|
:srolearapply remove sproject_x :ll
4] | 2
Clearapply remove will search for existing Cleartrigger trigger types, unlock them, and

remove them from the VOB. The output one would see should be consistent with the example
below:

ClearCase

@ ClearTrigger was removed from the YOB \project x.
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Applying ClearTrigger to a VOB using the GUI

Use clearapply to apply ClearTrigger to a VOB or group of VOBs. Specify the path to the
cleartrigger executable(s) as well as clearbits_file(s). To use the GUI version type:

clearapply

You will be asked to select any number of VOBs in the current ClearCase region or to abort the
application. You can select “ALL VOBs in the region” to tell clearapply to act on all VOBs. If
you have more than 150 VOBs in the region then clearapply will display them in 150 VOB
groupings; if there is more than one grouping, then you will have the option to “select all VOBs
in the displayed grouping” as well. You can select the “ALL VOBs in the region” item at any
time. The VOBs in the region are shown preceded by a ClearTrigger state identifier:

ClearTrigger Meaning
Identifier

- ClearTrigger is not applied to this VOB

ClearTrigger is applied to this VOB in single OS mode
(e.g. with i exec type definitions)

ClearTrigger is applied to this VOB in Inter-Op mode
(e.g. with both i execwin and - execunix type definitions)

+

This allows the operator to know in advance
: the current state of the VOB as it relates to
Select WOB(z) to add or remove ClearTrigger: ClearTrigger. One may choose to add or
remove ClearTrigger while selecting any
[ALL [34]V0Bs in the region | ﬂ subset. Removing ClearTrigger from a
- a1 _test VOB that does not already have
- homtest ClearTrigger will not cause any harm.
+:ﬁ;‘ Adding ClearTrigger to a VOB that already
- 410 >| | has ClearTrigger is helpful when you wish
to change the clearbits_file location,
1 apart | cleartrigger.exe location or alternate
' between Inter-Op mode to single OS mode.

The operator is then asked if they want to add or remove ClearTrigger on the selected VOB(s).

ClearCase

@ Do wou want to add or remove ClearTrigger? [Yes = add], [No = Remove]

1w |
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Select “Yes” to add ClearTrigger to the selected VOB(s). You are then asked of you want to
include mklabel ClearTrigger processing for this VOB.

ClearCase

@ Do yvou wish to include the mklabel command in ClearTrigger Processing?

’ Nl:ul

Select “Yes” (the default) to configure ClearTrigger to control all triggerable commands for
this VOB or select “No” if to configure ClearTrigger to control all triggerable commands
except mklabel for this VOB — ClearTrigger is not consulted and does not fire for ClearCase
mklabel commands. Once the selection is made, the dialog below is displayed.

ClearCase

@ Are you using ClearCase in an inter-op environment?

Nl:ul

If “No” is selected from this box the operator will be prompted for the location of the ClearTrigger
executable and the location of the clearbits_file, as illustrated by the next screen shot.

Please enter the location of ClearTrigger executable: i.e. {path} i clea ilil

Laak it I@ ClearT rigger j & 5 B~

" clearapply
clearbits
| cleartrigger

ty Documents

=

File narme: Icleartrigger j Open I
j Cancel |

A

Filez of tupe: I

[ Open as read-orly
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One can navigate to the cleartrigger executable to limit any typing errors then select “open” to
confirm the selection. If the selected executable is not a distributed cleartrigger executable then
the operator is asked to repeat the selection. The path should be such that it is valid in the desired
operating system or systems if you have an environment where one path can support both
Windows and UNIX locations.

A similar dialog is displayed to select the clearbits file. The clearbits file selected must currently
exist and be readable; if not they are asked to repeat the selection.

Answering Yes to the inter-op questions yields two sets of dialogs boxes, which ask for OS
specific information for ClearTrigger. You will be prompted for information for the “current” OS
environment and information for the “other” OS environment separately.

First the information for the current OS that you are running clearapply from (UNIX or
Windows)... Windows is assumed for the following example:

Please enter the Windows accessible location of the ClearTrigger executable: 2=

Loak i I@ ClearT rigger j & =k E-

Ecleartrigger

File name: Icleartrigger j Open
j Cancel

Filez of tupe: I*
[ Open as read-only

i

One can navigate to the cleartrigger executable to minimize typing errors then select “open” to confirm the
selection. If the selected executable is not a distributed cleartrigger executable then the operator is asked to
repeat the selection. The path should be such that it is valid in the current operating system.

A similar dialog is displayed to select the clearbits file. The clearbits file selected must currently exist and be

readable; if not, they are asked to repeat the selection.

The operator is then asked to input the information for the “other” operating system. For these fields the
operator is asked to type the information in because it is assumed that one may not be able to navigate to the
desired location using the file selection dialog.

ClearCase

Pleaze enter the UMl accessible location of the ClearT igger executable: [i.e. {patht/cleartigger. exe]

netdbud lite/Palicydbindcleartrigoer. exe

] I Eancell
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ClearCase

Pleaze enter the UMIX accessible location of the Policy File: [ie. {pathl/clearbits. k)

Anet/bud lite/Paolicydclearbits. bt

0k I Eann::ell

Upon completion of entering the appropriate information, ClearApply will add ClearTrigger
to the selected VOBs.

ClearCase

(?) ClearTrigger was applied to the YOB {project_x.

Environmental Variables and Defaults using ClearApply

When executing ClearApply, if any of these environmental variables are set they are used for
prompt dialog defaults.

Variable Name Default
ABS CA SINGLE DEPOT Default path of clearbits_file in single OS mode
ABS CA UNIX DEPOT Default path of clearbits_file for UNIX in InterOp mode
ABS CA WINDOWS DEPOT |Default path of clearbits_file for Windows in InterOp mode
ABS CA SINGLE PATH Default path of ClearTrigger in single OS mode
ABS CA UNIX PATH Default path of ClearTrigger for UNIX in InterOp mode

ABS CA WINDOWS PATH |Default path of ClearTrigger for Windows in InterOp mode

If defined and equal to yes it applies ClearTrigger in no_mklabel mode else if
ABS CA OMIT MKLABEL |defined and equal to no it applies ClearTrigger in classic mode. If undefined
or not equal to yes or no then the operator is queried for a mode.
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Removing ClearTrigger from a VOB using the GUI
Use clearapply to remove ClearTrigger from a VOB or group of VOBs. To use the GUI version

type:
clearapply

You will be asked to select any number of VOBs in the current ClearCase region or to abort
the application. You can select “ALL VOBs in the region” to tell clearapply to act on all
VOBs. If you have more than 150 VOBs in the region then clearapply will display them in
150 VOB groupings; if there is more than one grouping, then you will have the option to
“select all VOBs in the displayed grouping” as well. You can select the “ALL VOBs in the
region” item at any time. The VOBs in the region are shown preceded by a ClearTrigger state

identifier:
ClearTrigger Meaning
Identifier

- ClearTrigger is not applied to this VOB

N ClearTrigger is applied to this VOB in single OS mode
(e.g. with i exec type definitions)

« ClearTrigger is applied to this VOB in Inter-OP mode
(e.g. with both i execwin and - execunix type definitions)

This allows the operator to know in advance the

Select VOR(z) to add of remave ClearTrigger: current state of the VOB as it relates to ClearTrigger.
One may choose to add or remove ClearTrigger while
selecting any subset. Removing ClearTrigger from a

[ALL (341 0Bz in the region | - . .
j VOB that does not have ClearTrigger will not cause
S48 1 test any harm and adding ClearTrigger to a VOB that
;EETEH already has it is helpful when you wish to change the
- clearbits_file location or ClearTrigger location or
dialt [ change back and forth between Inter-Op mode and

single OS mode.

Abort |

@ Do you want to add or remowve ClearTrigger? [Yes = add]. [No = Remove]

The operator is then asked if
you want to add or remove
ClearTrigger on the selected

VOB(s).
: Mo
Y rr————————
Selecting “No” will remove \?) ClearTrigger was removed from the VOB \project_X.
ClearTrigger from the selected
VOBC(s).
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ClearQuery

ClearQuery is bundled with ClearTrigger. ClearQuery provides an easier way to create or
change existing clearbits files as well as provide a reporting facility for ClearTrigger.

O\
ClesiTrigger

Running ClearQuery - Creating a clearbits file

Creating a new clearbits file is easier with ClearQuery. If you start ClearQuery without
providing an existing Clearbits file at the command line it will prompt you to create a new one
or load an existing one:

ClearCase

2

Mo clearbits file was passed in at the command line and the environmental variable

ABS CLEARQUERY_CLEABRBITS_FILE was not set to compensate.
Do yvou wish to Create a Mew clearbits file or open an existing one?

Mew [Y'es] Existing [No]?

Mo | Cancel |

Selecting “Cancel” will abort and close ClearQuery. Selecting either “Yes” for New or “No”
for Existing will provide you navigation to the new or existing file. :

Mavigate to and name the new file to create...

Loaok in: I 3 ClearTrigger

-] « @ E-

2=

_ldepot_m
_ldepotin
_ldepotsn
inskall_depak
clearhits
clearbits_m
clearbits_10

File name: I".th

L Lo
N \_|:

Filez of type: I“.t:-:t

[” Open as (ead-only

Open

Cancel

If opening an existing file the selected file is loaded and you are allowed to modify the
existing file (refer to the section entitled: Running ClearQuery — Modifying a clearbits
file). If creating a new file you would navigate to the expected parent directory and then input
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the new file name to create the new clearbits file. You must have “write” access to the parent
directory.

The new clearbits file is created with minimal information in it initially, but you are provided
an initial opportunity to populate the file with more specific information (though it can you
can do this at any time).

ClearCase

@ “'ou should populate some fields in the file now.
“'ou can select to prompted for all fields now or just the most critical ones.
“'ou can skip any portion you are not ready to complete now
What would you like to do?
Prompt me for all fields [YES]

Prompt me for just the most critical ones[No]
I'll do them later [Cancel]

Mo | Cancel |

Selecting “Yes” will guide you through all of the fields in the clearbits file as if you selected
each of the fields in the Modify Clearbits Pane. You will be guided through the fields of this
pane in this order.

A03, A24, A17, A04, A0S, A06, A07, A0S, A09 A10, Al1, Al12, A13, Al4, A1S5, Al16, A22, A23

Selecting “No” will guide you through all of the most critical fields in the clearbits file as if
you selected each of the fields in the Modify Clearbits Pane. You will be guided through the
fields of this pane in this order.

A03, A24, A17, A04, A0S, A0S, A10, Al1, A12, A13, A16, A22, A23

Selecting “Cancel” will allow you to complete the file at your leisure by just taking you
directly to the Modify Clearbits Pane.
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Running ClearQuery - Configuring ClearQuery

The configuration of ClearQuery is minimal, ClearQuery gets most of the information it needs from
any existing clearbits_file. However, since it does call two other executables (cleartrigger and an
internet browser), you must inform ClearQuery where the executables are. This is done once per
region as ClearQuery stores the information in the clearbits file.

ClearQuery hides the information within comments in the clearbits file so as not to affect ClearTrigger
itself. All ClearQuery variables start with the string "#!clearquery_" at the beginning of a line in the
clearbits files. ClearQuery currently recognizes nine (9) variables:

#!clearquery unix_cleartrigger check=
#!clearquery_windows_cleartrigger check=
#!clearquery_unix_browser=
#!clearquery_windows_browser=
#!clearquery_relocated_logging dir_unix=
#!clearquery_relocated logging dir windows=
#!clearquery_relocated results dir unix=
#!clearquery_relocated_results_dir_windows=

=4 =4 =4 -4 -8 -4 -4 -4

Everything on the line "after" the '='is the "value" of the variable.

Example:
#!clearquery unix_cleartrigger check=/net/ccserv/policy/cleartrigger.exe
#!clearquery_windows_cleartrigger check=\\ccserv\policy\cleartrigger.exe
#!clearquery_ unix_browser=/net/machine/dir/netscape
#!clearquery_windows browser=C:\Program Files\Internet Explorer\lEXPLORE.EXE
#!clearquery_relocated_logging dir_ unix=
#!clearquery_relocated_logging dir_windows=
#!clearquery_relocated results dir unix=
#!clearquery_relocated_results_dir_windows=

1 #!clearquery unix_cleartrigger check=
Inform ClearQuery of which cleartrigger.exe is used for the cleartrigger -check command can is
used to validate the clearbits file. Used when invoked from a UNIX OS.

1 #l!clearquery_windows_cleartrigger check=
Inform ClearQuery of which cleartrigger.exe is used for the cleartrigger -check command can is
used to validate the clearbits file. Used when invoked from a Windows OS.

1 #!clearquery_unix_browser=
Inform ClearQuery of which UNIX web browser to use to display the html graphs that are
created to show the results of ClearQuery "queries" reports, when requested from a UNIX OS.

1 #!clearquery_windows_browser=

Inform ClearQuery of which Windows web browser to use to display the html graphs that are
created to show the results of ClearQuery "queries" reports, when requested from a Windows OS.
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1 #l!clearquery relocated logging dir unix=
Optionally, set to inform ClearQuery the Unix directory to use for the storage of logging files
instead of the default depot’s “log” directory.

1 #!clearquery_relocated_logging dir windows=
Optionally, set to inform ClearQuery the Windows directory to use for the storage of logging files
instead of the default depot’s “log” directory.

1 #!clearquery relocated results dir unix=
Optionally, set to inform ClearQuery the Unix directory to use for the storage of ClearQuery
report html files instead of the default depot’s “query_results” directory.

1 #!clearquery_relocated_results_dir_windows=
Optionally, set to inform ClearQuery the Windows directory to use for the storage of
ClearQuery report html files instead of the default depot’s “query results” directory.

You can add/change these variables manually (some examples are in the distributed clearbits
file) or use ClearQuery to configure the region.

ClearCase

Buem or Action for [ACME | Inc.)

Qo -
[0z -
Q03 -
104 -
(05 -
(06 -

- Modify Current Clearbits file... [&03-423]
-WERIFY:Run cleartrigger {clearbits) -check

- Configure Clearllueny

Commands/Uzers [zuccesz/denied] over Time
Bitz/Users used over Time

K.epz/Users/Commands denied over Time

Bit vz, Bit [per uzer] uzage over Time

K.ey vz Key [per user/command] usage over Time
Commands/Jsers [success/denied) over Time by pan

725 - Switch to anather Clearbits T
AZE - Create Mew Elearbits_ fiIF-T

jti

Abaort |

This will display the current values and allowing

To configure using ClearQuery itself, type clearquery.exe
F={path to clearbits_file}.

Ex: clearquery.exe F=clearbits.txt

Then select A24

and “Yes” to
configure.

Select ClearQuery Variable ta YiewChange

00 clearquery_unix_cleartrigger _check=/net/absnt07 /Palic
01 clearquery _windows_cleartrigger_check=\\absnt07Poli
0z clearquery_unix_browser=/netfmachine/browser

03 clearquery _windows_browser=C:\Program Files\Interne
04 clearquery_pathing=relative

05 clearquery_relocated_logging_dir_unix=

06 clearquery_relocated_logging_dir_windows=

07 clearquery_relocated_results_dir_unix=

03 clearquery_relocated_results_dir_windows=

Yes Abork

one to change them. Any/all changes are written to the clearbits file.
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Running ClearQuery — Modifying a clearbits file

Managing clearbits files is easier with ClearQuery. To modify a clearbits file, select A02 from
the initial menu or pass A=2 to the command line to come directly to the menu entitled

ClearCase

Clearbitz view/change Action for [ACME Inc.]

“Clearbits view/change Action for (Region
Name)”. Select the field you want to change and
let ClearQuery guide you through the add, change
or delete. The cleartrigger -check can be invoked
from here as well to ensure that that the clearbits
file is correct

Use this menu to:

Change region lists.

Change region logging personality.
Add/Change/Delete Notify Scripts.
Add/Change/Delete ClearTrigger aliases.
Add/Change/Delete MOTD and MOTD
Restriction List.

Toggle Functionality Bits.
Add/Change/Delete command keys.

1 Verify your clearbits file.

=A =4 =4 =4 -4

= =4

Select an “action” you are the current data (if any)
and allowed to change it which performs the
change and updates the clearbits file.

A1

415

A03-
A4 -
A5 -
AE -
A7 -
ADg -
A03 -
Al0-
-Yiew/Change Region Inhibited Access
Al2-
A13-
A4 -
-Wiew/Change Per-W0B Funchonality Bitz Checking
AlE -
A7 -
All-
A19-
AZ0-
-Yiew/Change/Delete a Command K.ey in Region
-Add a Comand Key —
-YERIFY:Fun cleartrigger {clearbits} -check

Wigw,/ Change License Fey for region
Wieve/Change ‘Windows Depot

Wigw/ Change M= Depot

Wigw/ Change "Windows Clearhits Parent
Wieve/Change UM Clearbits Parent

Wigw,/ Change B egion Logaging Persanality
YWiew/Change Fegion wWindows MotifpdScript
YWigw/Change Begion UME Matify/S cript

Wieve/Change Fegion Special Access List
Wigw/Change Region MOTD Sking
Wiew/Change Region MOTD R estriction List

Wigw,/ Change Functionality Bits for region

Add Aliaz Definition to Region

Delete Alias Definition fram Redgion

Delete References to Aliaz Definition from Fegion
Ilpdate Aliaz Defintion in Region

Abaort |
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Running ClearQuery - Creating a report

ClearQuery provides a reporting facility for ClearTrigger. One can track not only successful
commands, but command denials as well (something ClearCase itself does not do). Use
ClearQuery reports to determine:

=A =4 =4 =

O
ClemiTrigger

How often your policy prevented some unwanted action.
How often command are being performed and by whom.
If or when your developers actually "get" the policy.

Which developers need "help".

When selecting a “query,” the operator is asked for additional data unless that information
was passed through the command line. The query that is built is run against the ClearTrigger
log files (if ClearTrigger Logging is on) and results are displayed graphically via the selected

web-browser.

To view an example report, select a link from

below:

il

= =4 =4 =4

Q01

o O

o

02

-

Q01 (all commands/all users)
Q01 (for single command/all

users)

Q01 (for single command/single

user)

Q02 (all bits/all users)
Q02 (for single bit/all users)
Q02 (for single bit/single user)

ClearCase

Select Query ar Action for [ACME, Ine.]

am

- Modify Current Clearbits file... [A03-423]
-YERIFY:Fun cleartigger {clearhits} -check

- Switch to anather Clearbits file
- Create Mew Clearbitz file
- Copy Eigting Clearbits file

- Commatdz/Uzers [successz/denied] over Time
[0z -
(03 -
[04 -
- K ve, ey [per uzer/command] usage over Time

- Cammandz/Uzers [successddenied] aver Time by pan

Bits/Uzers used over Time
¥.eps/Uzerz/Commandz denied over Time
Bit vz Bit [per uger] uzage over Time

d Abort |
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Running ClearQuery - Command Line Interface (CLI)

The ClearQuery usage statement describing the CLI is below:

Usage for clearquery Yersion 13.0 [build: 20190420.08:03p)

clearquery -ver | -help | {F=clearbits_file {Q=query_number | A=action_number}
{C=command} {U=user} {K=key number} {B=bit_number} {D=y|n} {R=y|n}}

Where:

-wer displays the version of clearquery
-help displays this dialog

clearbits_file is the path to a valid "clearbits_file' for ClearTrigger

query_number = [1..6]

action_number = [1..29]

command = clearcase triggerable command [i.e.'checkin’, "‘rmelem'] or "™ for all commands.

user = any username or "' for all users.

key number = number [0..] or " for all keys.

bit_number = number [0..23] or "' for all bits.

D = 'y' to display the graph after building or 'n’ to not display the graph. The default is 'y'.

R ='y' to ask for more queries or actions after completing one or 'n' to exit after the first completed one (intended for scheduled jobs).
The default is "y".

For any argument without a default ClearQuery will ask the operator as needed.
Any argument:value not needed for a choosen query or action will be ignored.

Environmental Variables and Defaults using ClearQuery

When executing ClearQuery, if any of these environmental variables are set they are used for
prompt dialog defaults.

Variable Name Description

If set, this is used for the clearbits file — Allow a user to set this in
ABS CLEARQUERY_ CLEARBITS FILE their environment so that the path to the clearbits file does not have
to be typed on each invocation to ClearQuery.

If set to any value ClearQuery will confirm all actions that change
ABS CLEARQUERY_ VERBOSITY the clearbits file before and after the change. When unset it just
confirms before the change.

Overrides the ClearQuery defined browser variable defined
for the current OS. Overrides the clearquery_unix_browser

ABS CLEARQUERY BROWSER or clearquery_unix_browser clearquery configuration
values.
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Sample Query Graphs

ClearQuery produces graphs that are full of information that can be used to make intelligent
decisions. One can determine which policy is working and which is not, who is having
trouble and with what commands, who needs training and who is trying to circumvent the
company policy. ClearQuery is the only tool that provides reporting on not only command
successes, but also command denials and trigger usage. We have selected “some” of the
graphs you can get from ClearQuery so that you might get insight on how to interpret the
graphs, though you will eventually come up with your own interpretations.

Q1 (all users — all commands)

This type of graph is useful for generally finding out if your developers are “getting” your
policy. The Blue portion depicts how many successful commands they are executing over
time while the Red portion indicates how many denials they are getting from your policy. In
theory as they “learn” what they are supposed to do, they are denied by your policy less as
they just don’t do what they are not supposed to do. At the same time they spend less time
getting denied and have more time for successful commands, so productivity (amount of
successes) increases. Every point on the graph displays information in the test block below
the graph

ClearCase command success/denied usage for:
(all) commands for (all) users for the last 120 days.

82 (26%) of 321 matching commands were denied by
ClearTrigger Policy an Sat Mar 23 2002 - 60 davys ago

R O L L O L L L L O L LT N (LT
115 105 95 85 75 65 55 25
--Wied JTan 23 2002 - 119 days ago Wed May 22 2002 - today--

|82 (26%:) of 321 matching commands were denied by ClearTrigger Policy on Sat Mar 23 2002 - B0 days ago
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Q1 (all users — a single command)

This type of graph is useful for generally finding out if your developers are having any
difficulty with a particular command within your policy. The Blue portion depicts how many
successful commands they are executing over time while the Red portion indicates how many
denials they are getting from your policy. Every point on the graph displays information in
the test block below the graph. In the Graph below the users seemed to fall in line with the
company’s rules around 40 days ago except for a lapse around 8 days ago (perhaps a new
developer was added to the team).

ClearCase command success/denied usage for:
the (checkin) command for (all) users for the last 120 days.

12 (92%) of 13 matching commands were allowed through
ClearTrigger policy on Wed Mar 13 2002 - 70 days ago

O O O O OO O O OO O OO OO O OO O L L
115 105 05 25 75 65 55 45 35 25 15
-Wed Tan 23 2002 - 119 days ago Wed May 22 2002 - today--

|1 2 (92%%) of 13 matching commands were allowed through ClearTrigger policy on Wed har 13 2002 - 70 dayws ago

Q1 (single user — a single command)

This type of graph is useful for finding out if a single developer is having difficulty with a
particular command. In the Graph below the user (userl) seemed to fall in line with the
company’s rules around 40 days ago.

ClearCase command success/denied usage for:
the (checkin) command for the user (userl) for the last 120 days.

LN LD O OO OO LT LT O N L O L N [N (I T
115 105 95 25 75 fi3 55 45 35 a5
=W ed Tan 23 2002 - 119 days ago

1 {100%:) of 1 matching commands were allowed through
ClearTrigger policy on Tue Apr 16 2002 - 36 days ago

Woed May 22 2002 - today--

|1 (1002%2) af 1 matching commands were allowed through ClearTrigger policy on Tue Apr 16 2002 - 36 days ago
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Q2 (single bit — all users)

This type of graph is useful for finding out if any functionality bits turned on are doing their
job. Again, the bit usage should generally be high in the beginning as the developers learn
your policy and lower as time passes. This graph should not go to zero as some of the bits
“provide” functionality (e.g. the remove empty branch).

ClearCase Functionality Bit usage for:
(all) bits for (all) users for the last 120 days.

fatching bits were invoked 153 times through Clear Trigger
policy on Thu Feb 28 2002 - 83 days ago

W ed Jar 23 2002 - 119 days ago Wed May 22 2002 - today--

Matching bits were inwvoked 153 times through ClearTrigger policy on Thu Feb 28 2002 - 83 days ago

Q2 (single bit — all users)

ClearCase Functionality Bit usage for:
bit #2 (BIT __ EVIL. TWIN) for (all) users for the last 120 days.

fatching bits were invoked 14 times through ClearTrigger
policy on Sat Mar 30 2002 - 53 days ago

103
- Wiled Jan 23 2002 - 119 days ago Wed May 22 2002 - today--

|Matching hits were invoked 14 times through ClearTrigger policy on Sat Mar 30 2002 - 53 days ago
Q2 (single bit — single user)

ClearCase Functionality Bit usage for:
bit #2 (BIT EVIL TWIN) for the user (userl) for the last 120 days.

5

0

R ) L LT O L OO L O COEE (L O O (DL O L) V] L G L] (L ST (LT ELE
115 105 95 85 75 63 55 45 35 15 15 05
--Wed Tan 23 2002 - 119 days ago Wed May 22 2002 - today--

IMatching bits were invoked 2 times through ClearTrigger policy on Sun Felb 03 2002 - 108 days ago
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Q3 (all keys — all users — all commands)

This type of graph is useful for determining if the custom keys created are doing their job.
Again the trend should yield to fewer denials over time.

ClearCase Command Key denials for:
(all) keys for (all) users for (all) commands for the last 120 days.

]
Matching keys were invoked 62 times ko deny command
usage on Tue Feb 19 2002 - 92 days ago

O CEEE OO OO OO OO OO O OO O O O OO O O] O N G ] GO EEEE L OO O LT
35 25 15 05
"Wed May 22 2002 - today--

LW ed Jan 23 2002 - 119 days ago

IMatching keys were invoked B2 times to deny command usage on Tue Feb 19 2002 - 92 days ago

Note: When reporting on a ClearTrigger Lite region this graph displays CPD Denials instead
of Command Keys.

Q4 (all bits — all users)

This is useful for determining bit-by-bit usage. From here one can see just how many empty
branches or evil twins were avoided or how many times users were prevented from making a
new element with spaces in the name.

ClearCase Functionality Bit usage for:
(all) bits for (all) users for the last 120 days.

[Bit Bit Description

o0& BIT__AUTC BRANCH _REELIOVAL

Oi& [BIT__CHOWN_VOB_OWHNER

24 [BIT__EVIL TWIN

54 [BIT__ONE CO_PER_BRANCH

44 [BIT_ CHECKE_BRANCH LABEL NAMES
54 [BIT__VOE_OWNER_CI_MAIN

D&& [BIT_RECURSIVE C1 CO_UNCO

7% [BIT__CHECE MAGIC PATH

& [BIT__ MO _SPACES_IN_ELEMENT _NAMES
po# [BIT_ MO _MULTIFLE _MERGES
10& [BIT__SMART _CHECKIN

114 [BIT__ CAZE CHECKING

124 [BIT__ATOMIC CHANGE

134 [BIT__REQUIRE_EXTENSION
145 BIT__HOTIFY PARENT CHANGE QN _CO|
15& [BIT__HOTIFY PARENT CHANGE ON_CI
164 [BIT__PREVENT _DATA LOSH

174 [BIT__AUTCO_EXEC BIT

184 [BIT__PREVENT _CORE_ELEMENTS

194 [BIT AUTO DIRECTORY FROTECT

The BIT__PREVEMT_DATA_LOSS bit was invoked 479 times
during this period

The BIT_FREVYENT_DATA_LOSS hitwas invoked 479 times during this period
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Q5 (Key by Key — all users)

This graph is useful for determining how active keys are or how often any custom triggers that

might have been created are called.

ClearCase Comand Key usage for:

NNy
Cleairigger

(all) Keys for (all) users for (all) commands for the last 120 days.

[Kev Description Usage fiom: Tue Jan 22 2002 - Wed May 22 2002

D0& fpre mktype R lbtypesRELE &>0;-10;
D1# post_checkin;R; ;0,0,0,D, ;
28 fore checkin R, ;0:0.0.D; .M,
03¢ [ore MIODIFY ELELIR;0;-10;
P4 mpre checkin R, 00,00, M 0, 0.F:
5 jore emelemcR:0:0:0:0; ~example alias

IKey#B was invoked 324times during this period

Note: When reporting on a ClearTrigger Lite region this graph displays CPDs instead of

Command Keys.

Q6 (parent policy - all users — all commands)

This graph is useful for determining how often activity is being allowed or disallowed by the

parent policy defined in any parent clearbits file.

ClearCase command allowed/denied by parent policy for:
(all) commands for (all) users for the last 120 days.

101

IR R

101

115 105 95 85 75 65 55 45 35 25

AL ] O L O OO D D O L O OO O OO OO O OO OO L OO g

IO o
05
~-Thu Aug 152002 - 119 days ago ThuDec 12 2002 - today--

15

|Mon Dec 09 2002 - 3 days ago
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Pull-down Menu Integrations

It is easy to integrate the application of ClearTrigger to the Pull-down menus of Windows
Explorer and ClearCase Explorer such that

one can apply or remove ClearTrigger when Expand
VOBs are selected. Once completed, the Explore
administrator can apply ClearTrigger without Open
having to enter paths to cleartrigger or the Search...

clearbits file. This is a customization that the

ClearCase Explorer
ClearCase/ClearTrigger administrator might

. . WinZi b Find Checkouts
want for their desktop. The clearmenuadmin [@5 p_th Norbon Antili i
. . . . . . Can Wi arcon Sntivirls xplore 1vpes
application distributed with ClearCase is helpful N
for creating these integrations. Send To N
Check Cut, ..
Zuk
The steps to create the menu integrations are as Copy Hiskary
follows. Paste Wersion Tree
Compare with Previous Yersion
. Delete
% Start the clearmenuadmin Rename Praperties of YOB

executable from the command line in _ Properties of Yersion
a DOS window. The executable is Properties Properties of Element
already in your path if ClearCase is
installed on the machine.

Cormmand Prampk

Help

% Select the Windows Explorer or the Add ClearTrigger
ClearCase Explorer Application. Remove ClearTrigger |

Once SeleCted’, the lnStn,lCtl(,)ns are 5] ClearCase Context Menu Editor For
the same for either application. — , _
Zonfiguration | Application  Help

W Windows Explorer

Chooze Clear
Oy Topr: ClearCase Explorer [

You should perform the remaining steps for each application.

x  Add new menu items in the “Available Menu Choices” section.
0 Select the new button in the tywailable Menu Choices:
“Available Menu Choices” &dd ta Source Contral... |
section. You will add two (2) gﬁzmﬁb‘a'm -
new Menu Choices. Check Dut..._

ClearCase Explorer
ClearCaze Explorer -

1| I 4

Froperties. . I Eind... |

Delete |
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0 Create an “Add ClearTrigger” Menu Choice by completing the resulting
dialog in a fashion like the one in Fig. A.

0 Create a “Remove ClearTrigger” Menu Choice by completing the resulting
dialog in a fashion like the one in Fig. B.

Fig. A
=
General |
tenu Text: If-\dd ClearT rigged
Help Text: I.-’-‘n.dd ClearTrigger to selected WOB[z] j
Command T4Pe: | yecutable =l
LCommand:

Iccperl.ewe J
Imitial Directary: I j

Argurnents: IE:\dil\clearappIy_menu.pI add $filelist j

Comment: I.-’-‘n.dd ClearTrigger to selected YOB[g]

o |

Help |

Cancel | Beszet |

x  Add the new menu items.

0 Navigate to the “Vob” item in
the “Object Type:” frame,
then select the combination
“Checked In” and “Single
Selection”

0 Select a separator item, your
recently added “Add
ClearTrigger” item and the
“Remove ClearTrigger” item
(the list is alphabetized so
“Remove ClearTrigger”
appears lower in the list).

0 Select the “<Add” button to
add the menu items.

Fig B.

x|
General |
Menu Text: IF!emcwe ClearT rigger
Help Text: IF!emove ClearT rigger from selected WOB(sg) ﬂ
Command T¥pe: | yecutable I
Command:

Iccperl.e:-:e J
Initial Directony: I ﬂ

Lrgurnents: IE:‘sdir\clealapply_menu.pl remove $ilefist ﬂ

Comment: IF!emove ClearT rigger from selected WOB(sg)

0k I Cancel Heset Help |

2=

-'.5::'1 ClearCase Context Menu Editor for Windows Expl

Configuration  Application  Help

— Choosze ClearCase object to customize menu for

Object Type: Ohiject State:
B~ D__I,Inamic-views drive -
- = Dynamic Yiew Checked Out
= Ds"EE.tlm‘l'l Selection Type
. File ; .
- Gymbolic Link &+ Single Selection
“- Derived Object LI " Multiple 5 election
— Customize

Ay ailable Menu Choices:
il Add ClearT rigger

A Add to Source Contral...
Remove » |

Apply Label...
Check In...

Thiz Menu Contents:

Froperties of Yersion
Fropertiez of Element

0 Repeat these steps for the “Checked In/Multiple Selection”, “Checked
Out/Multiple Selection”, “Checked Out/Single Selection” combinations.
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x  Apply the new menu configuration to your desktop.

You could also “Save to File” to save a registry file
that can be used again later on your machine or
another machine to create the menu integration.

%X Remember to repeat all these steps for the
“ClearCase Explorer” application.

% Place the menu script in the anticipated location.

N
CleaiTrigger

%] ClearCase Context Md

|CDnFiguratiDn Application

Save ko File. ..

Load from File. ..

Delete

Exit

oy

N B
In the examples we referred to the “c:\dir\clearapply menu.pl” script, make sure

T

=]

that script exist. The code for this script exists as Appendix A. Modify the code

so that the paths are appropriate for your organization.

% Now you should be able to apply ClearTrigger to VOBs from the Pull-down
Menus. You will have to restart any Windows Explorer or ClearCase Explorer

applications for the setting to take effect.
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10DLC Regulation Compliance for iApprovelt and iApproveCt

As iApprovelt and iApproveCt are real-time notification tools that use both email and SMS messaging
to notify and request information from project users, it is important that the applications make every
effort to abide by US 10DLC rules and regulations for A2P (Application to Peer) SMS communication.

Absolutely none of the phone number or email address information gathered or retained by these
applications is used for any purpose except to communicate the requested information necessary to alert
the project members of the requested project event. There are no marketing/sales emails or SMS text

generated or sent by these appl

ications.

In-app OPT -in Registration
A single email address is required when a user requests to join the iApprovelt or iApproveCt
application. The email address is verified via 2FA (2 Factor Authentication) during the initial sign-up

process.

To register for an account with iApprovelt, open a web browser to:

https://iapproveit.abs-consulting.com/iApprovelt (for iApprovelt)

or

https://iapproveit.abs-consulting.com/iApproveCt (for iApproveCt)

iApprovelt for ClearTrigger

ﬁpproved“
R

or you might get to the register page by following a link you receive in an Invite to iApprovelt or Invite
to iApproveCt email you might receive from another user you know.

Once you have selected the link sent to you or selected the register
option from the application home panel you are directed to the
registration panel. Complete the panel and select the Register for

button. The Email and Logon
so some checking is done to m

ID must be unique in the application,
ake sure your Email and Logon ID is

not already associated with another user in the system.

r
You are then encouraged

to wait for the verification
email to arrive and then

~
You are almost there... waiting on email verification
for registration.

Check your email, you should expect to see an email
from ABS with content similar to the one below:

select the link in the email

to verify the email address
and activate your account.

Hello John,

This email was sent by A Better Solution, Inc in order to verify
the email address

john.doe@abs-consulting.com
for the userid "jdoe" for use in the iApproveCt application.

Select the link below or place that address in your web
browser to verify the email address.

[unique verification link]
This link will stay valid for email verification for 3 hours.

Thank You,

The ABS iApproveCt Team

Approved“

iApproveit for ClearTrigger
| [ | Login
7
Enter Required data to register... ]
\.
First Name: John 4
Last Name: Doe v

Email: |john.doe@abs-consu &

Logon ID: jdce v
ssword: ceeescsces «
Password: ssssssesas v

[ Register for iApproveCt

iApproveCt ©2025 A Better Solution, Inc. All rights reserved.
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Once you select the link in your verification email You are

taken to your initial logon screen in the application with
your userid prefilled in the Login ID field.

As stated earlier, you may also receive an Invite to
iApprovelt or Invite to iApproveCt email from a peer
inviting you to join the application like the one below:

O\
Cleairigger

iApproveit for ClearTrigger

ﬁpproved“
|

| | Register

(Please enter the required Password in order to logon. )

m  Association Request
from

Appro VeIt "Tony Stark'

Logon ID: |jdoe >
-
4

Logon to iApproveCt ]

iApproveCt ©2025 A Better Solution, Inc. All rights reserved.

Hella from Tony Stark (via iApprovell),

I sent you this email because as a iApprovelt User I want you to join me as an Associate in
the iApprovelt application.

Please register in the iApprovelt application so I can add you to notification projects I create.
You may also creat your own projects and add me to those projects.

Select the button or link below or place the link address in your web browser to complete the

Register in lApprovalt

https://iapproveit.abs-consulting. com/iApprovelt/?A: E=60fef86c2206bfce9c27dabc

Once registration is complete select 'Pending Invites' from the "Assodiates' section to complete
the acceptance so we can be on each aothers iApprovelt Teams and Projects.

Don't forget: Please sign up so we can use idpprovelt together,
Thank You,

Tony Stark

_

Again, selecting the button or link in the
email will display the “registration” page
where you can complete the registration
process.

Please enter your required First Name.

First Name: Joe W
Last Name: Cool v

Email: snoopy@acme. com W

Logon ID: |snoopy W
Password:  ssssssssss W
Password:  ssssssssss W

Register for iApprovelt

iApproveIt ©2021 A Better Solution, Inc. All rights reserved.
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In-app OPT -in SMS Controls

Only verified Mobile Numbers can be saved to your Profile.
This is to ensure two things:

11 First, that the number is a valid phone number that can
receive SMS messages

9 Secondly, that the number is your number

When you modify and leave the Mobile Phone field. It is first
checked to confirm it is a possible valid phone number by

format to ensure it is a valid number for the selected Country
Code.

If the format is valid it is marked with a + next to it when the
field focus is released if the number was previously verified and
can be saved as part of the profile record. If the field does not
contain a valid number for the selected Country Code, is it
marked with a X next to it. If the field is valid (a 10-digit
number) AND has not yet been verified, then the “needs
verification: indicator ! is displayed.

A Mobile Phone Number must first be verified before it can
be saved. Select the verify button next to the number

Mobile Phone: [ (404) 555-1212]1 Verify

which sends a verification code to that mobile phone which
should be received in less than a second.

Place the code received in the Mobile Phone Verification
dialog input field, then select button to verify the phone.

This removes the ! indicator on the Configure:Edit
screen allowing you to save the Profile data by selecting the

{ Save Configuration Data l button.

O\
Cleairigger

Idpproveﬁ .

Associates| Projects | o i1 Logout
| Show | =i Docs Upgrade

Please enter the optional Mobile Phone Number that
you wish to have assigned to your Login ID. This
should only be digits and will be reformatted to an
appropiate format for the selected Country Code for
display. This is only used to send alert request to your
phone. Phone numbers will be verified via SMS txt.

REQUIRED Fields
First Name: tony

Last Name: stark

Email: tony.stark@abs-consulting.com
Logon ID: ironman

Password:

RECOMMENDED Fields
Country Code: +1 U.S. & Canada v
Mobile Phone: [ (404) 555-1212 |1 [Verify]
e Zone: GMT (+0:00) Unite
ctivity: | Any Time (24/7 v
EXTERNAL Webhook Channels
Microsoft Teams &5 :

Slack :;
RingCentral [[7]:
WebEx 00 :

[ Save Configuration Data

iApprovelt ©2021 A Better Solution, Inc. All rights reserved.

Mobile Phone X
Verification...

Input the code that
was sent to your phone.
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When you register a U.S. 10-digit number as the
mobile phone to receive SMS messages, an
additional 10DLC acknowledgment ——

is also displayed before the verification dialog for
required acceptance. This is displayed and must be
accepted just before the verification code is sent to
the number.

SMS messaged are only sent to verified project
members that provide the mobile phone number to
receive such messages. All application users are
verified by 2FA

(2 Factor Authentication) and any Mobile Phone
numbers are also verified by 2FA.

That information is not displayed or shared with any
other application user (even other project members).

In-app OPT -out SMS Controls

All SMS messaging OPT-out control is performed in-
app. All requested SMS messages provide a link to the
message-specific web page that contains the
information requested. From any such message the user
can quickly opt-out of future projects or application
SMS messages within 3 clicks from that displayed web
page. Project members can control receipt of such SMS
messages by:

N
“ifrigger

& |

A Better Solution, Inc. - U.S. 10DLC SMS Permission Acknowledgement

By selecting OK you agree to allow SMS text to be sent to the you -
consent to receive SMS messages to the mobile phone you verify upon

the execution of monitored actions according to the project(s) you join

from the iApproveCt application at the number provided and verified.
Consent is not a condition of any purchase or product use. You may elect

to receive email only by not providing your number. Message and data

rates may apply. Message frequency varies depending on the Project

actions monitored.

You will not receive any message not associated with monitored actions
in your project(s). You may :

« unsubscribe to SMS text for any project by leaving the project
from within the application.

« unsubscribe to all SMS text by removing your number from your
profile within the application.

« limit the days or times that you receive SMS messages by
modifying your Profile in the application.

Details to unsubscribe or limit SMS receipt times with in the
iApproveCt application are here:

https://abs-consulting.com/iApproveCt_10DLC_Complience.pdf

‘We will not share your opt-in, Project or Campaign information with any
third party for any purpose not related to the direct delivery of the
message you request. We will only share data to include SMS opt-in
status and message content with the necessary platform providers, phone
companies and vendors needed to assist us in the delivery of the your text.

Either select OK to continue to verify the phone number provided or
CANCEL to abort the verification process.

1 Removing their mobile number from their Profile to stop the receipt of any/all SMS messages

from this application via the Configure:Edit menu.

1 Removing themselves from a Project to stop the receipt of any/all SMS
messages from that project via the Project: Edit menu then selecting the

“Remove me from this Project” button.

You ARE a Project member

Remove me from this Project

1 Additionally, project members can limit the receipt of Project SMS text to certain days/times via
the Configure:Edit menu and changing the SMS Activity values. The SMS Activity value can
be changed to any one of the 5 values depicted in the table below.

SMS Activity values

Purpose

Any Time (24/7)

Receive all SMS text in real-time as requested

(M-F 9am-5pm)

Only receive SMS text weekdays from 9am to 5pm local time as per the Time Zone.

(M-F 9am-10pm)

Only receive SMS text weekdays from 9am to 5pm local time as per the Time Zone.

(any day 9am-5pm)

Only receive SMS text any day from 9am to 5pm local time as per the Time Zone.

(any day 9am-10pm)

Only receive SMS text any day from 9am to 10pm local time as per the Time Zone.
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Additionally, all

application project I » Action by 'Tony Stark'
emails and dialogs Approvelt requiring your notification

available from
project generated Hello Charles from iApproveCt,
SMS text contain an
Unsubscribe Tail
tag like the example
depicted.

The iApproveCt application is "silently” informing you, as a member of the Project
named "mgrs" that Tony Starkis performing a controlled action.

Specifically,
"Tony is checking in the control file sec_crypt.key"

There is nothing for you to do, you are just being informed of this action and Tony"
Stark WAS NOT informed that you have been notified of the action.

Thank You,

The iApproveCt Team

oved t anp ation
pproveCt application.

[0 ation generated ema A3 an 0 3 psahs-con 0 QL) am the 1ADDr
You can unsubscribe to these project emails by removng yourself from this project in the iA
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O\
carfrigger

Additional Appendices

Tables or references placed here out of normal document flow for brevity and understand.

Appendix A (Clearapply_menu.pl)

# clearapply_menu.pl
#

# Call clearapply.exe with selected VOB(s).

#

# NOTE: Ac opy of this code is available from ABS at:

# https://www.abs - consulting.com/_fag/scriptS/clearapply_menu.pl.txt
#

# Author: Charles W. Clarke 11l (ABS)

# email: charles@abs - consulting.com

# URL: http s:/lwww.abs - consulting.com

# Date: Apr. 08, 2001

# History: 04/08/01 : Created for A Better Solution, Inc.

# Site - specific variables #

$clearapply ="C: \'\ ccadmin_scripts \'\ clearapply.exe"; # Local to machine #

$ct_unix = "/net/machine/share/depot/bin/cleartrigger”; # Network available cleartrigger:Unix  #

$cb_unix = "/net/machine/share/depot/clearbits.txt"; # Network available clearbits:Unix #

$ct_win =" \\\\ machine \\ share \\ depot \\ bin \\ cleartrigger.exe"; # Network available cleartrigger:Windows #

$cb_win =" \\\\ machine \\ share \\ depot \\ clearbits.txt"; # Network available clearbits:Windows #
HHHHHH

# Main #

HHHHHHH

if ($#ARGV < 1) || (3ARGVI0] ne "add") && ($ARGVI[0] ne "remove")))

$USAGE=\ "USAGE ccperl.exe $0 add | remove VOB _directory(s) -
“clearprompt yes_no - mask abort - default abort - pre - prompt SUSAGE";
exit 1;

# For every VOB in the list add or remove ClearTrigger #

if (BARGV[0] eq "add")
for ($i=1; $i <= S#ARGV; $i++)
{

@PARTS = split (/ \\/, $ARGVI[$i]);

print ("Applying ClearTrigger to VOB \\ SPARTS[$#PARTS] ... \n");
$COMMAND="$clearapply $ct_unix $cb_unix $ct_win $cb_win \\ SPARTS[$#PARTS]";
system ($COMMAND);
}
}
else
for ($i=1; $i <= $#ARGV; $i++)
{
@PARTS =split(/  \\/, SARGVI$i]);
print ("Removing ClearTrigger from VOB \\ SPARTS[$#PARTS] ... \n");
$COMMAND="$clearapply remove  \\ $PARTS[$#PARTS]";
system ($COMMAND);
}
}
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Appendix B (approve_majority - examples)

When you wish to create policy so that it requires a “majority” decision by the Members of
the Project a “majority” is defined as:

floor (Y2 * number of Project members sent message) + 1

so that this table applies:

For these number of Members A “Majority” is
in the Project defined as
1 1
2 2
3 2
4 3
5 3
6 4
7 4
8 5
9 5
and so on... and so on...
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